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Introduction

Compared to the old days, it has become super easy to make your information accessible to anyone around the world. That also means that it’s trivial for someone to take your information, use it, and claim that it is his own. 

As an example, you may take a digital picture of a historical event that you may consider selling to Seattle Times. However, since you’re greedy, a human being, and want to maximize the profit, you might’ve sent the photos to bunch of different companies to make them go on a bidding war. One individual that works at some company may then modify the image a little bit, claim that it’s their original work, and essentially steal it. So what are you left with? Nothing, unfortunately, because you didn’t know that you can protect your image even if it’s in a digital format. How? You can embed extra information into digitized data to use as a protection—that is what digital watermarking is essentially.
Visible vs. Invisible

Visible watermarking has actually been around for some time. For example, if you look at bank checks, it may have a “VOID” watermark that you can actually see if you pay enough attention, but will definitely show up very noticeably if you make a photocopy of it.
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Same idea exists in the digital world. For example, if you watch any news channel, you will quite often see their logo embedded into some corner of the screen to show that this particular video being transmitted to your TV did come from that news station.
 Also, if you happen to come across a website that sells music online, they may have sample music file that is a whole music, but also includes some phrase or note in different places that you can noticeably hear. Both of those are considered visible digital watermarking because you can “see” them—for the case of audio, because you can hear it and identify the watermark. Image on the left shows a visible watermark.
Invisible watermarking on the other hand can get a lot more interesting because the soon-to-be-criminal does not know that there is extra information in the data that he’s trying to steal. Why do we care about invisible watermarking? That’s because anything that one can “see” can be removed fairly easily—though it may require sophisticated software, it is definitely easier to remove something that one can see than removing something that one doesn’t know what to remove. For example, if there’s a logo at a right-bottom of a video, one can cover it up with another logo or try to reproduce that part of the video frame at a time (of course, a lot of patience will be required to do so for every frame). For an above example of the music file having some extra but audible sounds, you can use audio editing software to remove those “annoying” parts of the music.

As you can see, there’s clearly a reason to have invisible watermarking technology around. Compare to the visible watermarking that can be used for several purposes, invisible watermarking can do a lot more…enough to justify many different companies to put some researchers to work to build software that can do digital watermarking (and perhaps, software to break them too).

Requirements for having a successful invisible watermark
For invisible watermarking to work, here are some requirements:

1. watermark must be difficult or impossible to remove, at least without having to destroy the original data noticeably.

2. watermark must survive common data modification, such as for image, cropping, resizing, compression, etc.

3. watermark should be imperceptible as to not interfere with the “viewing” of the data (see, listen, watch, etc.).

4. there should be a way to detect the watermark by the appropriate authorities when required.
Different companies and researchers may have different ways that they think is the best at trying to meet all of these requirements, so it’s hard to tell with a quick glance using Google which one to use if you really need to do digital watermarking.

Types of watermarking

Public/blind watermarking

When the original data is not needed during the detection process when detecting a mark, that watermark is considered to be public/blind. The only thing required is the information used to make the watermark originally, like a key that might’ve been used as part of the algorithm to figure out the watermark for an image.

Private/non-blind watermarking

When the original data and the private key are required during the detection process, it’s considered to be a private/non-blind watermarking.

Asymmetric/public-key watermarking

When neither the original data, nor a private key is required during the detection process, it’s considered to be asymmetric/public-key watermarking. Private key will be used to create the mark, but only a public key is required the verify the watermark (exactly like how a digital signature is checked in cryptography).

Types of data to watermark
Image
Watermarking an image is one of the digital data that can be watermarked. A simple algorithm may flip the last bit of data representing each pixel in an image. As a result, the image will most likely not be noticeably different from the original image because changing any of red, green, or blue’s least significant bit will not affect the image all that much. This is applying a watermark to a spatial domain.

There’s another technique of adding a watermark by adding it to a frequency domain. For example, one may make an image go through transformations like Fast Fourier Transform before applying some watermark, and then do an inverse transformation to get the original image.

Video
Video watermarking is essentially like watermarking an image—after all, videos are made up of frames of images. However, more sophisticated things can be done to prevent attacks because video files have another domain an image may not have—temporal domain.
 One can perhaps add the frame number or a time of the video shoot into the frame such that if the frame is out of order or is missing some info, it becomes very obvious to the owners.

Audio
Since songs and music can be copyrighted fairly easily already, audio watermarking has to do more with delivery of the content or for searching of the content.
 For example, if an online store name is embedded unnoticeably into a music file, FBI, when conducting some major illegal-audio-distribution bust, may be able to trace to the original person the theft started from—someone may have bought one song, which he uploaded to an illegal website, which was used to massively distribute.
Reasons for having different domains of watermarking
Depending on the domain/technique used to add a watermark to an image, it will be protected strongly or weakly against different kinds of attack. For example, spatial watermarking may be easy to do, but can be defeated by cropping out an area of an image. If the image is made smaller, it may mess up the hidden data enough that it doesn’t really point to the correct information (such as the original owner’s name). Image burglar may simply claim that supposed watermark is just part of the image, since the watermark in an image seems like garbage after cropping is done. On the other hand, if watermarking is done in a frequency domain, cropping an image may not be enough to get rid of the watermark.
Does this mean that the more techniques that I use to digitally watermark data make the image less attackable? That may be true, but one has to remember that if you’re going for an invisible watermark, there’s so much that can be done before the image becomes noticeably different from the original image.

So how does one decide how to watermark data?
This boils down to the purpose of your watermarking. For example, if you simply want to share the photos before selling, it is absolutely reasonable to give different publishers visibly watermarked image that has your name through the middle of the image. Once you get a satisfactory bid on an image, you can then send that company the original image that you sold.

On the other hand, if the purpose of watermarking an audio is to try to trace how the music file illegally goes through the Internet, one can put an invisible audio watermark into it. If you then do a search on sites that have your particular audio file with the watermark, you may be able to tell which websites that distribute music illegally are connected. In this case, it’s vital that the watermark is hidden really well so the criminals do not know that it’s there. However, it may be ok to not make the audio watermark resilient to cropping of the music file, because people may not think about cropping a full-length music file a second or two just because it *may* contain some digital watermark.

Taking a step further, one may want to put both a visible watermark, like a CNN logo at the right bottom, as well as an invisible watermark, just in case the video gets cropped to exclude the CNN logo. In this case, the invisible watermark will have to survive possible cropping of the video.

There are many different applications available currently on the market, some of which may work with images, while others may work well with videos. Some may work well with visible watermarking, while one may be superb at putting invisible audio watermark that will survive quite a bit of data-manipulation (like a compression of WAV file to an mp3 file). Only way to really know which one to use for your purpose, is to really figure out what is it that you want to do, then do a bunch of research to see which software can do just enough for you, or do just the right amount of watermarking.

Never-ending battle…
In the world of software piracy, whenever new software comes out, someone will always be around to break the registration process, generate keys illegally, and perhaps to distribute them to the world. 

Digital watermarking world is kind of like that too because any time someone comes up with a brilliant way to digitally watermark some data, Mr. X in his room with nothing better to do may put his 100% into figuring out how to extract the watermark, to replace it with the right information so that the decoded data is indistinguishable from the original data. As mentioned in Microsoft’s website, researchers “expect to have to improve [digital watermarking technique] as soon as it is released because they have no doubt that the watermark erasers will find a way to defeat it.”
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