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Background

CSS was created around 1996 and is administered by the DVD Copy Control Association (DCCA) to prevent illegal copying of DVD movies. The main driver for its creation was that DVDs contain a high quality digital version of the movie that can be reproduced any number of times without any quality loss. The use of the internet as a massive distribution channel for pirated digital content makes copy protection particularly important. However, this is a very difficult problem and the current solution, as we’ll see next, didn’t work for very long.
CSS Overview

The Content Scrambling System (CSS) is the standard for encrypting video on DVDs. A DVD has a key data block, which consists of:
	5 byte hash of the disk key

	Disk key encrypted with player key 1

	Disk key encrypted with player key 2

	..

	…

	Disk key encrypted with player key 409

	Title key


There are 409 manufacturer keys, which are licensed to DVD player manufacturers and each DVD player has a small subset of these 409 keys. A disk has a 40-bit disk key (Kd), encrypted with one of these 409 keys. When a player loads a disk, it to tries to decrypt  Kd with each of its keys. For each attempt, it computes a hash of the decrypted key and compares it with the 5 byte hash included in the disk to verify the decryption succeeded.
Once Kd is obtained, it is used to decrypt a title key (Kt). 
The video data is divided in 2048 byte sectors. Each sector has a plain text 128 byte header. Bytes 80-84 of the header are XORed with Kt  to generate the sector key. Finally this sector key is used to decrypt the sector data (video data).
CSS Cipher 

The CSS cipher is a weak cipher based on two LFSRs (Linear Feedback Shift Registers) which are added (XORed) together to produce a key stream. Both LFSRs share the following characteristics:
· The registers are initialized with the first 2 or 3 bytes from the key.

· Register 4 is set to 1 to prevent a stream of all zeros (called a null-cycle).

One LFSR has 17 registers while the other has 25. Their output is then XORed with the output of a non-linear table based transformation that’s applied to the input. The following diagram illustrates this:
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Different variations of this basic cipher are used at different stages of the decryption process by the use of the inverters on the output of the LFSRs. The table below shows these variations:

	
	LFSR-17
	LFSR-25

	Authentication
	Yes
	Yes

	Session key
	No
	No

	Title key
	No
	Yes

	Data
	Yes
	No


Attacks on CSS

Brute force

The size of the key (40 bits) allows for a brute force attack. It is estimated that a home computer can break the cipher in 24 hours. But as we’ll see below attacks of less complexity exist.
LSFR Cipher

By exploiting the predictable nature of LFSRs, the following 216 attack can be mounted:

1. Guess the initial state of LFSR-17 (16 bits are unknown since bit 4 is always 1) 

2. Generate 4 bytes. 

3. Use those 4 bytes to determine the corresponding 4 bytes of output from LFSR-25 (by comparing the 4 bytes generated with the corresponding cipher bytes).

4. Use the LFSR-25 output to determine LFSR-25’s state.

5. Clock out 2 bytes on both LFSRs. 

6. Verify these two bytes, if they don’t match, keep guessing.

At this time, all 409 player keys are public.
Reverse Engineering of CSS

The weakness of the cipher was not the only problem with CSS. In fact, the main problem lies at the core of copy protection of digital media. With any digital content, the player needs to be able to play/show the content to the end user. For encrypted content this means that the player needs to posses the key, which is hard to hide from the user. The problem is even worse with software players. Not only is they key present in software, but the unencrypted data needs to exist in memory at some point to be sent to the IO devices. This makes it possible to circumvent the encryption by using debuggers and other similar tools.
Solutions involving tamper-proof hardware have been proposed, where the display itself does the decryption. But even these are not completely safe (the Xbox has been hacked after all).

DeCSS

Around October of 1999, a program for ripping DVD content was posted on the internet by Jon Lech Johansen, a Norwegian teenager with the purpose of allowing DVD reproduction with open source software (since CSS has to be licensed from DVD CCA). He and two other unidentified contributors managed to reverse engineer the CSS algorithm (it is rumored that they did this by disassembling Xing, a software DVD player). Soon after the source code was leaked. In 2000 Johansen was put in trial in a Norwegian court, facing a potential sentence of over two years in jail and a large fine. After a trial that ended in 2003 and an appeal he was cleared of all charges in early 2004.

It’s important to note that piracy of DVDs through physical copying already existed and is still the most widespread form of piracy. This kind of copying relies on bit-by-bit copying and doesn’t decrypt the data, is simply creates an exact duplicate of the original DVD. Consumer DVD burners can’t write the key data block so they are not suitable for this kind of copying. However, professional pirates use high-end equipment capable of doing this.
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