802.11b Security
Introduction

In addition to the vulnerabilities faced by wired networks, wireless networks have to deal with unique risks faced only by wireless networks.  Unlike wired networks where the signals are confined to the wire, wireless networks emit electromagnetic signals and hence any receiver in range can pick up the signal.  As a result, eavesdropping on a wireless network becomes a relatively simple task.  This requires that the data being transmitted be encrypted such that only the designated receiver can decrypt the information.   
In this report we will discuss the encryption protocols for 802.11b security.  There are a host of other issues ranging from electromagnetic Denial-of-Service attacks to effective password/passphrase selection.  Those issues are outside the scope of this document.

Wired Equivalent Privacy

To provide encryption and security, the 802.11b standard provides the WEP (Wired Equivalent Privacy) mechanism.  However, it was later found out that WEP did not provide the necessary level of security.  Firstly, WEP is an option during 802.11b network deployment.  As a result, the users and network administrators have to go out of their way to enable WEP which results in a significant percentage of networks being run without WEP enabled.  

However, it turns out that WEP has design flaws that allow for exploitation.  WEP uses 40-bit static keys and the RC4 stream cipher.  The RC4 initialization vector used in WEP uses a straightforward and predictable way of changing from one packet to the next.  The purpose of the 24-bit initialization vector is to prevent repetition of the traffic key.  However, 24 bits is not large enough to prevent repetition on a busy network.  That is, if you sniff the network for a while you can encounter a packet that uses the same initialization vector.  Furthermore, key management is weak and the key space is not large enough.  Consequently, in 2001 a team from University of California, Berkeley provided a paper which showed the weaknesses in WEP.  Shortly thereafter, practical verification of the attack was demonstrated.  
Wi-Fi Protected Access

As a result of the WEP shortcomings, IEEE initiated creation of a solution denoted 802.11i.  The Wi-Fi alliance created an interim solution denoted WPA (Wi-Fi Protected Access) which was based on a subset of 802.11i at the time.  
WPA can operate in two modes.  It can operate in conjunction with an 802.1X authentication server and in pre-shared key (PSK) mode.  When using the 802.1X authentication server, the server distributes different keys to each user.   In PSK mode, every user must be given the same passphrase.  Unlike WEP which uses a 40-bit key and a 24-bit initialization vector, WPA uses a 128-bit key and a 48-bit initialization vector.  However, like WEP, WPA still uses the RC4 stream cipher.  
In order to counter the key recovery attacks done against WEP, WPA employs the Temporal Key Integrity Protocol (TKIP) in addition to a large initialization vector.  TKIP provides per-packet key mixing, a message integrity check, and a re-keying mechanism.  This ensures that each packet has its own unique encryption key.  By performing key mixing, the attacker has much less data that has been encrypted using the same key.  The integrity check prevents the attacker from sending forged/modified packets.  Furthermore, TKIP forms the RC4 traffic key by hashing the initialization vector with the WPA key whereas WEP merely concatenated its WEP key with the initialization vector to form the RC4 traffic key.   
Packet payload integrity is also another area where WPA significantly improved upon WEP.  The cyclic redundancy check (CRC) used in WEP allowed the attacker to alter the payload and correctly update the CRC without knowing the WEP key.  In WPA, a more secure mechanism known as message authentication code (MAC) is used.  It also includes a frame counter to prevent replay attacks which were possible in WEP. 
WPA’s PSK mode is designed for home or small office usage where there is no 802.1X authentication server.  In such a setup, each user must enter a passphrase to join the network.  The passphrase must be 8 to 63 ASCII characters or 64 hexadecimal characters.  If ASCII characters are used, a hash function reduces the passphrase from 63 ASCII characters to 256 bits.  The hash function incorporates the SSID of the network.  
802.11i

802.11i is a superset of WPA.  802.11i (also referred to as WPA2) uses the Advanced Encryption Standard (AES) block cipher whereas WPA and WEP use the RC4 stream cipher.  In addition, 802.11i employs Robust Security Network (RSN) mechanism for tracking associations.  RSN is responsible for negotiating the selection of authentication and encryption algorithms.  This provides for an expandable system in case the algorithms being used today are found to be faulty.  
Furthermore, a 4-way handshake is done between the client and the access point to establish a Pairwise Transient Key (PTK) and a Group Temporal Key (GTK).  An earlier exchange establishes the Pairwise Master Key (PMK).  However, the PMK lasts for the entire session so its usage and exposure needs to be minimized.  That is why the PTK is established and used for data transmission.  The GTK is used to transmit multicast and broadcast data.
Virtual Private Network
In addition to employing 802.11i for wireless security, using Virtual Private Networks (VPN) is also a strategy.  VPN allows you to establish and send data between two computers via a shared/public network as if the two computers were on a point-to-point private link.  Establishing a connection VPN connection allows for channel authentication and encryption.  VPNs can be used to mitigate the risks of wireless networks.  The client, which is sitting in an untrusted network (e.g. wireless network at a coffee shop), can establish a VPN connection to the sensitive destination network (e.g. corporate network).  Once established, data is securely tunneled between the client and the VPN server.
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