Caleb Baker

Csep 590 Final Paper

Fingerprint Security

Introduction

While fingerprint biometrics can be used in many of the same scenarios as passwords, fingerprints (and biometrics) have distinct properties that make the fundamentally different then passwords. One such difference is that they allow identification of a user as a known or unknown identity, not just verification that the user knows a secret.  Also fingerprint biometric security is not as easily measured and difficult to rigorously prove.  This paper will provide an introduction fingerprint recognition systems, how they are deployed, the roles they can play as well as possible attacks and mitigations.  
Measuring fingerprint security
 
Practically any article on fingerprint security begins with a explanation of basic metrics for measuring a biometric system these are the false acceptance rate (FAR) and false rejection rate (FRR) .   The probability that a non-matching print will be accepted is the FAR, while the probability that a matching print is rejected is the FRR.  A good system has a FAR of 10–6 and FRR of 10–4 .1 There is usually a tradeoff between the two values, when a system requires a greater statistical match the FAR may be decreased but the FRR will consequently increase.  The application of the system can be used to determine the threshold and security required by the system.

Correct rates in identification rely on one of the most obvious tenants of fingerprint security, the assumption that fingerprints are unique.  Fingerprints have been used as unique identifies dating back to China 700 AD, to certify contracts.3  Identical twins also have unique fingerprints, so prints are not based solely on genetics, and maybe resulting patterns may be a result of how nerve grows. This also easies the future concern that clones could be used to attack fingerprint readers. However, ultimately there is no true proof of their uniqueness.  
One estimate of uniqueness can be performed by observing collected fingerprints.  The best resource for this approximation is the F.B.I, which has approximately 200 million fingerprints on file. 4 Since none of the prints match, using a birthday attack, the number of unique prints can be estimated to be greater than ( 200 million /1.2 ) 2 = 2.8 * 1016.  This predicts at least 55 bits of security.
Another approach to measuring fingerprint security is to estimate the number of possible prints based on statistics of the average number of print features and their average relative distance from one another.  The IBM paper Enhancing security and privacy in biometrics-based authentication performs such an estimate, concluding 82 bits of information, which allows 140 prints for each person on the earth.

While this is a “proven” 55 bit, or 88 bit security, it provides weak to medium security by modern cryptographic standards.  Yet a direct comparison encryption key length is only accurate if the effort required to perform a brute force attack is equivalent.  That is to say, if an attack can be performed that only requires an equivalent 55 bit key be digitally created and passed to the authentication system then the security is weak.  However, if the fingerprint input device is trusted to require a real fingerprint, launching a brute force attack can be much more difficult, and require 2.8 *1016 fingers, which depending on the quality of finger required ( real or fake), can be much more costly to procure.
Currently fingerprint matching algorithms are mostly proprietary, and security by obscurity around their template algorithms is provided as a feature. 3 However, this makes the task of analyzing real security more difficult, and meaningless to try and generalize across venders.  While the Department of Defense has standards for the a transmission protocol for fingerprints uses full print images, and does not specify how the data is matched stored or protected. It seems the fingerprint biometric community would benefit from open standards that could be analyzed for flaws and overall security.  

Fingerprint features 
Fingerprint matching algorithms have several features of the finger print to rely upon the pattern of the print, the minutia and the pore structure.  Global patterns (as illustrated in Figure 1) can be used by matching algorithms to bucket fingerprints before attempting to perform matching. 
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Figure 1 from left to right the are the fingerprint patterns; whorl, right loop,  left loop, arch and tented arch 2 These features can be used for initial bucketing when performing a match.

Global features, such as print patterns are poor candidates for fine print matching, since they can be distorted by different amounts of pressure on the devise, of any sideways or twisting force.  Global features are also affected by physical changes over time, like aging or water retentions


Fingerprint minutia refers to unique points in the print and is the most frequently used feature for fingerprint matching.  Most commonly where the ridges begin or split the ridges end or join.  This gives both coordinate information and directional information, provides a good measure of uniqueness, that only has local dependencies, so does not vary as much as he overall fingerprint pattern.  
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Figure 2 example of fingerprint minutia, marks are placed where ridges start and split, and direction is indicated 5
Pore structure is not commonly used though it provides many data points, the image capture are greatly affected by dirt and fluctuations in quality of scanning equipment
Fingerprint matching

Fingerprint algorithms consist of two main phases, enrollment and identification or verification. The enrolment phase, first determines the global pattern of the print, so it can be categorized in a large bucket during improve matching performance, the minutia points are then transformed by a, typically proprietary, algorithm into a template.  The template is stored and used for future identification.  An additional step in the enrollment process could be to search for existing matches.  This leads to an interesting advantage fingerprint authentication has over password authentication.  As well as being proof of being a particular person, fingerprint identification can also be used prove somebody is not a particular person or persons, such as on a terrorist watch list, or previously having applied a benefit.
The identification phase, first determines a pattern bucket, and then submits the minutia or template, depending on the design, which can be compared to the saved template.  The comparison is done with a statistical analysis, since an exact match is not expected. Matches may be found by rotating or translating the image, to compensate for the finger not being placed in an identical location on each use.  As previously discussed, thresholds are set to dictate how close the match must be.  Depending on the implementation, if the match is accepted, the saved template could be updated with the new template.  This is useful if gradual changes are expected overtime, however, opens the door to a potential attack, where one person’s print could be morphed into another’s.   Depending on the implementation, the template is calculated on either the device side or server side.  To reduce the ease of replay attacks (discussed later) generating the template in a trusted device is preferable.
A standard matching algorithm relies on about 50 point matching, 12 points are typically used when a human is doing the matching, such as in a criminal investigation.

Fingerprint capture devices


There are a number of available technologies used in fingerprint recognition devices.  Chose of which technology to use can be based on environment the device will be used, required security and of course cost.
Most commonly used is a capacitance sensor, which operates by having an electrode for each pixel of resolution.  The capacitance of the electrode is determined by the dielectric constant substance touching it.  In the case of a finger, the ridge, the dialectic constant is close to that of water, which is ~84, and can easily be distinguished from air, which has a dialectic constant of ~1.  The primary advantage of this method is the low cost.  Also commonly used are optical reflective sensors, light is scattered against the fingerprint, and captured by a camera chip.  Thermal line sensors are also becoming more frequently used, due to their small size. Additional less commonly used technologies include; optical contactless sensor, which just takes a picture of the print, ultra sound sensor, that bounces sound waves of the print and pressure sensors.

Attacks on capture devices

Capacitance and optical devices have been shown to be vulnerable to ‘fake’ fingers.  In Tsutomu Matsumoto’s paper, he documents attacks made on 11 commercially available optical and capacitance based fingerprint readers   In the case of all 11 readers he was able to trick them with a “Gummy” finger, made with food-grade gelatin, and cast in a fingerprint mold made using molding plastic available at hobby stores, the mold reportedly cost less the $10 to produce.  Matsumoto proves detailed instructions for creating the fingers, from the findings it seems fair to say they would not be hard for any reasonably motivated criminal to produce.  The most difficult part of creating these fingers is getting the finger to produce the mold, either willingly or unwillingly.  To counter argument, Matsumoto also showed he could create a “Gummy” finger by using a latent print transferred onto glass.  He then placed the glass slide over a photo sensitive circuit board, and exposed it to light.  This process left a negative image of the print in the board, and could be used to cast a “Gummy” finger.  
Another attack, on optical devices is can be performed if latent prints are left on the device, some devices can then be fooled by either placing a smooth surface over the print, to trigger a read, or even just steaming up the surface by breathing on it.   Mitigation for this attack is to have the matching algorithm reject reads that are an exact match to a previous read, since positioning will always be slightly different.

The primary mitigation against both the latent print and “Gummy” finger attack is to have a “liveness” test performed. A perfect test requires a real finger, so makes an attack much more difficult.  The thermal line sensor is a step in this direction; it would be interesting to see Matsumotos attack attempted on a thermal reader, with a warm fake finger.  Other proposed liveness checks can include blood pressure, pulse, oxygen count in the blood and the finger’s reaction to sensor stimuli.  Having a likeness check also helps by placing a barrier to attacks that involve cutting off people’s fingers, or exhuming dead bodies.  
A variation of this attack is to mold the print directly onto some bodies finger, the fingerprint can then be taken while a person (such as a guard) is watching, and may easily miss the fraud.  Presumably this would probably be effective against some low quality liveness checks as well.
Attacks on matching systems


Another class of attack supposes that the device has been compromised and the digital representation of the fingerprint can be submitted directly, such as replay or brute force attacks.


To prevent a device spoofing attack or replay attacks, the device that collects the fingerprint must be trusted, and secure, so that it can either contain a private key used for message encryption, or implement a watermarking algorithm.  The watermarking method is similar to that used in digital media protection, and modifies the fingerprint data by adding some other data to it in a way that is difficult for an attacker to add.1 Since the watermark preventions relies on a secret algorithm, similar to how the encryption prevention relies on a secret key, both methods rely on the device being kept secure.  Also as with the replay attack previously discussed where a latent image placed on the device can be reused, replay attacks can also be partially protected against by requiring the submitted image or template varies some amount from the previously submitted image.

An additional attack of note is the hill climbing attack.  The attack can be executed if the attacker has the user’s template and access to the matching algorithm, and is used recover the original print.  The attacker submits the template and a random print to the algorithm API, and is given a matching score.  The image of the random print then has some pixels modified in a random way, and the template and new image are re-submitted.  If the score increases the new image is kept otherwise it is rejected.  The attacker can then repeat this process until the image matches the template to within the required tolerance.  Mitigation for this is attack, is that such algorithms should only return a ‘fuzzy’ score, such that the uncertainty in the score is greater than the step that a randomly manipulated image is likely to take toward matching the true image. So the returned score is statistically equivalent for the manipulated and original image.  This makes it impossible to pick with image is a better match, and defeats the attack. 8
Cancelable fingerprints

One disadvantage of biometrics is that they are hard to revoke and renew.  With password authentication, it is easy to reset a password, rendering a compromised password useless.  In the case of fingerprints, it is much more difficult to issue new ones.  At best this can be done 9 times if the finger used is changed, but ultimately the same issue arises.   One solution is to have the template calculated on the device.  When the template is calculated from the fingerprint image, it also takes some entropy, like a byte key, from the server.  This key is stored with the template, so reused each time.  During template generation, the device deterministically distorts the image before finding the template.  
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Figure 3 Example of a randomized print, before calculating a template 1

Then, if the template is compromised and needs to be cancelled, the byte key is changed, and the original print is distorted in a different way.  The protection this provides can be argued.  It assumes that the original print is secret so updating the template renders a previously stolen template useless.  In reality, basing security off of the secrecy of a fingerprint seems to be a poor decision.  The real benefit to this approach seems to be more to the effect of reducing the amount of information that is divulged if a template database is compromised.  

 Fingerprints and smartcards

Fingerprint security is based largely on the combination of verifying a real finger with correct print is present, and that the device being used is trusted.  Localizing this operation to a smart card gives allows some advantages of fingerprints (strong key easily carried around) with a secure and trusted device. The encryption keys protected on the card provide strong security, and are easy to cancel or update as needed.  However, to fully leverage the advantages of biometrics, the enrollment process should evolve a step that compares the submitted print against the existing database, to maintain poof of unique enrollment. 3
Conclusion


Fingerprint systems should assume fingerprints are public knowledge and thus rely and ensure the trustworthiness of the device used to collect the prints.  If done correctly it can be a very powerful method of identification. 
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