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1 Abstract:

Certificates are used to bind an identity with their corresponding public key. However there are times where in this binding is not considered valid and should be revoked. One method is to use periodic publication mechanisms such as the Certificate Revocation Lists (CRLs) which are currently the de-facto standard for certificate revocation mechanisms. The other newer online query mechanism is called as the Online Certificate Status Protocol (OCSP). This paper discuses the working of the OCSP protocol, and the problems it tries to solve over the existing CRL mechanism. It also discusses on some of the disadvantages of the existing OCSP protocol and discusses an alternative approach to eliminate some of the disadvantages.

2 How OCSP works:
OCSP is a simple request/response protocol for obtaining online revocation information from a trusted entity referred to as the OCSP responder. An OCSP request is comprised of the protocol version number, service request type, one or more target certificate identifiers, and optional extensions which may be processed by the OCSP Responder. The certificate identifier consists of the hash of the certificate issuer’s DN, the hash of the issuer’s public key, and a certificate serial number. Responses consists of the version of the response syntax, name of the responder, responses for each of the certificates in a request, optional extensions, signature algorithm OID, and signature computed across hash of the response. Responses can contain three time stamps in them namely, thisUpdate (time at which the status being indicated is known to be correct), nextUpdate (time at or before which newer information will be available about the status of the certificate) and producedAt (time at which the OCSP responder signed this response.). If nextUpdate is not set, then the responder indicates that a newer revocation information is available all the time.
In addition for each certificate the response consists of target certificate identifier, certificate status value (“good”, “revoked”, “unknown”), response validity interval, and optional extensions. The "good" state indicates that the certificate is not revoked. The "revoked" state indicates that the certificate has been revoked (either permanently or temporarily). If the status of a given certificate is “revoked”, then the time that the revocation happened is indicated and optionally the reason for revocation might be included. The "unknown" state indicates that the responder doesn't know about the certificate being requested. If processing errors are encountered error codes (malformedRequest, internalError, tryLater, sigRequired etc) are returned. 
To help a relying party discover appropriate OCSP responder(s), OCSP embraces the Authority Information Access private certificate extension as defined with RFC2459, section 4.2.2.1. This allows the location(s) of the OCSP responder(s) applicable to a particular certificate to be conveyed as a part of the certificate itself. Alternatively, the locations of one or more OCSP responders can be configured locally or via some other means. The OCSP protocol is documented in the proposed standard RFC2560 entitled “X.509 Internet Public Key Infrastructure Online Certificate Status Protocol”

2.1 Protocol Message Format:
Section below outlines some of the data structures used in the protocol as specified in RFC 2560 document.
Requests Syntax
Request consists of a mandatory TBSRequest and an optional signature. The TBSRequest structure is a combination of version number, requestor name, the request list and the optional extensions. The request is made up of a certificate ID and the optional extensions field.
OCSPRequest ::= SEQUENCE  {

       


tbsRequest TBSRequest,

     


optionalsignature  [0] EXPLICIT Signature OPTIONAL 


}

TBSRequest ::= SEQUENCE  {


       

version             
[0]     EXPLICIT Version DEFAULT v1,

       


requestorName       
[1]     EXPLICIT GeneralName OPTIONAL,




requestList               
          SEQUENCE OF Request,




requestExtensions   
[2]     EXPLICIT Extensions OPTIONAL 


}

Version ::=  INTEGER  {  v1(0)  }

Request ::=  SEQUENCE  {



reqCert                     

 CertID,

       

singleRequestExtensions     [0] EXPLICIT Extensions OPTIONAL

 }

CertID ::=  SEQUENCE  {

       

hashAlgorithm       
AlgorithmIdentifier,


       
issuerNameHash      OCTET STRING, -- Hash of Issuer's DN

       

issuerKeyHash       
OCTET STRING, -- Hash of Issuers public key


       
serialNumber        
CertificateSerialNumber 

}

Signature ::= SEQUENCE  {



signatureAlgorithm AlgorithmIdentifier,

       

signature          
BIT STRING,

       

certs       
[0] 
EXPLICIT SEQUENCE OF Certificate   OPTIONAL

}

Response Syntax

Response consists of a mandatory OCSPResponseStatus field and an optional ResponseBytes field. The valid values for OCSPResponseStatus field is shown below. The ResponseBytes structure has a responsetype field which can have a value ‘id-pkix-ocsp’ or ‘id-pkix-ocsp-basic’ and contains a structure to the ResponseData that has a sequence of responses. Within every single response field there is an entry for certificate ID and the certificate status. 
OCSPResponse ::= SEQUENCE {

      


responseStatus         OCSPResponseStatus,

      


responseBytes          [0] EXPLICIT ResponseBytes OPTIONAL 


}

OCSPResponseStatus ::= ENUMERATED {

      


successful                (0),  --Response has valid confirmations

       


malformedRequest  (1),  --Illegal confirmation request

       


internalError            (2),  --Internal error in issuer

       


tryLater                    (3),  --Try again later

                                   


(4),  --is not used

       


sigRequired              (5),  --Must sign the request

       


unauthorized            (6)   --Request unauthorized

   

}

ResponseBytes ::=       SEQUENCE {

       


responseType   
OBJECT IDENTIFIER,

       


response       
OCTET STRING 


}

BasicOCSPResponse       ::= SEQUENCE  {

      


tbsResponseData     ResponseData,

      


signatureAlgorithm  AlgorithmIdentifier,

      


signature            
BIT STRING,

      


certs       
[0] EXPLICIT SEQUENCE OF Certificate OPTIONAL  



}

ResponseData ::= SEQUENCE {

      


version              [0] 
EXPLICIT Version DEFAULT v1,

      


responderID             ResponderID,

      


producedAt              GeneralizedTime,

      


responses                
SEQUENCE OF SingleResponse,

      


responseExtensions  [1] EXPLICIT Extensions OPTIONAL 


}

ResponderID ::= CHOICE {

      


byName              [1] 
Name,

      


byKey                 [2] KeyHash 


}

SingleResponse ::= SEQUENCE {

      

certID                  

CertID,

      

certStatus                 

CertStatus,

     

thisUpdate               

GeneralizedTime,

      

nextUpdate           [0]
EXPLICIT GeneralizedTime OPTIONAL,

      

singleExtensions   [1]       
EXPLICIT Extensions OPTIONAL 

}

2.2 Security of the protocol:

The OCSP protocol must be digitally signed to provide assurance that the response is originating with a trusted end entity and that it is not altered in transit. The signing key may belong to the same CA that issued the subject certificate, or a trusted third party or an entity that has been approved by the CA that signed the subject certificate. In essence the relying party must be able to ‘trust’ the response. Requests may also be signed, but this is an optional feature within the protocol. OCSP can be resistant to replay attacks, where a signed, 'good' response is captured by a malicious intermediary and replayed to the client at a later date after the subject certificate may have been revoked. OCSP overcomes this by allowing a nonce to be included in the request that must also be included in the corresponding response.

2.3 Advantages over CRL
· OCSP may be used to satisfy some of the operational requirements of providing more timely revocation information than is possible with CRLs. 

· OCSP removes the need for clients to retrieve the (sometimes very large) CRLs themselves, leading to less network traffic and better bandwidth management. 

· Clients do not need to parse CRLs themselves, saving client-side complexity. 

· An OCSP responder may implement billing mechanisms to pass the cost of validation transactions to the seller, rather than buyer. 

· CRLs may be seen as analogous to a credit card company's "bad customer list" which is a bad public exposure. 

· To a degree, OCSP supports trusted chaining of OCSP requests between responders. This allows clients to communicate with a trusted responder to query an alternate responder, saving client-side complexity.

2.4 Disadvantages

· The online mechanism typically requires that the relying part is online whenever a question regarding the revocation status of a given certificate must be resolved. Periodic publication mechanism is better suited for offline operations because the revocation information can be cached.

· OCSP is designed to indicate only if a given certificate is revoked or not. It does not verify if a certificate is within its validity period, nor does it ensure that the subject certificate is being used in proper context as might be indicated through the Key Usage, Extended Key Usage or any other policy qualifier extensions that may be associated with the certificate. It is up to the relying party to perform those checks.

· The revocation status sent by an OCSP responder service is not guaranteed to have zero latency. This could be because the backend infrastructure used to collect revocation information could rely on mechanism like CRLs or could also cached information.

· The responses from an OCSP responder must be digitally signed which may result in performance impact.

· The requester must still know the proper OCSP responder to query. This information, like the CRL distribution points, can be included in the certificate, but often is not. Furthermore, the responder needs to know about the certificate in question as well as the signing authority. Because an OCSP responder will only have knowledge of a few certificate authorities, OCSP is impractical for validating certificates issued by multiple authorities.
3 OCSP with Referrals

OCSP with referrals architecture uses DNS-style referrals in order to address the issues with current revocation methods. A Root server maps of all the CAs to the address of the authoritative OCSP responder. This responder is declared in a DHCP configuration. The RFC provides a mechanism for an optional “Service Locator” extension (defined in section 4.4.6), and its purpose is to locate the authoritative responder for a certificate.  This extension can be used as a part of the OCSP query from the client that contains the name of the issuing CA. If the local OCSP responder is authoritative for the certificates in question, it simply returns a response. Otherwise, the OCSP responder that receives the query will compute an MD5 hash of the issuer string found in the id-pkix-ocsp-service-locator extension. This hash is then sent to a root OCSP server as a DNS query. Next, the root server attempts to resolve an IP address and if resolved, it is returned to the responder. If an IP cannot be resolved, or if the IP that is resolved belongs to the querying OCSP responder, then an error is returned. If the responder receives the error message, it simply returns an “unknown” response to the client indicating that nothing is known about the certificate. If the responder successfully resolves an IP address from the root server, it assumes that this address is authoritative for the certificate in question. Next, the local responder makes a new OCSP request and sends it to the authoritative responder. Finally, the response from the authoritative responder is forwarded directly back to the original client requester.
This process can be seen in the figure below. In step 1, the client sends an OCSP query to the local OCSP responder. Step 2 and Step 3 is carried out using DNS queries to the root OCSP server where the local responder sends an MD5 hash of the certificate issuer, and the root server returns the appropriate IP address. In Steps 4 and 5 the local responder queries the authoritative OCSP responder, and receives a signed response. Finally, the response is sent back to the original requester (step 6).
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3.1.1 Benefits of this approach:

Obtaining the most up-to-date CRLs in a timely fashion becomes easy as CAs are aware of the responder machines. Also the user need not be aware of the changes in the location of the CRL, as this burden is transferred to the OCSP responder that is always available for a user to validate certificates. By making it available locally the bandwidth requirements of the OCSP responders can be made smaller since the authoritative responders can be distributed. This mechanism has the potential to improve the ease and accessibility of performing certificate validation. 
Critics of the OCSP standard are concerned with the extra load on the responders. With CRLs, the CA has to sign the CRL one time when it is to be published, whereas with OCSP authoritative responses are required to be individually signed, thus bearing a load on the system proportional to the number of OCSP requests. By using DNS to advertise the locations of the OCSP responders, it is possible to resolve multiple IP addresses for a particular CA. Thus, multiple OCSP responders can be authoritative for any given certificate. While employing multiple responders involves more overhead than the single signing of a CRL, load balancing using DNS is still an improvement over the original OCSP standard.

3.1.2 Security Analysis

Since this mechanism is an extension of the base OCSP protocol, the security is as good as that of OCSP. An attacker could potentially send forged packets back to the responder containing incorrect IPs for the authoritative server. Since all definitive responses from an authoritative responder need to be signed, the result of such an attack would be a status of “unknown” returned to the client. There is also a possibility of denial of service attack as it could effectively prevent certificates from being validated. 
4 Conclusion

Revocation is a very important part of the certificate validation process. Revocations using CRLs is a common way for certificate revocations and is well in use. However OCSP protocol was designed to address certain problems associated with using CRLs in a public key infrastructure (PKI). As such one issue with OCSP is that the client should be aware of the address of every authoritative OCSP responder. In this paper we saw an architecture that enhanced OCSP by implementing referrals. With such a system, a client wishing to validate a certificate does not need to know anything about the address of the authoritative OCSP server. Instead, the OCSP requester can query any OCSP server, and will eventually receive an authoritative response.
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