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1. Goal of the project

· The goal of this project is to understand general protocols used for designing electronic payment system through internet, especially from individual consumer point of view. 

· With emphasis on understanding the concept of E-Money, and Digital Cash

· Gets some context regarding the challenges digital cash algorithm need to address?
2. What is digital cash?
Before talking about the digital cash, would like to exam our familiar term Money.

What is Money?

There are many forms of cash or money today:

· Coins, Bills (presumed to be difficult to forge): the money can’t be in two places at once, can’t be double spent.

· Bearer bonds and other “immediately cashable” instruments: example of bearer bonds like traveler’s check.

· Diamonds, Gold : or “portal wealth”

Physical coins as money have certain basic properties: difficult to counterfeit, pointless to counterfeit if made of gold or silver, fungibility, immediate setting (no need to clear with a distant back, no delay etc), untraceability, etc.

Digital cash discussions get similarly confused by the various ideas about money. 

In general team: Digital cash is a system that allows a person to pay for goods or services by transmitting a number from one computer to another. Like the serial numbers on real dollar bills, the digital cash numbers are unique. Each one is issued by a bank and represents a specified sum of real money. 

[1] Tatsuaki Okamoto and Kazuo Ohta list six properties of an ideal digital cash system:

1. Independence. The security of the digital cash is not dependent on any physical location. The cash can be transferred through computer networks.

2. Security. The digital cash can’t be copied and reused.

3. Privacy (untraceability). The privacy of the user is protected; no one can trace the relationship between the user and his purchases.

4. Off-line Payment. When a user pays for a purchase with electronic cash, the protocol between the user and the merchant is executed off-line. That is, the shop does not need to be linked to a host to process the user’s payment.

5. Transferability. The digital cash can be transferred to other users.

6. Divisibility. A piece of digital cash in a given amount can be subdivided into smaller pieces of cash in smaller amounts. 

There are number of competing protocols. 

Most digital cash systems start with a participating bank that issues cash number or other unique identifiers that carry a given value, such as five dollars. To obtain such a certificate, you must have an account that the bank; when you purchase digital cash certificates, the money is withdrawn from your account. You transfer the certificate to the vendor to pay for a product or service, and the vendor deposits the cash number in any participating bank or retransmits it to another vendor. For large purchases, the vendor can check the validity of a cash number by contacting the issuing back.

3. Kinds of e-money
There are many articles written to explain what digital cash is and protocols, however, I found it is often a confusing concept. So, I would like to broaden the concept a little wider, and take a look at the definition of e-money.

In general, there are two distinct types of e-money: identified e-money and anonymous e-money -- also known as digital cash.

Identified e-money contains information revealing the identity of the person who originally withdrew the money from the bank. Also, in much the same manners as credit cards, identified e-money enables the bank to track the money as it moves through the economy. 

Anonymous e-money works just like real paper cash. Once anonymous e-money is withdrawn from an account, it can be spent or given away without leaving a transaction trail. You create anonymous e-money by using blind signatures rather than non-blind signatures.

There are two varieties of each type of e-money: online e-money and offline e-money. 

Online means you need to interact with bank to do a transaction with a third party. Offline means you can do a transaction without having to directly involve a bank. Offline digital cash is the most complex form of e-money because of the double-spending problem.
4. Issues need to be considered

It is also an eye opener for me to realize that designing a system, not just the technical part, but a sound system also needs to address practical social, society issues. 

· Customer Related Issues
i. Net needs to safeguard their privacy and transactions. 

ii. Security: Acknowledgement assures the customer that their transaction was not diverted, misidentied, or otherwise misplaced. 

iii. Any system of electronic money will also need to instill complete confidence of transaction protection and currency soundness. To the first pint any electronic money scheme needs to be trusted that: the merchant will deliver what was paid for; that the merchant is real and not a fraudulent extraction scheme; and exists for disputes if the product turns out to be unsatisfactory. To the second point, the tender must be as acceptable and reliable as today’s common fo9rm, serverve notes (i.e. US dollars). 

iv. Regulation: standardize digital money and address the “worth” of a unit.

· Business Related Issues: availability of internet, make the business the possibility of global reach. Put the business on line, not just add a new means and channel medium to augment those marketing activities, but also increase the sales by making purchase electronic possible through the net. The considering facts for business are:
i. Availability of anonymity to the customers or business who purchase through digital money.

ii. Cost and ease of acquisition

iii. Cost of ease of online/offline verification

iv. Availability 

v. Risk of fraud (double spending, stolen money, fraudulence)

vi. Liability for fraud (in case of fraud, how much is payer or payee response for)

· Financial And Government Related issues
i. Consumer protections: there are many laws to protect citizens generally from fraud and unfair practices, many of which would provide protection from fraud with respect to digital cash. If the transaction was not traceable, the consumer may not be able to prove the transaction, and as a result could not recover the loss.
ii. Financial loss: the government has traditionally protected consumers from certain kinds of losses and has developed systems to instill confidence in financial institutions. For example, FDIC insurance was created to insure a consumer from loss due to a bank failure and to restore confidence in the banking system. There are also regulations that limit losses due to unauthorized credit card transactions. However, government doesn’t not protect citizens from loss of theft of hard cash The question is then, what kind of protection applying to digital cash? 
iii. Privacy: although it is duty to protect personal privacy, it often conflict with proposed solutions to stem criminal activities. For instance, very strong encryption is one way to make digital cash transactions private, however, the regulations might regulate the methods to attempt to ensure that it has the ability to crack encryption used by illegal activity.

iv. Federal Reserve need to have adequate control over the money supply if digital money market emerged. 
· Some technical challenges

i. Consumer Privacy: treat digital cash as concept of cash as we use in real life.

ii. Cost effective: the cost to each transaction should be cheaper for the value of the goods even count of all the potential fraud and other costs.

iii. Preventing fraudulence, especially double spending:

· What is double spending and general methods to prevent it?
Double spending sends the same digital money to different people or services.

Online e-money prevents double spending by requiring merchants to contact the bank’s computer with every sale. The bank maintains a database of all the spent pieces of e-money and can easily indicate to the merchant if a given piece of e-money is still spendable. If the bank computer says the e-money has already spent, the merchant refuses the sale. This is very similar process as verifying credit cards at the point of sale carried out by current merchants.

Offline e-money detects double spending in a couple of different ways. One way is to create a special smart card containing a tamper-proof chip (called an Observer in some systems). The chip keeps a mini database of all the pieces of e-money spent by the smart card. If the owner of the card attempts to copy some e-money and spend it twice, the imbedded chip would detect the attempts and would now allow the transaction. Since the chip is tamper-proof, the owner can’t erase the mini-database without permanently damaging the smart card.

The other way offline e-money system handle double spending is to structure the e-money and cryptographic protocols to reveal the identity of the double spender by the time the piece of e-money makes it back to the bank.  If user knows that they will get caught, the incidence of double spending could be minimized in theory. The advantage of this system is that they don’t require special tamper-proof chips.

Both online, offline, identified e-money or anonymous e-money, e-money spent by the customers will ultimately reaches the bank. The bank will exam the database and determines whether the e-money was double spent or not. 

The big difference between offline anonymous e-money and offline identified e-money is that the information accumulated with anonymous e-money will only reveal the transaction trail if the e-money is double spent. If the anonymous e-money is not double spent, the bank can not determine the identity of the original spender nor can it reconstruct the path the e-money took through the economy.   

5.  Protocols:
There are many different protocols existed for providing electronic payment. I listed here because a lot of practical protocols used today are not exactly digital cash system; it is more a little extension of what we have from credit card, debit card etc system.  

As from the study of section 4: “issues need to be considered”, it won’t be a surprise to me to realize this (the liability, the consumer protection etc)
[2]Also, the lack of usage of real digital cash system today could directly related to the sad death of the company Digicash, created by David Chaum: who pioneered the algorithms used for designing the digital cash protocols. 
Some of the protocols we see today:
· BT click&buy 

http://www.btclickandbuy.com/helpcontentpartner.html
 (Credit card, Debit Card, BT Phone Bill)

Click&buy was launched in Sept 2002 as a micropayments service, and has largely been used by websites that charge small amountes for content, rather than for physical products. 

Click&buy purchases are charged to a personal account, which can be settled by credit card, debit card, direct debit or via VT phone bill. The link to the phone bill means payment can be deferred for up to 90 days. BT only offers an instant 30 pound of payments per month, subsequently be extended to 100 pound. 
Buynet is BT’s online card processing service. It gives merchants access to the secure card payment network that VT uses to process its credit and debit card payments.
· Upwardly mobile
Using pre-paid phone card, and send money through mobile phone to the counterparty by sending the voucher number. 
· Phones become all-purpose payment devices.

Newly announced services and handsets from Janpan’s NTT DoCoMo make mobile payments possible in both prepaid and postpaid modes. 

Enable customers to purchase good and pay by debit or credit card or by charging the transaction to their phone bills through virtual shopping mail. New phone set has smartcard chips embedded in them: i-mode Felica, a service for new handsets to act as electronic wallets. Users can customize the services they choose to carry in a mobile wallet by signing up with services providers. Contact less credit facility is the most interesting part of the offering. 

· Simpay, founded by Oragne, T-Mobile and Vodafone, alone with Telefonica Moviles of Spain, is launching a system that will allow customers to charge things directly to their mobile phone bill. What’s new is Simpay network will, it promises, create an international payment system specifically designed for charging things to your mobile bill, whether they are bought from your phone, on on the internet or in a shop.
Current system has two major draw backs:

i. Customer can only buy from merchants who are signed up with the same payment system as they are: which means the merchants and the mobile phone companies have to go through the expensive business of finding each other and joining up their system before they can start to look for people to sell things to. 

ii. Roaming customers have problems too: each mobile phone network has to negotiate with each other to support each other’s payment system. In worst case, if people roam aboard, every country having three or more networks, the number of deals that need to be done for one company to be able to sell to every potential customer is prohibitive.

Simpay will overcome above hurdles: each merchant only  needs to have an account with one of the connected networks, and every customer of every network connected to Simpay will be able to buy things from them and charge the cost to their mobile bill. The merchant is guaranteed to get paid, and promptly. 

Simpay will be supported by multiple operators in multiple countries.  Individual consumers will be able to transact with a much wider range of merchants. From a merchange’s viewpoint, they will be able to do a single deal to get “acquired” for Simpay and do transact wit all the consumers of all participating mobile operators. 

Almost like credit card network. The potential for massively extended ability on the part of Simpay-subscribing, mobile phone network – allowing customers to buy things across borders with money drawn on credit from their billing agreement is close to being a credit card system. 

Simpay is different from past online payment system – it isn’t creating currency. 

http://technology.guardian.co.uk/online/story/0,3605,1225058,00.html
· PayPal

Electronic payment by PayPal account (bank account, credit card)

Electronic send money through email.

http://www.paypal.com/
· Microsoft Points

Prepaid account: used to pay content or services unit in points, which can be pennies or less than penny 
…… many more

Summary:

As you see, all above systems are basically extended through existing banking or credit card system. It uses SSL or equivalent Secure Mobile technology to provide a way to allow user to pay directly through the internet at the comfort of home or any places with secure internet access for products or services.

What you have through these kinds of systems are:

i. User must have an account established with the system. The account is either a real bank account or valid credit card.

ii. Transactions are done through online model.

iii. User doesn’t have privacy. All your purchases are traceable.

iv. It is not digital cash system, it is simply and extend of what we have now through the credit card, banking system.

v. Only exception to me: is the mobile phone, you buy a prepaid card, and send the serial number to the destination, and destination deposit the money associate with the money to his/her own account ( this simulates the cash transaction, although assuming that message is not logged or used for tracing purpose. 
Other protocols related to the concept of digital cash.

· ePoint
http://www.epointsystem.org/
http://www.epointsystem.org/~nagydani/ICETE2005.pdf
The prospect of digital cash as a developing method of payment is both exciting and worrisome. Many different interest groups have issues which must be addressed before digital cash and electronic commerce can proliferate. Among these issues are anonymity and privacy, security, ease and cost of use, standards, infrastructure, control of the money supply and criminal activity. Work is pretty much related to initial David Chaum’s work.
In the end of my project study, I realize that digital cash made possible:

· A public-key cryptography and digital signature (both blind and non-blind signatures) make digital cash possible at first place.

· David Chaum’s initial work back in the 1990’s. His algorithms (and the products developed in Digicash) for blinding signature and identity revealing are targeted to address the very nature of digital cash attributes: anonymous and preventing double spending.
Here is a good description of what exactly the blind signature is (modified based from “Applied Cryptography” 6.4:  [3])
What a normal protocol looks like (using standard crypto public/private key infrastructure):

(1) Alice write a note to bank asking for $1000, she generates a unique serial number for this request. She signed with her signature using private key.

(2) Bank verify her signature (bank has her public key), and withdraw the money from her account and sign the notes saying this is $1000 with the unique serial number.

(3) Alice use this to pay Bob

(4) Bob verify this is valid bank signature (bank’s public key is published), and sends to the bank

(5) Bank verify it’s signature, and if valid, and see the serial number, if number is not used, it accepts and put into Bob’s account and record the serial number in bank’s DB and marked it as used. 

See bank knows exactly know the transaction from which account (Alice) to which account (Bob)

Improve above protocol to achieve Anonymity. 

(1) Alice prepares 100 anonymous money orders for $1000 each. In each money order she includes a different random unique string (serial number), Long and random enough so that the number can not be re-use by the same person or by a different person (Crypto random function). Anonymous means the serialNum is blinded.
(2) She puts each in an envelope, and signed with her signature for each
(3) Bank opens 99 envelopes and confirms that each is requesting for $1000 each. And with all valid Signature from Alice. (or ask Alice to unblinding them)
(4) Bank signs the last un-opened envelope (blinding note) and assuming that it is also $1000 request; and deduct $1000 from Alice’s account

(5) Alice receives the envelope and opens it and send the note to Bob. (unblind process)
(6) Bob sends the note to the Bank as before. The only difference is that the Bank doesn’t aware where this money was original come from (the bank didn’t know the serial number in the envelope).

There are multiple algorithms used in this process:

a) cut-and-choose protocol: bank verifies 99 envelope, with enough statistical certainty that the last envelope contains the exact the same content as the rest one (although here 100 is arbitrary number for demonstrating purpose…)

b) Blind signature algorithm: basically bank sign on a SerialNum is blinded. When Bob present the bank the note, the SerialNum is unblended, so Bank can’t trace it. 
Blinding factor explained in math:

1. You use a RSA system to hash a message m and sent to the bank: H(m)
2. Using its secret key d and n, the bank signs the message: H(m)d mod n = r
3. Now the customer c can spend this money r and the merchant s will verify that this is valid by asking the bank to decrypt it, but what if the bank kept a record of this and to whom it was given. The bank would now know r was given to this customer c and spent at merchant s, thus were you spent your money.

To allow the bank to sign the message without them know what it is, uses an additional element called a ‘blinding factor’ b:

1. You would now send r = H(m)be mod n 

(where b is a random number (1 ≤ b ≤ n) know to the customer but not the bank, and e is the banks public key)

2. The bank would again sign this: rd = (H(m)be)d mod n
3. The bank could again keep a record of this, however you would prevent is by removing the binding factor

4. rd 
= (H(m)be)d mod n 
= (H(m) dbed) mod n

= (H(m) db) mod n

5. Now, remove the blinding factor by b-1 ( H(m)d mod n, this is now the same as the money generated without using blinding however the bank does not have a record of this.

However, the above protocol doesn’t address the double spending, especially to differentiate who the double spender is: Alice or Bob. Using secrete splitting to hind Alice’s name in the digital money order.
(1)Alice prepare n anonymous money orders fro a given amount. Each of the money orders contains a different SerialNum. On each money order, there are also n paris of identity bits strings, I1, I2… In (n different pairs on each checks). Pairs are generated by: Alice creates a string that gives her name, address, and other piece of identifying info that the bank wants to see. Then she splits it into two pieces using the secret splitting protocol. Then, she commits to each piece using a bit-commitment protocol. Each part is a bit-committed packet that Alice can be asked to open and whose proper opening can be instantly verified. Any pair reveals Alice’s identity. 

(2) Alice blinds all n money orders, using a blind signature protocol. Give to the bank.

(3) The bank asks Alice to unblind n-1 of the money orders at random, and confirms that they are all well formed. The bank checks the amount, the uniqueness string (SerialNum), and asks Alice to reveal all of the identity strings.

(4) If the bank is satisfied, it signs the one remaining blinded money order.

(5) Alice unblinds the money order and gives to Bob for service or goods.
(6) Bob verifies bank’s signature and then generate a n-bit random string bits and ask Alice to reveal either the left half or the right half of the identity string  (0 or (7) Bob then take the notes to the bank.
(8) Bank verify the signature and check the SerialNum Is not used. 

The detection is double spender is by comparing the identity string on the money order with the one stored inside the DB. If same, the bank knows that Bob is the double spender. If it is different, then, Alice is the double spender: by xors the identities string bit received by two different Bobs, banker can know the real Alice identity.

Math related to the identity info:

A digital cash contains the following:
● Serial number – a unique number that identifies the coin

● Denomination – the actual value of the coin

● Validity Period 

● Transaction list – has an arbitrary number of transaction items. 
A transaction item is created when the digital cash is transferred between Alice and Bob. Each transaction item consists of n identity strings. The identity refers to the identity of the owner of the money.

Each identity string consists of two parts, P1 and P2. P1 and P2 are the results of secret splitting. For example, the identity string = 2510, and random key = 1500. The bit operation will be 2510 xor 1500 = 3090. so we have: P1=1500 and P2=3090 (secrete splitting where 1500 xor 3090 get back original identity). For each pair of n pairs, different secrete key is used. For example, the transaction item for user with id 2510 may have the following:



  P1


  P2



1500


3090



4545


6159



5878


7992



 

..…





…..

4791 


7033

If P1 and P2 are XOR the original id of the user will be revealed, 
e.g. 4545 XOR 6159 = 2510
When a user spends their money, the protocol will randomly blank some of P1 and some of the P2, ensuring there is no pair of P1 and P2 remaining and therefore the owner of the coin cannot be identified, i.e.:

  

P1


  P2



1500


0



0


6159



5878


0



 

..…





…..



0


7033

The protocol will then add a new transaction item with the new owner of the coin’s id encoded on it. It will leave all the pairs visible to show who the owner of the coin is.

If Alice duplicate the digital money and reuse twice. The random blinding of the identify pairs could be recomposed by two pairs of money, since likely that one pair in overall n pairs, that one will have left part and the other have the right part. 
The probability of catching a user depends on the number of identity pairs used in the transaction. The more pairs used, the greater the chance of catching the culprit. The probability of catching the culprit is:
1-½n 
Where n is the number of pairs used.

Example, if n=5 then the chance of catching a user is 0.97.
6. Short Summary:

There are a lot to learn and study. But, the final realization is that the real digital cash system is not yet on the market. There are many issues need to be addressed (section 4) besides the pure technical challenges.
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