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D gial R ightsM anagem ent

e DRM technology tres to enforce lim itson when
and how digital contentm ay be used.

e L itsm ay be based on copyright law , butneed
notbe.

e N otjustanothersecurity m echanism . DRM is
different, treating the device’s ow neras adversary .

e DifferentDRM strategies mise differentpolicy
issues.

Rationales forDRM

e Enforce com pliance w ith copyright law s.

- problem : copyright law can’tbe autom ated o
“judge on a chip”), o can only hope to enforce
a very rough approxin ation to it

e Enable new bushessm odels forpublishers.

- pay-peruse
- sophisticated pricing /price discrim ination

DRM ,FairUse and Privacy

e Copyright offers exception for fairuse.
— depends on nature of use, and circum stances

e DifficulrforDRM to handle: Ioopholes end up
oo broad, ortoo narrow , or usually) both.

¢ Even approxin ating the right result requires
gathering Inform ation about the user, the
circum stances, etc.
- m htneed to collate and auditas a sanity check

Strategy 1: Tag and Track

e Approach:

— putunigue serialnum beron each copy

— record each buyer’s dentity

— find unauthorized duplicates

— check serialnum beron duplicate, blm e orighalbuyer
e Can Ilim itcopying and dissem nation, butnotuse
e Enforcem ent mises serious privacy issues

— M ustauthenticate each buyer’s dentity

— M ustkeep track of w ho has each copy

— M ustm onitordissam hation of copies
e This strategy is falling outof favor.

Strategy 2 : Contam ent

e Approach:

- distrbute content In a virtual lockbox

- only authorized playerdevices can unlock it

- authorized playerdevices enforce lim its on use
e Typical in plem entation:

- distrbute content in encrypted fom

- authorized player know s decryption key
e Can enforce any lin its on usage




W illContainm entW ork?

e Threatm odel: userw ill “rip” a copy of the
contentand puton peer-to-peer system
e “"B1reak once, nfringe anyw here”

e M oderately skilled user, w ith m oderate
effort, can defeatDRM .
e DRM w illnotprevent infringem ent.

DM CA Overwiew

e D igialM illennim CopyrightA ctof 1998
e M any provisions
e Focus here on Section 1201

e Rationale for1201:DRM technology can
be circum vented ; so m ake circum vention,
and circum vention tools, illegal

BanonActs

170 SC.1201 @) 1) @): "N o person shall
circum venta technologicalm easure that
effectively controlsaccess to a [copyrighted
work]”

C ircum vent: “o descram ble a scram bled w ork, to
decryptan encrypted w ork, orotherw ise to avoid,
bypass, rem ove, deactivate, or in paira
technologicalm easure, w ithout the authority of
the copyright ow ner”

BanonActs

17U SC.1201(@@) (1) A): "N o person shall
circum venta technologicalm easure that
effectively controls access to a [copyrighted
work] ”

“[A ] technologicalm easure “effectively controls
access to aw ork ' if the m easure, in the oxdary
course of its operation, requires the application of
Inform ation, ora process ora treatm ent, w ith the
authority of the copyright ow ner, to gain access to
thew ork

Ban on Tools

17U SC.1201 @) R): "N o person shallm anufacture,
In port, offerto the public, provide, orotherw ise
taffic in any technology, product, service, device,
com ponent, orpart thereof, that=-

Is prin arly designed orproduced for the purpose of
ciroum venting a technolgicalm easure thateffectively
controls access to a w ork protected under this title;

has only Iim ied com m excially significantpurpose oruse
other than to circum vent... ;or

ism arketed by thatperson oranotheracting n concert
w ith thatperson w ith thatperson s know ledge foruse in
ciroum venting ...

Ban on Tools

Sin ilarban on tols that effectively control
copying, or otherexclusive rights of the
copyrightholder.




Saope of DM CA vs.Copyright

e DM CA applies to access controls and t©
copy contols.

e Copyrightlaw controls copying butnot
access.

e DM CA applies to acts of circum vention,
even w hen no Infringem entoccurs.

Prom lnentDM CA Suis

e Corley DeCSS softw are fordecrypting
DVDs)

e Sklyarov /Elcom soft (crin nalcase; A dobe
e-book reader)

e Felten digialw aterm arking research)

® Cham berlain v.Skylink (garage door
openers), Lexm ark v. Static Control (printer
cartridges)

Questions /D iscussion




