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Scope of the Problem

e About60% of allem ail is spam
— M uch is fraudulent
— M uch is mappropriate forkds
e 5% ofU S.netusershave bought som ething from
agpamm er
— Billions of dollars of sales
— Spamm Ing pays
o W illtalk aboutem ail; butaffects other
com m unication technologies also

AnEmailM essage

From : felen@ csprinceton edu
To:Jazow ska@ csw ashington edu
Subject:m ail forgery

D ate:N ovem ber18,2004

A ctually, anybody can m ake am essage lke this.
There’sno nherentauthentication of the recefver’s
address, and no guarantee that the m essage cam e from
any particularplace. Forgery iseasy.

Em ail Transport

i
1

M TP POP/MAP

Com plications: forw arding, m ailing lists, autoresponders, etc.

W hatis Spam ?

(1) Emailthatthe recipientdoesn’tw ant.
Problem s:
-only defined afterthe fact
-ban 1aises First Am endm ent issues

) Unsolicited em ail.
Problem : lots of unsolicited em ail is desired

W hatis Spam ?

3) Unsolicited com m ercial em ail.
Butw hatexactly does “unsolicited” m ean?




Free Speech Issues

e Law som etin esallow s speech, even w hen
the listenerdoesn’tw antto hear it.

e Comm ercial goeech lessprotected than

e A tthe very least, let'snotblock am essage
if both partdes w ant it to get through.

W orking D efinition of Spam

Any comm excial, non-political em ail is gpam , unless
@) the recipienthas consented to receive i,
o) the senderand receiverhave an ongoing
business relationship, or
(c) the m essage relates to an ongoing

comm excial transaction betw een the  sender
and receiver.

Note: just Iooking ata m essage w on’t tellyou
w hetherornot it’'s spam .

Ant-spam M easures

e Enforce law sagainstw ire fraud, false
medicalclain s, etc.
® R equire accurate lHoeling of origin; allow s
filtering by origin
- Big spam m er just sentenced to nine years in
VA sate prison form islhbeling

Private Law suitsby ISPs

e TSP sends spam m er cease-and-desist letter
e Spam m erkeeps sending spam
e ISP filessuit

- Clain Ing cyber-respass

- Seeking m oney dam ages

- Seeking injunction against further spam m ing

® Som e success so far, butm ostly usefulas
deterrent

B lacklists

e M ake listof known em ailaddresses, orknown IP
addresses, of spamm ers

e Discard em ail from those addresses
e Problem s

— Spamm ers try to m iskead aboutm essage origin
— Spamm ersm ove around a bt

— Tnnocentusers som etin es end up sharing addresses
w ith spamm ers

- False accusations

W hiteli
o M ake listof pecpleplaces you w antto get
em ail from

e Tm practical to acceptem ailonly from these
pecple

e Butstllusefiil

— M ake otheranti-gpam m easuresm ore stringent
— Exception forpeople on w hitelist




Paym ent

e Try to mise costof sending em ail
- Heally, mise m ore for spam m ers than for
nom alsenders

e Pay In the form of:
- M oney
- W asted com putational resources
- Hum an attention

Problem sw ith paym ent

e Tfusing realm oney, involves the banking
system
¢ Tfpaying in resources, w aste of resources
— Resources are cheap for spam m ers anyw ay
e D eters som e legitin ate em ail - egpecially
big (egitim ate) m ailing lists

Sender authentication

e V arious schem es
e M ake sure thatm ailcom es fiom the right
place, given the (clain ed) sender
- eg.mymailcom es from a Princeton IP address
® W orksokay, but
— Com plicated In presence of forw arding etc.
- D cesn’taddress gpam bots on stolen m achines

ContentB as=d Filtering

o C lassify lncom ing m essages based on
contents
- Apply fixed miles (eg.Spam A ssassin)
— M achine leaming, based on user labeling
® W ord-based Bayesian laming

Filtering Issues

e Fairly accurate, butnot foolproof

- Trade off false positives vs. false negatives

- Stillneed to Jook at suspected-spam m essages
® Spam m ers using countem easures

- “word salad”

Case Study:DoNotEmailList

e M CAN-SPAM Act, Congressasked FTC t©
study aNationalD o-NotEmail ONE) list
— LikeD o-N otCall list for telem arketing

e Congress asked:
- ShouldwehaveaDNE list?
— Ifwehave one, how should itw ork?

e FTC hired experts (ncludingm e) to give




DNE List:Law

e U sers can put theirem ail addresses on the
DNE list.

e Doman ownercan putwholedomam €g.
washington edu) onDNE list.

e Tllegalto send gpam o anybody on the list.

DNE List: Approaches

® G ive spamm ers the list
- Verybad dea: “whom o-gpam ” ist
— Can seed each spamm ex’s listw ith “elialke” addresses?
(hteresting CS theory problem )
e Spamm er subm its theirm ailing listto DNE
servvice; service retums “scrubbed” list
— Spamm erstill leams about som e valid addresses
- M ightbe abk to lin itthisby lin iting access, chargihg
foraccess, etc.

DNE List: Approaches

e Spam -forw arding service
— Spamm erm ustdirectallspam through aDNE service
— Service forw ards em ail to addressesnoton DNE list
— Silently drops if address ison list
— Doesn’tleak infom ation about list
— Trony:as an anti-goam m easure, the governm ent is

forw arding spam
e A llgpproaches: risk that listw i1l leak

Outlaw Spam

® Biggestproblem forDNE Listisoutlaw
spam m ers
— Ignore the law
— Send spam from stolen m achnes
— Very hard to catch them

Spam :Bottom Lne

e Spam w illbe w ith us, as long as pecple buy
stuff from spamm ers.

e People w ill keep buying the kinds of
products that spam m ers sell.

e Atbest, we'llfightto a salem ate.




