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Logistics

• Lab 2 active
• Apologies about the downtime last night.

• Lab 1 grades are up, sploit8 EC being manually graded

• The last paper (Dec 7th) has a different writeup format
• See Canvas for the rubric, we’re asking for you to reflect on the content
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Improving(?) Passwords

• Add biometrics
• For example, keystroke dynamics or voiceprint

• Graphical passwords
• Goal: easier to remember?  no need to write down?

• Password managers
• Examples: LastPass, KeePass, 1password, built into browsers/OS

• Two-factor authentication
• Leverage phone (or other device) for authentication
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Multi-Factor Authentication
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FIDO + Hardware Two Factors
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Questions:

Do you use 2-factor auth? 
Do you use a password manager? 
Why or why not?

How to compromise account protected 
with hardware second factor?
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Secondary Factors Do Help!
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https://security.googleblog.com/2019/05/new-research-how-effective-is-basic.html

https://security.googleblog.com/2019/05/new-research-how-effective-is-basic.html


Graphical Passwords

• Many variants… one example: Passfaces
• Assumption: easy to recall faces

• Problem: to make passwords easy to remember, users 
choose predictable faces
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Graphical Passwords

• Another variant: draw on the image (Windows 8)

• Problem: users choose predictable points/lines
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Unlock Patterns

• Problems:
• Predictable patterns (familiar 

pattern by now)

• Smear patterns

• Side channels: apps can use 
accelerometer and gyroscope to 
extract pattern!
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What About Biometrics?

• Authentication:  What you are

• Unique identifying characteristics to authenticate user or create 
credentials

• Biological and physiological:  Fingerprints, iris scan

• Behaviors characteristics - how perform actions:  Handwriting, typing, gait

• Advantages:
• Nothing to remember

• Passive

• Can’t share (generally)

• With perfect accuracy, could be fairly unique
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Issues with Biometrics

• Private, but not secret
• Maybe encoded on the back of an ID card?
• Maybe encoded on your glass, door handle, ...
• Sharing between multiple systems?

• Revocation is difficult (impossible?)
• Sorry, your iris has been compromised, please create a new one...

• Physically identifying
• Soda machine to cross-reference fingerprint with DMV?

• Birthday paradox
• With false accept rate of 1 in a million, probability of false match is above 

50% with only 1609 samples
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Shifting Threat Models…
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Attacking Biometrics

• An adversary might try to steal biometric info
• Malicious fingerprint reader

• Consider when biometric is used to derive a cryptographic key

• Residual fingerprint on a glass
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Attacking Biometrics

11/28/2022 CSEP 564- Fall 2022 15

[Starbug -- http://istouchidhackedyet.com/]

http://istouchidhackedyet.com/


Attacking Biometrics
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[Starbug -- http://istouchidhackedyet.com/]
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Attacking Biometrics

11/28/2022 CSEP 564- Fall 2022 17

[Starbug -- http://istouchidhackedyet.com/]

http://istouchidhackedyet.com/


Attacking Biometrics
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[Starbug -- http://istouchidhackedyet.com/]

http://istouchidhackedyet.com/


Privacy and web tracking
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A topic in flux

• Tracking via cookies

• Tracking via other methods

• Fingerprinting

11/28/2022 CSEP 564- Fall 2022 20



Ads That Follow You
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Advertisers (and others) track your browsing 
behaviors for the purposes of targeted ads, 
website analytics, and personalized content.



Third-Party Web Tracking
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These ads allow criteo.com to link your visits 
between sites, even if you never click on the 
ads.

Browsing profile for user 
123:

cnn.com
theonion.com
adult-site.com
political-site.com
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https://chiefmartec.com/2022/05/marketing-technology-landscape-2022-search-9932-solutions-on-martechmap-com/



Concerns About Privacy
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First and Third Parties

• First-party cookie: belongs to top-level domain.

• Third-party cookie: belongs to domain of embedded content (such as 
image, iframe).
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www.bar.com

www.foo.com

Bar’s Server

Foo’s Server

www.bar.com’s
cookie (1st party)

www.foo.com’s
cookie (3rd party)

http://www.foo.com/


Anonymous Tracking

Trackers included in other sites use third-party cookies containing unique 
identifiers to create browsing profiles.
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criteo.com
cookie: id=789

user 789: 
theonion.com, cnn.com, 
adult-site.com, …cookie: id=789



Basic Tracking Mechanisms

• Tracking requires:
(1) re-identifying a user.

(2) communicating id + visited site back to tracker.
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Tracking Technologies

• HTTP Cookies

• HTTP Auth

• HTTP Etags

• Content cache

• IE userData

• HTML5 protocol and content 
handlers

• HTML5 storage
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• Flash cookies

• Silverlight storage

• TLS session ID & resume

• Browsing history

• window.name

• HTTP STS

• DNS cache

• “Zombie” cookies that respawn

(http://samy.pl/evercookie)

http://samy.pl/evercookie


Other Trackers?
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“Personal” Trackers



Personal Tracking

• Tracking is not anonymous (linked to accounts).

• Users directly visit tracker’s site → evades some defenses.
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facebook.com

user franzi.roesner: 
theonion.com, cnn.com, 
adult-site.com, …cookie: 

id=franzi.roesner

cookie: 

id=franzi.roesner

cookie: 

id=franzi.roesner



How prevalent is tracking? (2011)

524 unique trackers on Alexa top 500 websites (homepages 

+ 4 links)
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457 domains (91%) embed at least one tracker.
(97% of those include at least one cross-site tracker.)

50% of domains embed 
between 4 and 5 trackers.

One domain 
includes 
43 trackers.



Who/what are the top trackers? (2011)
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How has this changed over time?

• The web has existed for a while now…
- What about tracking before 2011? 

- What about tracking before 2009?

• Solution: time travel!
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The Wayback Machine to the Rescue

Time travel for web tracking: http://trackingexcavator.cs.washington.edu
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http://trackingexcavator.cs.washington.edu/


1996-2016: More & More Tracking
• More trackers of more types, more per site, more coverage
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Defenses to Reduce Tracking

• Do Not Track?
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Do Not Track is not a technical defense: 
trackers must honor the request.



Defenses to Reduce Tracking

• Do Not Track proposal?

• Private browsing mode?
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Private browsing mode protects 
against local, not network, attackers.



Defenses to Reduce Tracking

• Do Not Track proposal?

• Private browsing mode?

• Third-party cookie blocking?
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www.bar.com

www.foo.com

Bar’s Server

Foo’s Server

www.bar.com’s
cookie (1st party)

www.foo.com’s
cookie (3rd party)

http://www.foo.com/


3rd party cookies

• Safari and FF (mostly) now block 3rd party cookies
• https://webkit.org/blog/10218/full-third-party-cookie-blocking-and-more/

• https://blog.mozilla.org/blog/2019/09/03/todays-firefox-blocks-third-party-
tracking-cookies-and-cryptomining-by-default/

• Chrome…
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“By undermining the business model of many ad-supported 

websites, blunt approaches to cookies encourage the use 

of opaque techniques such as fingerprinting (an invasive 

workaround to replace cookies), which can actually reduce 

user privacy and control. We believe that we as a 

community can, and must, do better.”

Aug 2022: Remove 3rd party cookies by 2024

https://webkit.org/blog/10218/full-third-party-cookie-blocking-and-more/
https://blog.mozilla.org/blog/2019/09/03/todays-firefox-blocks-third-party-tracking-cookies-and-cryptomining-by-default/


How should Google respond?

• Pollev.com/dkohlbre

• Pretend someone fired all the ad/chrome execs and hired your group 
instead

• Safari and Firefox have removed ad’s ability to track users via 3rd party 
cookies, and Google has committed to the same in Chrome by 2024.

• How should google respond to 3rd party cookies being removed?
• Think about the technical solutions, policy solutions, and even business 

model solutions available to you!
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Cookie Ghostwriting

• flickr.com 
• <script src=siftscience.com/s.js />

• S.js runs
• Fp = fingerprintjs2

• Setcookie(fp)

• Hexagon-analytics.com/cookiereciever?cookie=fp

• Every time you load flickr.com what happens?
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Journey to the Center of the Cookie Ecosystem: Unraveling Actors’ Roles and Relationship



Cookie Ghostwriting

• flickr.com patreon.com 
• <script src=siftscience.com/s.js />

• S.js runs
• Fp = fingerprintjs2

• Setcookie(fp)

• Hexagon-analytics.com/cookiereciever?cookie=fp

• Every time you load flickr.com patreon.com what happens?
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Journey to the Center of the Cookie Ecosystem: Unraveling Actors’ Roles and Relationship



Fingerprinting is out there

• Better than a ‘voluntary’ cookie: involuntary, unchangeable id!
• “Fingerprint”

• Idea: Measure ‘behavior’ of browser
• Smash into unique ID
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Fingerprinting Web Browsers

• User agent

• HTTP ACCEPT headers

• Browser plug-ins

• MIME support

• Clock skew
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• Installed fonts

• Cookies enabled?

• Browser add-ons

• Screen resolution

• HTML5 canvas 
(differences in graphics 
SW/HW!)



HTML5 Canvas Fingerprinting - Text
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Mowery and Shacham, 2012



HTML5 Canvas Fingerprinting - Image
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Mowery and Shacham, 2012



And its out there!
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One in 145,235 browsers have 
the same fingerprint
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Fingerprinting as a security measure

• Blocking bots (e.g. reCAPTCHA)

• Validating users over-time
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How should we view tracking and 
fingerprinting efforts?
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“Privacy preserving” personalized ads 
aka FLoC
• https://github.com/WICG/turtledove

• The browser, not the advertiser, holds the information about what the 
advertiser thinks a person is interested in.

• Advertisers can serve ads based on an interest, but cannot combine that 
interest with other information about the person — in particular, with who 
they are or what page they are visiting.

• Web sites the person visits, and the ad networks those sites use, cannot learn 
about their visitors' ad interests.
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https://github.com/WICG/turtledove


“Privacy preserving” personalized ads
aka Topics
• https://github.com/patcg-individual-drafts/topics

• The browser, not the advertiser, holds the information about what the 
advertiser thinks a person is interested in.

• Advertisers can serve ads based on an interest, but cannot combine that 
interest with other information about the person — in particular, with who 
they are or what page they are visiting.

• Web sites the person visits, and the ad networks those sites use, cannot learn 
about their visitors' ad interests.
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https://support.google.com/google-ads/answer/11899856?hl=en

https://github.com/patcg-individual-drafts/topics


Privacy is far more than web tracking

• We’ve only started talking about it, in only 1 context.
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Anonymity 
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Paper Discussion Time!

“Tor: The Second-Generation Onion Router”

Roger Dingledine, Nick Mathewson, Paul Syverson

• Choose one/more and discuss with neighbors:
• What adversary is TOR intended to protect against?

• What is a ‘hidden service’?

• Why would someone want a hidden service?

• Who runs an exit node, and why?

• What are some of the weak points (as described here) of TOR?

• Who uses TOR?
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The New Yorker, 
1993



Privacy on Public Networks

• Internet is designed as a public network
• Machines on your LAN may see your traffic, network routers see all traffic that passes 

through them

• Routing information is public
• IP packet headers identify source and destination

• Even a passive observer can figure out who is talking to whom

• Encryption does not hide identities
• Encryption hides payload, but not routing information

• Even IP-level encryption (tunnel-mode IPSec/ESP) reveals IP addresses of IPSec gateways

• Modern web: Accounts, web tracking, etc. … 
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What is Anonymity?

• Anonymity is the state of being not identifiable within a set of 
subjects

• You cannot be anonymous by yourself!
• Big difference between anonymity and confidentiality

• Hide your activities among others’ similar activities

• Unlinkability of action and identity
• For example, sender and email they send are no more related after 

observing communication than before

• Unobservability (hard to achieve)
• Observer cannot even tell whether a certain action took place or not
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Questions

Q1: Why might we want people to have anonymity on the Internet?

Q2: Why might we not want people to have anonymity on the 
Internet?
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Applications of Anonymity (I)

• Privacy
• Hide online transactions, Web browsing, etc. from intrusive governments, 

marketers and archivists

• Untraceable electronic mail
• Corporate whistle-blowers
• Political dissidents
• Socially sensitive communications (online AA meeting)
• Confidential business negotiations

• Law enforcement and intelligence
• Sting operations and honeypots
• Secret communications on a public network
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Applications of Anonymity (II)

• Digital cash
• Electronic currency with properties of paper money (online purchases 

unlinkable to buyer’s identity)

• Anonymous electronic voting

• Censorship-resistant publishing
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Part 1: Anonymity in Datasets
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How to release an anonymous dataset?
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How to release an anonymous dataset?

• Possible approach: remove identifying information from datasets?
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Massachusetts  
medical+voter data 
[Sweeney 1997]



k-Anonymity

• Each person contained in the dataset cannot be distinguished from at 
least k-1 others in the data.
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[Sweeney 2002]



k-Anonymity

• Each person contained in the dataset cannot be distinguished from at 
least k-1 others in the data.
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Doesn’t work for 
high-dimensional 
datasets (which 
tend to be sparse)

[Sweeney 2002]



Netflix Challenge:

• Netflix released a (non-uniform) random sample of user’s movie 
ratings

• Challenge was to build a better recommendation system

• Data was ‘anonymous’
• ID # only

• Random selection of a given user’s ratings

• “noise” added (appears that there was no noise)
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[Narayanan and Shmatikov 2008]



Result: No real anonymity

• Cross-correlate with IMBD ratings

• A handful (6 or fewer) ratings of non-top 500 movies is enough!
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[Narayanan and Shmatikov 2008]



Differential Privacy

• Setting: Trusted party has a database

• Goal: allow queries on the database that are useful but preserve the 
privacy of individual records

• Differential privacy intuition: add noise so that an output is produced 
with similar probability whether any single input is included or not

• Privacy of the computation, not of the dataset
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[Dwork et al.]



Part 2: Anonymity in Communication
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Chaum’s Mix

• Early proposal for anonymous email
• David Chaum. “Untraceable electronic mail, return addresses, and digital 

pseudonyms”. Communications of the ACM, February 1981.

• Modern anonymity systems use Mix as the basic building block
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Before spam, people thought anonymous 
email was a good idea ☺



Basic Mix Design
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A

C

D

E

B

Mix

{r1,{r0,M}pk(B),B}pk(mix)

{r0,M}pk(B),B

{r2,{r3,M’}pk(E),E}pk(mix)

{r4,{r5,M’’}pk(B),B}pk(mix)

{r5,M’’}pk(B),B

{r3,M’}pk(E),E

Adversary knows all senders and 

all receivers, but cannot link a sent

message with a received message



Anonymous Return Addresses
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A

B
MIX

{r1,{r0,M}pk(B),B}pk(mix) {r0,M}pk(B),B

M includes {K1,A}pk(mix), K2 where  K2 is a fresh public key 

Response MIX

{K1,A}pk(mix), {r2,M’}K2
A,{{r2,M’}K2

}K1

Secrecy without authentication
(good for an online confession service ☺)



Mix Cascades and Mixnets
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• Messages are sent through a sequence of mixes

• Can also form an arbitrary network of mixes (“mixnet”)

• Some of the mixes may be controlled by attacker, 
but even a single good mix ensures anonymity

• Pad and buffer traffic to foil correlation attacks



Disadvantages of Basic Mixnets

• Public-key encryption and decryption at each mix are 
computationally expensive

• Basic mixnets have high latency
• OK for email, not OK for anonymous Web browsing

• Challenge: low-latency anonymity network
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Another Idea: Randomized Routing
e.g., Onion Routing
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R R4

R1
R2

R

R
R3

Bob

R

R

R
Alice

[Reed, Syverson, Goldschlag 1997]

• Sender chooses a random sequence of routers

• Some routers are honest, some controlled by attacker

• Sender controls the length of the path



Onion Routing
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R4

R1

R2
R3 Bob

Alice

{R2,k1}pk(R1),{                                                                                               }k1

{R3,k2}pk(R2),{                                                                    }k2

{R4,k3}pk(R3),{                                         }k3

{B,k4}pk(R4),{               }k4

{M}pk(B)

• Routing info for each link encrypted with router’s public key

• Each router learns only the identity of the next router



Tor

• Second-generation onion routing network
• http://tor.eff.org

• Developed by Roger Dingledine, Nick Mathewson and Paul Syverson

• Specifically designed for low-latency anonymous Internet 
communications

• Running since October 2003

• “Easy-to-use” client proxy
• Freely available, can use it for anonymous browsing
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Tor Circuit Setup (1)
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• Client proxy establishes a symmetric session key 
and circuit with Onion Router #1



Tor Circuit Setup (2)
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• Client proxy extends the circuit by establishing 
a symmetric session key with Onion Router #2
– Tunnel through Onion Router #1



Tor Circuit Setup (3)
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• Client proxy extends the circuit by establishing 
a symmetric session key with Onion Router #3
– Tunnel through Onion Routers #1 and #2



Using a Tor Circuit
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• Client applications connect and communicate 
over the established Tor circuit.



How do you know who to talk to?

• Directory servers
• Maintain lists of active onion routers, their locations, current public keys, etc.

• Control how new routers join the network
• “Sybil attack”: attacker creates a large number of routers

• Directory servers’ keys ship with Tor code
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Location Hidden Service

• Goal: deploy a server on the Internet that anyone can connect to 
without knowing where it is or who runs it

• Accessible from anywhere

• Resistant to censorship

• Can survive a full-blown DoS attack

• Resistant to physical attack
• Can’t find the physical server!
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Creating a Location Hidden Server
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Server creates circuits

To “introduction points”

Server gives intro points’

descriptors and addresses 

to service lookup directory

Client obtains service

descriptor and intro point

address from directory



Using a Location Hidden Server
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Client creates a circuit

to a “rendezvous point”

Client sends address of the

rendezvous point and any

authorization, if needed, to

server through intro point

If server chooses to talk to client,

connect to rendezvous point

Rendezvous point

splices the circuits

from client & server



Issues and Notes of Caution

• Passive traffic analysis
• Infer from network traffic who is talking to whom
• To hide your traffic, must carry other people’s traffic!

• Active traffic analysis
• Inject packets or put a timing signature on packet flow

• Compromise of network nodes
• Attacker may compromise some routers

• Powerful adversaries may compromise “too many”
• It is not obvious which nodes have been compromised

• Attacker may be passively logging traffic
• Better not to trust any individual router

• Assume that some fraction of routers is good, don’t know which
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Issues and Notes of Caution

• Tor isn’t completely effective by itself
• Tracking cookies, fingerprinting, etc.

• Exit nodes can see everything!
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Issues and Notes of Caution

• The simple act of using Tor could make one a target for additional 
surveillance

• Hosting an exit node could result in illegal activity coming from your 
machine

• Tor not designed to protect against adversaries with the capabilities 
of a state (public statement by designers, at least in the past)
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