CSEP 564 : Computer Security and Privacy

Designing Systems

Fall 2022

David Kohlbrenner

dkohlbre@cs.washington.edu

Thanks to Franzi Roesner, Dan Boneh, Dieter Gollmann, Dan Halperin, Yoshi Kohno, John
Manferdelli, John Mitchell, Vitaly Shmatikov, Bennet Yee, and many others for sample slides
and materials ...


mailto:dkohlbre@cs.washington.edu

Logistics

e Lab 3a due tonight

e Lab 3b due in a week
e Patch testing descriptions will go up tomorrow

* If you need a grade-attestation letter (e.g. for Microsoft) and haven’t
filled out the form linked on ed, you need to do that ASAP.
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6742

Course Eval

* https://uw.iasystem.org/survey/266239

* Please fill it out, | genuinely read every comment

* Those comments directly affect the material, presentation of material, and
types of assignments we do.
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A quick lesson in why you do code review



A quick lesson in why you do code review

then pushing live

n michael flanders
there is a command injection in test-patch.c

$ touch ';echo $(whoami)' && /lab3/test-patch ';echo $(whoami)'

The name of your patch should be formatted as 'sploitN-patch.diff' where N is the sploit number.
root

p David Kohlbrenner
oh lol

yes
p David Kohlbrenner
probably fixed
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Usability and Security



Importance of Usability in Security

* Why is usability important?
* People are the critical element of any computer system
* People are the reason computers exist in the first place

* Even ifitis possible for a system to protect against an adversary, people
may use the system in other, less secure ways
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Usable Security Roadmap

e 3 case studies
 HTTPS indicators + SSL warnings
* Phishing
e Password managers

 Step back: root causes of usability problems, and how to address
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Case Study #1: Browser HTTPS Indicators

* Design question 1: How to indicate encrypted connections to users?

* Design question 2: How to alert the user if a site’s SSL certificate is
untrusted?

* You discussed this in section a couple weeks ago



The Lock Icon

@ Secure https://mail.google.com/mail/u/O/#inbox

* Goal: identify secure connection
» SSL/TLS is being used between client and server to protect
against active network attacker

* Lock icon should only be shown when the page is
secure against network attacker
* Semantics subtle and not widely understood by users
 Whose certificate is it??
* Problem in user interface design
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[Moxie Marlinspike]

Will You Notice?

, » LG v : L3
e ais i s aa
ookmarks Tools Help Bogkrrerke.Tools Help
, — , N
*§ | http://www.google.com/accounts/Servic | &  httpy .google.com/faccounts/S

Clever favicon inserted
by network attacker
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Do These Indicators Help? (2007)

* “The Emperor’s New Security Indicators”

e http://www.usablesecurity.org/emperor/emperor.pdf

after warning page

Group

2

5 29%

3

Users don’t notice the absence of indicators!
N

N

12/7/2022

™
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never (always logged in) 1053% | 12 71% | 8 36% | 22 63% | 30 53% =
Total | 18 17 22 35 57
Lesson:

12


http://www.usablesecurity.org/emperor/emperor.pdf

Newer Versions of Chrome

c. 2017

@ Secure https://mail.google.com/mail/u/O/#inbox

~/

2022

oogIe.com/mail/u/ﬂ/#inbox

// > A Not secure | http-password.badssl.com

/ A Not secure | hitps://self-signed.badssl.com
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Case Study #1: Browser HTTPS Indicators

* Design question 1: How to indicate encrypted connections to users?

* Design question 2: How to alert the user if a site’s SSL certificate is
untrusted?

A

Your connection is not private




[Felt et al.]

Challenge: Meaningful Warnings

a248.e.akamai.net Certificate

. o mis-issuance
Client missing

root certificate

t:;izroooooo ‘ 000000000
Captive School or employer

D
_bortai—] GoVv't content filter

EW ISP adding

, advertisements
Client clock wrong

Anti-virus software

ALSE POSITIVE

AN

ﬂ See current designs for different conditions at https://badssl.com/. [\Qd e 92
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https://badssl.com/

[Felt et al.]

Firefox vs. Chrome Warning

12/7/2022

33% vs. 70% clickthrough rate

This Connection is Untrusted

You have asked Chrome to connect securely to reddit.com, but we can't confirm that your
connection is secure

Normally, when you try to connect securely, sites will present trusted identification to peove
that you are going to the right place. However, this site's identity can't be verified.

what Should | Do?

If you usually connect to this site without problems, thes error could mean that someone is
trying to impersonate the site, and you shouldn't continue.

Gl om ot of teend
Technical Details

1 Understand the Risks

'\\03074
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This is probably not the site you are looking for!

You sttempied 1o reach reddit com. Dt instead you actually ssached a server identitying (sel as

A48 e akamalnet. THis May DO CAUSEE by @ MSCONIGUIAton 0N 1N SANe of Iy SOMGINNG MO Seous.
An atiacker on your retwork could te Sying 1o oot you 10 vist & fake (and poleritsly harmiul) version of
reddt com

Yo shoukd sl procesd. especiaily T you Nave Never Seen Ths misning befone for i 40

Proceed soyway | Dack 1o safety

» Help me urgertang
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Experimenting w/ Warning Design

J

Condition CTR N

O I LI N IS T G T

12/7/2022

Control (default Chrome warning)

Chrome warning with policeman

Chrome warning with criminal

Chrome warning with traffic light

Mock Firefox

Mock Firefox, no image

Mock Firefox with corporate styling

Table 1. Click-through rates and sample size for conditions.

CSEP 564 - Fall 2022

[Felt et al.]
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Experimenting w/ Warning Design

Condition CTR N
Control (default Chrome warning) 67.9% 17479 é
Chrome warning with policeman

Chrome warning with criminal

Chrome warning with traffic light

Mock Firefox

Mock Firefox, no image

Mock Firefox with corporate styling

Table 1. Click-through rates and sample size for conditions.

O I LI N IS T G T

This is probably not the site you are looking for!

— You pthemmpied o reach reddt com. 2ur instead you actually ssached a server idertitying zel 3s
AM8 e.aamalnet. THs May DO CAUSeX by & MSCONIGUIation On 1NS SanGe of Iy SOMGINNg MONe Senous
An atiacker on your retwork could be Sying 1o ot your 10 vist & fake (and potend by harmil) version of
redat com

Yo shouid sl ceoCead. especiaily I yOu Pave Never e TS wianing Defone for e 40

Procesd sryway  Back 10 safety

P Help me understang

Figure 1. The default Chrome SSL warning (Condition 1).
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Experimenting w/ Warning Design

Mock Firefox, no image
Mock Firefox with corporate styling

# Condition CTR N

1 Control (default Chrome warning) 679% 17479
2 Chrome warning with policeman 68.9% 17,977
3 Chrome warning with criminal 66.5% 18,049
4 Chrome warning with traffic light 68.8% 18,084
5 Mock Firefox

6

7

Table 1. Click-through rates and sample size for conditions.

This is probably not the site you ar

"
-------

You pthempted 10 reach reddit com. D instoad you actually ssache

AME e.akamal met. This May DO Caused by a mesconfiguration on th
An atiacker on your retwork could be Sying 1o ot you 10 vist & take
reddt com

Yo shouid sl eoCead. espociaily I yOu Pave Never Soen IS wiy

e

Figure 4. The three images used in Conditions 2-4.

Proceed soyway. | Back 10 safety

P Mol me unoerstang

Figure 1. The default Chrome SSL warning (Condition 1).
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[Felt et al.]

Experimenting w/ Warning Design

# Condition CTR N

1 Control (default Chrome warning) 67.9% 17479
2 Chrome warning with policeman 68.9% 17,977
3 Chrome warning with criminal 66.5% 18,049
4 Chrome warning with traffic light 68.8% 18,084
5 Mock Firefox 56.1% 20,023
6 Mock Firefox, no image 55.9% 19.297
7

Mock Firefox with corporate styling
Table 1. Click-through rates and sample size for conditions.

\i This Connection is Untrusted

You have asked Chrome to connpect securely to reddit.com, but we can't confirm that your
connection is secure

Normally, when you try to connect securely, sites will present trusted identification to peove
that you are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, thes error could mean that someone is
Lrywng to impersonate the site, and you shouldn't continue.

Gl e gt of tewn!
Technical Details

1 Understand the Risks

12/7/2022 Figure 2. The mock Firefox SSL warning (Condition 5).



Experimenting w/ Warning Design

12/7/2022

# Condition CTR N

1 Control (default Chrome warning) 679% 17479
2 Chrome warning with policeman 68.9% 17,977
3 Chrome warning with criminal 66.5% 18,049
4 Chrome warning with traffic light 68.8% 18,084
5 Mock Firefox 56.1% 20,023
6 Mock Firefox, no image 55.9% 19,297
7 Mock Firefox with corporate styling 55.8% 19,845

Table 1. Click-through rates and sample size for conditions.

\i This Connection is Untrusted

have asked Chvome Lo connect securely to reddit.com, but we can't confirm that

y, sites will present trusted identification to

What Should | De?

gl without probie this e
mpersonate the site, and you shouldn’t continue

Figure 3. The Firefox SSL warning with Google styling (Condition 7).

[Felt et al.]
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Opinionated Design Helps!

12/7/2022

C;

The site's security certificate is not trusted!

You attempted to reach 192.168.17.129, but the server presented a certificate issued by an entity that is not
trusted by your computer's operating system. This may mean that the server has generated its own security

credentials, which Chrome cannot rely on for identity information, or an attacker may be trying to intercept
your communications.

You should not proceed, especially if you have never seen this warning before for this site.

Proceed anyway Back to safety

P Help me understand

[Felt et al.]

Adherence

30.9%

4,551

CSEP 564 - Fall 2022
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Opinionated Design Helps!

12/7/2022

/ll The site's security certificate is not trusted!
)

You attempted to reach 192.168.17.129, but the server presented a certi
trusted by your computer's operating system. This may mean that the se
credentials, which Chrome cannot rely on for identity information, or an a
your communications.

You should not proceed, especially if you have never seen this warning

Proceed anyway Back to safety

Your connection is not private

Attackers might be trying to steal your information from reddit.com (for example, passwords,
messages, or credit cards).

Proceed to the site (unsafe) || Back to safety

» Advanced

[Felt et al.]

P Help me understand

Advanced Back to safety

Your connection is not private

Attackers might be trying to steal your information from www.example.com (for
example, passwords, messages, or credit cards).

Adherence |N

30.9% 4,551

32.1% 4,075

58.3% 4,644

CSEP 564 - Fall 2022
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Today’s warnings



Deprecated encryption schemes

.

B Secure Connection Failed

An error occurred during a connection to rc4.badssl.com. Cannot communicate securely with peer: no common

encryption algorithm(s).

. . ; . .
This site can’t provide a secure connection Error code: SSL_ERROR_NO_CYPHER OVERLAP
A
rcd.badssl.com uses an unsupported protocol. ] ) B )
e The page you are trying to view cannot be shown because the authenticity of the received data could not be
ERR_SSL_VERSION_OR_CIPHER_MISMATCH verified.
— ¢ Please contact the website owners to inform them of this problem.
Learn more...

Try Again

25
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Expired certificates

Your connection is not private

Attackers might be trying to steal your information from expired.badssl.com (for

example, passwords, messages, or credit cards). Learn more

NET::ERR_CERT_DATE_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

/

Back to safety

12/7/2022

CSEP 564 - Fall 2022

Warning: Potential Security Risk Ahead

Firefox detected an issue and did not continue to expired.badssl.com. The website is either misconfigured or your
computer clock is set to the wrong time.

It's likely the website's certificate is expired, which prevents Firefox from connecting securely. If you visit this site,
attackers could try to steal information like your passwords, emails, or credit card details.

What can you do about it?

Your computer clock is set to 12/7/2022. Make sure your computer is set to the correct date, time, and time zone in
your system settings, and then refresh expired.badssl.com.

If your clock is already set to the right time, the website is likely misconfigured, and there is nothing you can do to
resolve the issue. You can notify the website’s administrator about the problem.

Learn more...

Go Back (Recommended) Advanced...

26



Self-signed certificates

A

Your connection is not private

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to self-signed.badssl.com. If you visit this site,
Attackers might be trying to steal your information from self-signed.badssl.com (for attackers could try to steal information like your passwords, emails, or credit card details.

example, passwords, messages, or credit cards). Learn more

Learn more...
NET:ERR_CERT_AUTHORITY_INVALID

Go Back (Recommended) Advanced...

Q To get Chrome's highest level of security, turn on enhanced protection

12/7/2022 CSEP 564 - Fall 2022 27



Untrusted Root certificate

Your connection is not private

Attackers might be trying to steal your information from untrusted-root.badssl.com (for

example, passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

12/7/2022

Back to safety

CSEP 564 - Fall 2022

_—

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to untrusted-root.badssl.com. If you visit this site,
attackers could try to steal information like your passwords, emails, or credit card details.

What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve it.

If you are on a corporate network or using anti-virus software, you can reach out to the support teams for assistance.
You can also notify the website's administrator about the problem.

Learn more...

Go Back (Recommended) Advanced...

28



Address Bar behaviors

. A Not secure | https://self-signed.badssl.com

@ Ea Not Secure https://self-signed.badssl.com

12/7/2022 CSEP 564 - Fall 2022
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Does anything stand out? /10

* Pollev <

 What makes warnings hard, especially over time?
 Why do Firefox and Chrome make different warning designs?

L
e )

—_
12/7/2022 CSEP 564 - Fall 2022 30




Case Study #2: Phishing

* Design question: How do you help users avoid falling for phishing
sites?



A Typical Phishing Page

E PayPal - Welcome

12/7/2022

w o oG L htip:/fwww.ipaypal . szm.sklogin.html

q - MNajit dalsi # Hias | Autorsky mad

| = |G =] 4[]

~ | |VEechny obrazky _|'Ffizplsobit Sifce @J‘ 100% ||

[Pl | Weird URL
http instead of https

Welcome

Member Log-In Forget vour email address? .
9 Forgot wvour password? Join PayPal Today
MNow Owver
Email Address 100 millien accounts Learn more about
v/ BavPal Worldwide
Passward Log In I° Sign Up Now! |

Your Financial Information

PayPal. Privacy is built in. Learn rmore

Text To Buy
X-Men 2
Buyers eBay Sellers Merchants for only 5%
Buy How
Send money to anyone Free eBay tools make Accept credit cards on
fmth an ema_ll address selling easier. your website using PayPal Mobile
in 55 countries and PayPal.
. Learn more
regions. PayPal works hard to

help protect sellers.

withouSharin g

Compare our solutions

-~

Bign Up | Log In | Help

Auction Tools

PavPal is free for

CSEP 564 - Fall 2022

to merchant accnonnts What'c Mawr
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Safe to Type Your Password?

( \

@& Bank of the West | - Mozilla Firefox ' \ / \

- 1y -

BANK#=WEST™: Searh

Signin v i Have a gquestion? Contact Us.

12/7/2022

See all our Personal banking products »

PERSONAL SMALL BUSINESS COMMERCIAL

Products & Services Achieve Your Goals  Bank Online
Checking Buy a home ¢ Apply for an account online
Savings & CDs i Buyanewcar . Learn about online banking
Credit Cards ¢ Save for college Enroll in eTimeBanker
Loans - Maximize home equity

Wealth Management & Trust | Consolidate debt

Insurance ¢ Try our financial calculators

_—

elimeBanker
Where do | enter my password?
Alternate Login

Done

CSEP 564 - Fall 2022
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Safe to Type Your Password?

@ Bank of the West Phishing Page - Mozilla Firefox

File Edit View History Bookmarks Tools Help

@ - [/_'m)ogin > -| |[Q-] Google P
v
Bank of the West

Gives me you pas Swirds!

User name:

Password:

12/7/2022 CSEP 564 - Fall 2022



Safe to Type Your Password?

12/7/2022

File Edit View Histo

Vv Tools Hel
@—. c ‘ «//www.bankofthevvest.com

thEWEEt n:n:nrne

thewest.com/

2222222222222222



Safe to Tvpe Your Password?

& Mozilla Firefox e P— = | B [
File Edit View History Bool Jook Help \ \ 3
CS"{' - c http//attackercom/) ’o|

File Edit View History Bo

PERSONAL SMALL BUSINESS

Products & Services

Checking

Savings & CDs

Credit Cards

Loans

Wealth Management & Trust
Insurance

@ Bank of the West | - M8 irefox = | B ]

arks Tools Help

O ¢ CNEETDCE oD
BANK$:WEST <2

 Achieve Your Goals . Online elimeBanker

See all our Personal banking produ

Search

Signin v : Have a question? Con

COMMERCIAL

Buy a home
Buy a new car
Save for college
Maximize home g
Consolidate 4
Try our fig

8l calculators

Done

12/7/2022
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iIshing Warnings (2008

‘& UK Events : Event regi

Q l.\;} |§]j§_. C:\Usersﬁm\Dncurr ~ | '@,‘mmm | *r | X | | Live Se

: : _ X
File  Edif s

i I\\_efal Suspicious website

W =

This might be a phishing website,

Phishing websites impersonate trustworthy
websites for the purpose of cbtaining

. S . /= Reported Phishing Website: Navigation §
persenal or financial infermation.

o) v |8 htpiff207.68. 155, 170 ontoso fer

v

Microsoft recommends thatyoudo | © & 55 . @=. x @uw. @
any of your information to such web

.. . J ) Thisisa reported phishil
Report whether or not this is a phishif ¥
website, http://207.68.169.170/contos0

Explorer has deterrmant

sites and attempt to tfick

What is Phishing Filter?

Microsoft Architect Insiaht Coj

Passive (IE)

e

We recommend that you close this webpage and do not continue to this website.

Reported Web Forgery!

This web site at www.mozilla.com has been reported as a web forgery
and has been blocked based on your security preferences.

Web forgeries are designed to trick you into revealing personal or financial

information by imitating sources you may trust.

Entering any information on this web page may result in identity theft or
other fraud.

Why was this site blocked?

Ignore this warni

Active (Firefox)

@ Intemet O 00% v

Active (IE)
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[Egelman et al.]

Active vs. Passive Warnings

* Active warnings significantly more effective

Passive (IE): 100% clicked, 90% phished
___>> Active (IE): 95% clicked, 45% phished

/-7 * Active (Firefox): 100% clicked, 0% phished

|§ﬁ§_, ChUsers\Tim\Docurr + | '@' Suspicious ... ‘9‘ X | | SR Y z o Blocked 3 f Reported Web Forgery!
{ = X G'\v B ht/[207.68. 565, 170 contoso jervod _suth hind B
I‘\OI Suspicious website ~ R = This web site at www.mozilla.com has been reported as a web forgery
= - i @ = 2e @R x| @as. Bves. @wec. Momsli » ' - B - mm - [TPage 5
s and has been blocked based on your security preferences.
This might be a phishing website, .
@J This is a reported phishing website
: Web forgeries are designed to trick you into revealing personal or financial

Phishing websites impersonate trustworthy
websites for the purpose of obtaining your
persona | or financial informa tion.

information by imitating sources you may trust.

Entering any information on this web page may result in identity theft or
other fraud.

Why was this site blocked?

Microsoft recommends that you do not give
any of your information to such websites,

Report whether or not this is a phishing
website,

eren

Ignore this warning

What is Phishing Filter?

ht Cenfer

Microsoft Architect Insiaht Conference

é Intemet 00 -

Passive (IE) Active (IE) Active (Firefox)
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FYI: Site Authentication Image

/- Bank of America | Online Banking | SiteKey | Verify SiteKey - Windows Internet Explorer

12/7/2022

=4 v |e] https: [[sitekey.bankofamerica.com/sas/signonSetup.do

w Ig Bank of America | Online Banking | ... ] I

=,

Bankof America

igher Standards

Confirm that your SiteKey is correct

Online Banking

Ifyou recognize your SiteKey, you'll know for sure that you
are atthe valid Bank of America site. Confirming your Sitekey is
also how you'll know that it's safe to enter your Passcode and click the Sign In button.

An asterisk (*) indicates a required field.

Your SiteKey:

* Passcode:

pelicans

If you don’t recognize your personalized
“SiteKey”, don’t enter your Passcode

If you don't recognize your personalized SiteKey,

don't enter your Passcode.

{4 - 20 Characters, case sensitive)

CSEP 564 - Fall 2022

39



Modern anti-phishing

* Largely driven by Google Safe Browsing
* Browser sends 32-bit prefix of hash(url)
* API says: good or bad



Modern warnings

testsafebrowsing.appspot.com

A

Deceptive site ahead

Attackers on testsafebrowsing.appspot.com may trick you into doing something
dangerous like installing software or revealing your personal information (for example,

passwords, phone numbers, or credit cards). Learn more

Back to safety




Deceptive site ahead

Firefox blocked this page because it may trick you into doing something dangerous like installing software or

revealing personal information like passwords or credit cards.

Advisory provided by

CSEP 564 - Fall 2022
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12/7/2022

A

The page ahead may try to charge you money

These charges could be one-time or recurring and may not be obvious.

‘ Proceed ’

Fall2022
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The site ahead contains malware

Attackers currently on testsafebrowsing.appspot.com might attempt to install
dangerous programs on your computer that steal or delete your information (for example,

photos, passwords, messages, and credit cards). Learn more

Details Back to SafEty ® O3 Inspector Console [ Debugger T Network {3} Style Editor () Performance 4 Memory [E] Storag

@ Y Filter Output

A This page is in Quirks Mode. Page layout may be impacted. For Standards Mode use “<!DOCTYPE html>*. [Learn More]
7 The resource at “https://testsafebrowsing.appspot.com/s/bad_assets/lLarge.png” was blocked by Safe Browsing.

/ 4

GET https://testsafebrowsing.appspot.com/favicon.ico o

»

12/7/2022 CSEP 564 - Fall 2022 44



7:97
Which warning is ‘better’?

* For user security?
* For user agency?

* For user understanding?
* For... what?



Case Study #3: Password Managers

* Password managers handle creating and “remembering” strong
passwords

* Potentially:
* Easier for users
* More secure

* Early examples:

 PwdHash (Usenix Security 2005)
e Password Multiplier ( WWW 2005)
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PwdHash

Sign in to Gmail with your
Google Account

Usemame: |5ﬂmenne@gmail.cﬂm

| cannot access my EEE'DIJF@ @ de

@@ in front of passwords to
protect; or F2

sitePwd = Hash(pwd,domain)

Pr(ﬂe’:nt phishing attacks

Password Multiplier

Authoread For comzS4 0@y anao.com

Master pasoaced: | I

l:] Rememicer password for this ssssicn
Site name ;Jooccm _

| ok || Cancs

Activate with Alt-P or
double-click

sitePwd £ Hash(username,
pwd, domain)

Both solutions target simplicity and transparency.

12/7/2022 CSEP 564 - Fal D)2
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[Chiasson, van Oorschot, Biddle]
Usability Testing

* Are these programs usable? If not, what are the problems?

* Approaches for evaluating usability:
* Usability inspection (no users) (—

* Cognitive walkthroughs

* Heuristic evaluation

e User study</

* Controlled experiments

* Real usage

12/7/2022 CSEP 564 - Fall 2022
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[Chiasson, van Oorschot, Biddle]

Task Completpg\ResuIts

/" Success Potentially Causing Security Exposures
< Dangerous Failures
,_Sucﬂ Failure False Failed due to
— - Completion Previous
PwdHash
Log In 48% 44% 8% 0% N/A
Migrate Pwd 42% 35% 11% 11% N/A
Remote Login 27% 42% 31% 0% N/A
Update Pwd 19% 65% 8% 8% N/A
Second Login 52% 28% 4% 0% 16%
Password Multiplier

Log In 44% 8% 0% N/A
Migrate Pwd 32% 28% 20% N/A
Remote Login N/A N/A N/A N/A
Update Pwd 4% 44% 28% N/A
Second Login 4% 16% 0% 16%




[Chiasson, van Oorschot, Biddle]

Problem: Mental Model

e Users seemed to have misaligned mental models

* Not understand that one needs to put “@@"” before each password to be
protected. -

* Think different passwords generated for each session.
 Think successful when were not.
* Not know to click in field before Alt-P.

* Don’t understand what’s happening: “Really, | don’t see how my password is
safer because of two @’s in front” ——

/

12/7/2022 CSEP 564 - Fall 2022
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[Chiasson, van Oorschot, Biddle]

Problem: Transparency

* Unclear to users whether actions successful or not.
* Should be obvious when plugin activated. -
* Should be obvious when password protected.

e Users feel that they should be able to know their own password.

12/7/2022 CSEP 564 - Fall 2022
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[Chiasson, van Oorschot, Biddle]

Problem: Dangerous Errors

* Tendency to try all passwords é@

* A poor security choice — phishing site could collect many passwords!

* May make the use of PwdHash or Password Multiplier worse than not using
any password manager.

* Usability problem leads to security vulnerabilities.
* Theme in course: sometimes things designed to increase security can also

increase other risks A A N >
A\
ECW ) B

-
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Stepping Back: Root Causes?

* Computer systems are complex; users lack intuition

e Users in charge of managing own devices
* Unlike other complex systems, like heaygre or cars.

* Hard to gauge risks
* “It won’t happen to me!”

* Annoying, awkward, difficult

* Social issues
* Send encrypted emails about lunch?...

12/7/2022 CSEP 564 - Fall 2022
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How to Improve?

* Security education and training
e Help users build accurate mental models&——

* Make security invisible
* Make security the least-resistance path

¢ ..7




Beyond Specific Tools:
Different User Groups

e Not all users are the same!

* Designing for one group of users, or “generic” users, may leads to
dangerous failures or reasons that people will not use security tools

* Examples from (qualitative) research at UW:
 Journalists (most sources are not security educated!)
e Refugees in US (security measures may embed US cultural assumptions!)
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Security Research



Its an odd field to work in!

* Covers everything:
* How different groups of people use their smartphones
The effectiveness of airport bodyscanners at detecting firearms é
Electromagnetic emanations from electronics —
XSS on webpages
* The spread of misinformation online —
* Adversarial attacks on computer vision



Security and Privacy For
Emerging Technologies



(1) Connected Automobiles

 Already emerged by now, but a fun story ©

 Automobiles were only just being connected to the internet when
UW+UCSD studied them (~2009)
e Had not faced significant adversarial pressure
* Won a “Test of Time” Award recently

www.autosec.org
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Internet/
PSTN
. L
® >

e By - -
Clgy ¥ ®

l?if 31 9

Computers in a modern automobile
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eriments with a Real Car

8 CarShark
File  View Windows
15 d
=2 Nodes "o =) ] | 87 LogWindow ‘,' ud Demos R ECR <Al B3
= ECN = Display Level: [WARNING - | W[rrrressmsem| e
: Done ving DTCs from 44 _J a
& TCM Done ving DTCs from 4%
1 EBCM Done ing DTCs from 47 Remote Stat Engne | | Cancel Remote Start
Done ing DTCs froe S1 )
# BCM Done ing DTCs from §3
Low Spead Done ving DTCs from 4d Sef Destruct K Lghts
5 Rado Done receiving DTCs from S8
= TOM [ Detver Information Canter e
Disg. CAN ID: 82 |
g‘;;”: <t | # Packet Summary oy Concel Hog 5
— 75 [ sotcanios | [
ALL NODES i Adyust Spesdometer
s 0238.097200 0009 ms 00C1 HS §
Clear DTCs Disable DTCs
0238.097500 0008 ms 00C5 HSSTD 30 00 00 00 30 00 00 (
Refresh Info Retum to Nommal
(o= SRS 0238095300 0012ms  00C9 HSSTD 00 00 00 07 00 40 08
Request Seed Send SPS Key 0238098800 0010ms 00F1 HSSTD 1C 00 00 40
. | #7 Read Memory o @]
jsifised Hovory e omory e 0238090800 0012ms  OOF9 RS d
= r 3 Device 4D on HS
Tester Prasart Switch to HS SW N |
Stat Address:
Hoguos Doy Seod Sed OC Ko ugl Send Packet =alic] Length
 Fuaz Devaid STOP DevCut Suboet: [Low Speed v Tie: [Standars Block Stze
- - A Fle
Redo Last Fuzz ertfy CPIDs S Sl Seclot L
Bytes Clear Bytes Dump Memory
Crack Device Key
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Experimen

’ B
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tSw

|h a Real Car
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Example: Force Brakes On/Off

Disabling Brakes At 20 MPH
https://www.youtube.com/watch?v=917VOx6tBKA
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Impacts

* Impact on automotive industry
* Significant investment by automotive companies
e Spurred vendor industry around automotive security

* Impact on standards, regulation, and legislation <-

e SAE International (de facto standards body for the U.S. automotive industry)
created committee and standards

* Resources committed by NHTSA
* U.S. bills on automotive cybersecurity

* Impact on research
* New subfield of automotive security and significant DARPA and other funding

efforts C/r
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android/youtube

2) Security and Privacy for
Augmented Reality

O@ ) ™ O 12:31,25

Whiting to dear area. Hold for
direction
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AR Input Privacy

untrusted
( AR App
I AR App
I AR App

) I ———

Seattle dive bar becomes first to ban Google
Glasses over privacy fears

By NINA GOLGOWSKI
PUBLISHED: 0:0:43 EST, 10 March 2013 | UPDATED: 02:18 EST, 10 March 2013
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AR Input Privacy Ny

12/7/2022

untrusted

(Y Aop |
[
[

@ Sensory AR App I

\J Input

AR App
N = o

Raw Input
Trusted
Input Filtered

Module [P

Input Privacy

« Janaetal.,, USENIX Security '13
* Roesneretal.,, CCS’14

« Templeman et al., NDSS '14

* Raval et al., MobiSys '16
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AR Output Security

12/7/2022

Raw Input [

Trusted
Input
Module

J

__\

untrusted

AR App

AR App
N = o

Filtered J

Input
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| FORGENT

a8 j Go gle A ij

o <
”

-
P

Hyper Reality (https://www.youtube.com/watch?v=YJg02ivYzSs)
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AR Output Security

A buggy or malicious app might...
Obscure another app’s virtual content to hide or modify its meaning
Obscure important real-world content, such as traffic signs or cars
Disrupt the user physiologically, such as by startling them

——
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AR Output Security

) T —

Raw Input
Trusted | Trusted Constrained
Input Filtered App Output B  oOutput
Input Outputs

Module Module

untrusted
(Y Aop |
| I
S I Output 4
AR App | f >

Output Security

e Lebeck et al., HotMobile ’16
e Lebeck et al., IEEE S&P ’17
e Lebeck et al., HotMobile ‘19
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Many Other Questions

 How to handle multiple apps augmenting reality at the same time?
e Lebeck et al., HotMobile ‘19

* How to handle interactions between multiple users who may see
different realities?

* Ruth et al., USENIX Security ‘19

https://ar-sec.cs.washington.edu
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Recent developments
In MR Security:

Researchers presented the
microbenchmarks (real-world
stimuli) on a computer monitor.

To allow for safe & controllable
experiments where things were the
same between all participants

Slides from Kaiming Chen (UW S&P Lab)
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Reaction Time Task & MR Attacks

Wait For Green Wait For Green

o) @)

Correct Reaction: Clicks after green shows | Incorrect Reaction: Clicks before green shows

Goals for MR Attack:
Delay a correct reaction significantly or induce an incorrect reaction

Slides from Kaiming Chen (UW S&P Lab)
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Key Lessons

1.MR output attacks can have significant impacts on users.

2.In addition to direct impacts from attacks (e.g., inducing incorrect
reactions on a task), we also documented secondary impacts from
attacks that manifested on subsequent tasks.

3.Dynamic: Examples of participants’ defensive strategies succeeding

/7 or backfiring

Slides from Kaiming Chen (UW S&P Lab)
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GregSpicy
GregSpicy

The explosion occurred at the
#ColumbianChemicals Co. Che
located in Centerville, St. Mary

4 Re|

[N Video World U.S. Africa

Obama: 'We will degrade,
ultimately destroy’ ISIS

"Difficult speech” for Barack Obs
President announces U
hit targets in war-ravaged §
as Iraq. FULL STORY

a

a as well
« Obama’s address, as it happened
* Watch the full address =

* Obama: ISIL is not Islamic’ =

SIS ADDRESS ANALYZED

t3 Retweet % Favorite

s will

QLSAa™ N,

Instapaper +++ More

Asia  Europe  Latin America

Plant Explosion in
Panic

The plant explosion at Columbian
LA. caused the wave of panic amor
towns.

Murder verdict: How  Pistorius: T|
the judge will decide  and traged)

As the normally bustling canals of Venice became
media posts claimed swans and dolphins were ret
water, nonetheless, is clearer because of the decre|

ANIMALS

Fake animal news
media as coronavi

Bogus stories of wild animals flourishing

—and viral fame.

CORONAVIRUS CO
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False Information
Checked by independent fact-checkers

Technology-Enabled Disinformation

Do you Know the Corona virus is not a fuckin virus
it's 5G that's actually killing people and not a
“virus"... they are trying to get u scared of a fake
ass virus when it the 5G towers being built around
the world. China was the first to have over
100,000 5G towers, and people in Wuhan were the
first to get affected by it. This 5G shit was planned
years ago to depopulate us and keep as at a low
vibrational state. Bill gates is the one who created
this along with the weird entities who control this
world. He also is creating a vaccine for this so
called corona virus that they are going to try to
enforce on everyone. These Vaccines are actually
chips that they are trying to implant in billions of
people across the world. They can literally monitor
all ya actions, movements, whereabouts, and
thoughts through these lil micro chips. Not only
that they can end ya life through them micro chips
with the push of a button. They know in order to
have millions of people take these vaccines they
first need to create a fake virus. Smh it grinds my
fuckin gears that you humans are brainwashed
enough to believe wtf the news and media puts
out there. WAKE TF UP and start researching the
truths behind these weird agendas they keep
creating. Y'all really out there with masks and shit
on WHEN IT AINT NO DAMN VIRUSSSSSS. These
Chinese doctors and people you see on TV that's
so called affected by the virus ARE ALL ACTORS,
this shit is scripted out LITERALLY. It's 5G towers
that's killing people and no mask in the world can
prevent them levels of radiation from frying your
brain. If we don’t wake tf up NOW this shit really
kill us smh but of course y'all gonna think I'm
crazy for saying this too right 2?? Smh Fuckin
Robots is what y‘all are, legit programmed robots
n

oD 536 2.7K Comments
2.6K Shares

[{b Like O Comment Q Share

‘ Write a comment... [SRCGETR,




Serious Potential Consequences

12/7/2022

Facebook uncovers disinformation
campaign to influence US midterms

Social network removes 32 pages and accounts for ‘co-ordinated
inauthentic behaviour’

Hannah Kuchler in San Francisco and Demetri Sevastopulo in Washington JULY 31, 2018

How WhatsApp Destroyed A Village

In July, residents of a rural Indian town saw rumors of child kidnappers on WhatsApp. Then
they beat five strangers to death.

Pranav Dixit Ryan Mac . Reporting From
BuzzFeed News Reporter I BuzzFeed News Reporter ’ New Delhi

Posted on September 9, 2018, at 9:00 p.m. ET
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Many Types of “False News”

Sati False Misleading  False Imposter Manipulated Fabricated
atir® " Connection Content Context Content Content Content
Poor

journalism v v v

To Parody v v v
To Provoke

or to ‘punk’ v v v
Passion v

Parti hi

artisanship 7 o

Profit v v v
Political

Influence v v v v
Propaganda v v v v v

From Claire Wardle, https://medium.com/1st-draft/fake-news-its-complicated-dOf773766c¢79
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What’s New?

The Technology, Not the Incentives

e How content is created
e Scale and democratization

 Automated fake content creation
* Video: https://grail.cs.washington.edu/projects/AudioToObama/
e Text: https://rowanzellers.com/grover/

* How content is disseminated
e Scale and democratization
* Tracking and targeting
* Algorithmic curation
* Anonymity and bots
* Immediate reach and feedback

* How content is consumed&
* Attention economy

* Filter bubbles <——
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Not Just a Technical Problem:
Human Cognitive Vulnerabilities

've heard the

rhetoric Grom both

sides... hme 1o do

My own research on

w—e—rea\\\“r\ﬂ'h

H

e

Googie (ot detatea tope | 1|

Found 80,000 results.

Literally the first link that
agrees with what you
already believe

Completely supports your viewpoint
without challenging it in any way

CHAINSAWSUIT.COM

Another link

S STSTIRTIISTSSTISTINTErM 1 THAwaovy

... jackpot
\

(e.g., confirmation bias, backfire effect)
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Exceptional Access



Last section, run different:

* Repeated use of short discussion, noir-elass-assiermer—

* There aren’t given answers

* Pollev will be used to remind what the question is

* You can type interesting answers in, but aren’t required to, since they are tied
to your name



A brief aside, useful for consideration

 DES S-boxej./ D
e Dual EC DRBG -
/ C&

.
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History: Dual-use

* Technologies under restriction regimes may be dual-use

* A missile is not dual-use
* Hunting firearms are dual-use

* That is, military and civilian applications



Discuss

12/7/2022
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History: Cryptography

* Post WWII all cryptography was a ‘munition’
* Subject to export restrictions
 Fundamentally a military technology

e This was (mostly) reasonable

* It stopped being (as) reasonable once electronic communications
became a thing

* Really clearly dual-use at this point



History: The crypto wars (1)

e Cold war ends in 1991

* Some export restrictions are lifted in 1992
e <40bits of key systems allowed Q
* 40 bits is crackable in days at the time

* PGP (Pretty Good Privacy) written in 1992
* >>>40 bits

* “Crypto wars” kick off as a reaction to restrictions



History: SSL in the 90s

* Netscape had SSL (HTTPS) for e-commerce
/’_\

* Problem: SSL was128bits of key )

e Solution: Two versions of the browser
e US Version: 128bits
* International Version: 40bits (reveals 88bits)

A
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History: The Clipper Chip
* 1994 a new system is proposed: Skipjack

» 80-bits of security

* “Trap-door” built in to allow government recovery of messages
* This was public

* Proposal was to put the “clipper chip” into everything



History: The Clipper Chip
* Argument was that ‘terrorists” would be caught

* This was... not well received

e |t also had a number of serious technical flaws

By Source (WP:NFCC#4), Fair use,
https://en.wikipedia.org/w/index.php?curid=48926067

* It died reasonably fast
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History: Crypto wars end

* In 2000 restrictions are eased
* (Per 1996 order that made this possible)

e AES is standardized

/

e Cryptography ‘golden age’ starts



Today: Continuation

* Cryptography is back in the headlines

* It is trivial to have encrypted data
* Mobile phones
* Backup systems
* Messaging platforms

* Governments want access to encrypted data



Good starting points

/
e Lawful Device Access without Mass Surveillance Risk: A Technical<
Design Discussion - Stefan Savage

* http://cseweb.ucsd.edu/~savage/papers/lawful.pdf

* The Export of Cryptography in the 20th Century and the 215 -
Whitfield Diffie and Susan Landau

* https://privacyink.org/pdf/export control.pdf

e
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