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11 1 ntroduction

e An application server coordiates the flow of requestsbetw een
m essage sources (displays, applications, etc.) and application
program s thatun requests as transactions.
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A pplication Server Functions

® G lue and veneer for TP gpplications
- glue fills In gaps 11 system  fimctionality
- covers the nterface w ith a seam Jess veneer
® M ostly, tprovides min-tim e functions forapplications
w orkflow controland transaction servers).
- 0 S functions: threading and Iter-process com m unication,
offen passed through from the underlying 0 S.
- Dist'd system fimctions: transactions, sequrity, queuing, nam e
service, dbjectpools, bad balncing, ...

¢ Provides som e application developm ent tools
e Provides system m gm tfor the munning application.
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A pplication Server C om ponents
W eb Brow ser
— A amartdevice, w ith form s, m enus, Inputvalidation
W eb server
— Perfom s frontend w ork, eg., security, data caching, ... .
- “Calls" the w eb page associated w ith the URL, w hich in tum
callsaw orkflow controller
W orkflow controller
- Calls Start, Comm i, and Abort
- App bgic that ttansform s request (@utom atic Ioan paym ent,
m cney transfer) nto calls on basic dbjects (oan, account) .
Som etin es called business rules.
Transacton server
- Bushess dbkcts (custom er, acoount, loan, teller)
DBM S - D at@base M anagem ent System

— Portal fimctions: shopping cart, catalog m gm t, personalization ...

A pplication Server Products
AppkW ebObjects e Tona iPoralApp Server
BEA Tuxedo e M icrosoft NET Enterprise
BEA W eblgic Services (fom erly COM +,
M acrom edia ColdFusion M S Transaction Sexrver M TS))
HP (Tandem ) Pathw ay ¢ NovellSilverSteam
HP DEC)ACMS * OmclApplication Sewver
BM CIT'S e Sun OneA pplication Server
BM MSHC ® Sybase EA Server
BM W ebgphere . Andmanyoﬂl'xets.See

serverw atch intemet.com




112 Two-Tirvs.Three-Tier

o Before the w eb, m ost sm all-to-m edium
scale appsw ere In plem ented In 2 ters
onalAN
- PC mnsa4GL, such asV isualBasic,

Pow erBuilder, orD elphi
— Serversystem includes transaction server
application and DBM S

Presentation
Server

Transaction
Server
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Tw o-TierisEnabled by
DBM S Stored Procedures

Stored procedure — An application
procedure that muns nside the DBM S
- O fien In a proprietary lnguage, such as

PLAQL Omck), T-SQL M S,Sybase)
- M oving tow ard stendard languages,

Presentation
or Web Server

such as Java SQLDBMS
e Tmplem ent transaction servers as
Lo
e UsDBM S client-server protocol Bhele SOUR
® N o application serverneeded

— Hence, som etin es called “TP lie”

250 s

3-TierR educes the N um ber of Sessions

Pres'n Pres'n Pres'n Pres’n
Server| ° ° | Server| Server| * ° °| Server|
W orkflow W orkflow
Controller Controller
I ' i T —
Txn Txn Txn Txn
Server| |Server| Server| |Server

e Partition the setof presentation devices (eg., 10° PSsperW FC)
e 100W FC - (10*PSM FC + 10°TSM FC) = 110,000 sessions

e Typo on page 50 in textbook, paragraph 4 : 10 mutersw ould have 10,000 sessions
o thefrpresentation servers => 105,000 sessions, not 15,000 sessions.
3@45 11

e Presentation server = W eb server

e W &b server nvokes a w eb page that

s

Two-TirfortheW eb

— T essence, the w éb brow seris a device

has em bedded script

— Actve ServerPage ASP NET) or
Java ServerPage (ISP)

— Page (fi) extension tells the w €b server
o nn the A SPOSP Interpreter

— Scrptcan ncluide DBM S callsand
can nn as a transaction

Scalability Problem of Two-Tier

2-ter is feasble, butdoes not scale asw ell as 3-tHerdue to
session m anagem ent

Session - shared state betw een com m unicating parties

- Entailsam em ory costand a setup forocessing) cost

Sessions raduce am ountof perrequest context passing
(comm . addresses, authenticated userfevice)

- Stendaxd DB APIs g.,O0DBC) work thisway

— Hence, n 2-der, N clientsandM sewvers= N - M sessions

- E g.10° presentation servers and 100 servers = 107 sessions

Partition presentation servers across w orkflow controllers

- Each workflow controller still connects to alltn sewersbut there
arem any few erw orkflow contollers than presentation servers

0o

2-Tiervs.3 Tier— O therIssues

Th early 90'speople argued w hether 2-T jerw as enough
— Scakbility w as the decisive factor, but there w ere other issues
D atabase Sexvers
- Nonstendard stored procedure nguage, usually less expressive
w ith w eakerdevelopm enttools and it's another language to leam
- Lin ited hiteroperability of cross-server calls
- Lin ied nteroperability of distrbuted transactions
— Poorfitw th 0O design, which are inherently 3-ter
(client, bushess mles, busiess obfcts)
A pplication Servers
- more system com pkxity




How theW eb Changed Things

e Presentation server—> W eb server

e A llrequests have to pass through a W eb server
— In2-ter,each W b serverneeds sessionsto allDB servers

— Session reduction by w ortkflow control is Jess criticalbut sl
useful

e W orkflow ocontrol is stdlluseful forraquestmgm t
— Calling Start, Comm 1, and Abort

— Encepsulating business mles that ttansform  each request nto
calls on basic objcts

38,05 13

113 W eb Servers
¢ Presentation ndependence - application is
Independentof the digplay device used
- Today, this is via http and htm 1
— T the past, itw as via a digply controllerorm ddle-ter
m nicom puterw hose presentation fimctions msukted the
restof the back-end system from differentdevice types

® W eb serverperformn s presentation finctions:

— Gathering Input — DB caching
- Valdating input — Authentication
e They also do som e basic request routing
- Constucting requests — Tnvoking applications

o Examplks-IS M S),Apache, N etscape Server

G athering Tnput

e Gathering nput - Select transaction type fm enu iem ,
etc),and fillin a form (request’s param eters)
- Today,W €b form s,moving o XM L K Fom s,XSLT,... )

® 30 yearevolution of presentation devices

- Tektype, character-ata-tin e texm Tnal @@sync), block-m ode
tem mal (BM 3270)

— Specialized devices -ATM s, bar code readers, gas pum ps,
1obots, credit card authorization, cash registers, ticket
printers, etc.

- 4GLonaPC -ActiveX controlsaccessed from VisualBasic
(VB ), Pow erBuilder, D elphi, etc.
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Caching
® Every process-to-process callhas a cost
— Adds to response tin e and consum es resources
e Useacache W eb sarverto avoid calling w orkflow
controllerorDB system
- Cache populrread-only data thatneed notbe refreshed
frequently
- E g., catalog iem s, sale item s, coverpage atan auction site,
recentnew s, efc.
- A lo, data required for mputvaldation nfo

ThputV alidation

e Validate nputagainst Jocally cached tables
- E g.,product types, departim entnum bers
Avoidsw asting com m unications and server resources
foraobvious nputerors
- Few erround-trips to the DBM S
- And faster feedback to the end user
e “Cache” ispartof thew eb page
— Listboxes, script
— Cache size Isa factor (ttaffects page access tin e)

A uthentication

o Authentication - determ ning the dentity of a userand or
display device
- Clientsystem (eg.,PC)m ay do authentication, but the server
usually does ittoo [doesn’t tustclients)
- Encryptthew fre to avoid w Iretepping and spoofing
(on theW eb, use htips = hitp over secure socket ayer)
® G eographical entitlem ent - check thata particulardevice is
allow ed access (eg., security trading room )
e Need system mgm tfinctons to create accounts, initdalize
passw ords, bracket hours of access (sin plify itusing a role
abstraction)

0o 2




Consttucting R equests

e A requestinclides
— Userid - Porauthorization and personalization
— Device d - where to send a reply
— Device type -w hatm essage types can itunderstand?
— ObjkctD - na00 setting
— RequestD - to ask teraboutrequest satus & to link areply
— Reguesttype — nam e of ttansaction type r=quested
— Requestspecific param eters

e Can be com bined w ith protocolheader e g., http header)
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Load Balancing

® W eb servers enable scale out, so you can justadd m ore
serverboxes to handlem ore load.

e To sin plify this problem
- Ensure allw eb sewvers are dentical (o serverspecific state)
= don'tretain clientsate on w eb servers hard o avoid... )

— Random ly assign requests to serwvers g., use an IP spayer)
- Avoid sending requests to a failked server
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N ested T'ransaction Calls

o W hatdoes Startdo, w hen executed w ithin a txn?
1. itstarts an Independent ttansaction, or
2. itdoesnothing, or

3. ithcrem ents a nested transaction count v hich is decrem ented
by each comm itand abort), or
4. tstarts a sub-ransaction

e (2)and () arecommon.
— Enables a transaction-bracketed program  to be called by
anothertransaction

e (1) inpliesBe Careful!

A pplication vocation

® Reguestarrives asan http m essage.

- Need to callaprogram (ie.aW FC), to perform the request
e Common Gatew ay Iterface

- W rte a script, store ttasa file n agibin

— W eb servercreates a process to execute the request STow !1)
e ISAPI M icrosoft) and NSAPI (N etscape)

- W eb sawvercalls an n-proc dll instead of creating a process

— W eb servercan cache the dll

— M ore com plkx program m Ing m odel, butm uch faster
® A ctive Sexver Pages and Java Server Pages

- O ffers the perfom ance of ISA PIw ith program m abiliyy of CG I
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11 4 Transaction B racketing

e Forthem ostpart, W orkflow Controllers W FC) and
Transaction Servers are justplain old server program s

e ThemanW FC differentiating features
— Brackets transactions (issues Start, Comm i, and Abort)
— HandlesAborts (retums cause of the Abort)
— DoesnotaccesstheDBM S

000 =

T rangparent T ransaction B racketing

e Transaction-hood is a property of the app com ponent.
e TnCOM +,aclass isdeclared:
- requiresnew -calke alv ays sartsanew tansaction
- required - if caller is in a transaction, then nmn callee .n
caller’s transaction, else startanew transaction
— supported - if caller is 1n a transaction, then n callee n
caller’s transaction, else min outside of any transaction
— notsupported -don’tmn in a ttensaction
e Callercan create a transaction context, w hich supports
Comm itand A bort (chained m odel).

— Callee issues SetCom pkte w hen i'sdone and w illing t©
comm it, or Seth bort to abort.




T ransparent Txn B racketing (cont'd)

e EJB and 2EE
- InpEnentsCOM + tedmology h Java:RequiresN ew ,
Required, Supported, N otSupported
— Ttcam e hter, so there are tw 0 additions.
— M andatory — I caller is in a transaction, then nin the callee
that transaction, else raise an exosption
- Never- If caller is In a transaction, then m@ise an exception

3805
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Runtim e L brary Support
e TP services require mntim e lbrary support
- M ay orm ay notbe lnguage-specific

e Language-specific
- Java 2 Enterprise Edition (REE, fom erly Enterprise Java B eans)
¢ Encapsulates mintin e lbrary as a contaner objct.
¢ BEA W eblgic, BM W ebsphere, ... .

— O derexam pksare Tandem Pathw ay (Screen COBOL)
and D gial’'s ACM Sxp (Stwuctured Txn D efn Lang)

® Language-independent muntim e library
- MSCOM +,BM 'sCIS,0rackApp Server, ...

Savepoints
® Savepomt -apointin aprogram where an application
saves all its recoverable state
e Can restore a savepointw ithin the transaction that issued
the savepoint. (I's a partial rolbadk .)
e SQL DBM Ssuse them to supportatom ic SQ L statem ents.

Start;

get-request;

Savepoint (“B”); . . .;
if (error) {Restore(“B”); ..; Commit;}

.7

Commit;

Savepoints are not recoverable. If the system fails orthe
transaction aborts, the tkn is com pletely undone.

IS
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11 5 Processes and Threads
e A pplication Serverarchitecture is greatly affected by
— w hich com ponents share an address space
— how m any control threads per address space
e TP grew up In the days of batch processing, and reached
m aturity in the days of tim esharing.
e TP users leamed early thata process-per-user fails:
— Toom uch contextsw ithing
— Toom uch fixed m em ory overhead perprocess
— Processperuserperm achine, when distrbuted
— Som e 0 S fimctions scan the listof processes
— Load controlishard

M ultithreading
e Havem ultple threads of controlin an address space
U sed to be am ajor A pplication Server feature
— Application Server sw itthes threadsw hen app callsa
Application Server fimction thatblocks
e Now ,mostO S’s support itnatively
— Can nmn a process’s threads on differentprocessors (SM P)
o W hetherattheuserorO S level,
— mulbthreading has few erprocesses and Jess context sw iching

— butlittle protection betw een threads and a server failire affects
m any tansactions

29

M apping Servers to Processes

Presentation N eb servers, w orkflow controllers, and
transaction servers are m ultbthreaded sevvers

Costs 1500 - 25,000 Instuictions perprocess call, vs.
50 mstuctions per Jocal procedure call...
— butitscalks, w ith flexible configuration and control




11 6 Rem ote Procedure Call

e Program calls rem ote procedure the sam e w ay itw ould call
a localprocedure

e H ides certain underlying com plexities
— comm unications and m essage ordering enors
- data representation differences betw een program s

e TransactonalRPC

- Ieally, Startretums a transaction D that'shidden from the caller

— Proceduresdon’tneed to explicitly pass transaction d's.
- Easkerand avoids enors
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B Inding (cont'd)

e The binding process has security guarantees
— The clientm usthave privilges to bind to the server
— The clientm ustknow i'sbinding to an appropriate server to
avoid being spoofed
- E g.clientand sewverauthenticate each otherduring session
creation, and m aybe per-access too

B inding
e Tnterface definitions
- From app orw riten in an interface definition language (D L)
— ocom piks nto Proxy and Stub program s
— Clientcalls the Proxy (representing the server)
— Stub calls the Server (epresents the clienton the server)
e M arshaling
- proxy m arshals (sequentially Jays out) calling param eters in a
packetand decodesm arshaled retum valies
- stub decodesm arshaled calling param s and m arshals retum param S|
e Comm unications binding
— Client finds the server location via a directory service, based on
servernam e and possibly a param etervalue
— To Jad balnce across dentical servers, random ¥ choose a server

32
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Perform ance
e There are basically 3 costs
— m arshaling and urm arshaling
— RPC mntin e and netw ork protocol
— physicalw ire transfer

e M alAN, these are typically aboutequal

e Typicalcomm ercialnum bers are 10-15K m achine
Instuctions

e Can domuch better in the local case by avoiding a full
context sw ich

RPC W akthrough
Client  Client RPC RPC Server Sewver
App  Pmxy Runtne O |punine s AP
packet ;
CallP T pack—p ceng: » receiverPunpack—» P
argu- ; argu- :
ments DELS i
v v
wait work
v v
Retum #—|unpacke receive send Pack€— retum|
ocaller |resuls Return resuls
packet
Client’s System Server's System
00 2
Statefill A pplications

e Som etim es an application m aintains sate on client’sbehalf,
possibly across transactions. E g.,
- Sewerscansa fik.Each tin e tthits a rekvantrecord retums it.
N extcallpicks up the scan w here it ftoff.
- W eb serverm antains a shopping basketor tnerary, etc.

Approach 1:clientpasses sate to serveron each call, and
serverretums iton each reply . Server retainsno sate.
— Doesn’twork wellfor TP, because there’s too m uch state
- Note that transaction 1 context ishandled thisw ay.




StatefulServers (cont'd)

Approach 2 : serverm alntains state, indexed by clientid m id
orcookie) . C lient’s laterR PC sm ustgo to sam e sexver.

— Ifthe client fails, serverm ustbe notified to release client’s state or
deallocate based on tin ecut

— Fortransaction RPC, encapsulate contextasa (volatilke) resource.
D ekte the sate atocom m abort. O rpossibly, m antain sate across
transaction boundaries, but reconstiuct tafter system failre.

e Eg.,COM +:Clientcan calla sexrverdojectm any tim es

— Clientcreates serverobject, w hich retains state actossRPCs

— SetCompkte (OrSeth bort) by serverapp says that transaction can
be comm itted (oraborted) and state can be deleted

— EnabkComm it (orD issbleComm i) by serverapp says transaction
can (or cannot) be comm ited by clientand don’tdekte server sate
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W eb Services
e A new round of distrbuted com puting sandards to
enable Interoperation on the itemet

e SOAP -RPC wih XM L asm arshalling form atand
W SDL as nterface definition

e UDD I -ditectory for finding W eb Service
descriptions

® W S-Tmnsaction - 2PC

® W S-Security, W S-C oordination, W S-Routing, ...

e Www W S-1o1g
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FaultTolerance

e Ifaclientdoesm’treceive a reply w ithin its tim eoutperiod

— RPC nmntin e can send a “ping” fornon-idem potentcalls

- A fierm ultpk pings, tretum an enor.

— For idem potentcalls, RPC nintin e can retry the call
(server nterface definition can say w hether i’s dem potent)
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Summ ary

Scalability - 2 vs. 3 ter, sessions, stored procedures

W eb Sexver - gathering input, validating input, caching,
authentication, constructing requests, invoking
applications, load balancing

T ransaction bracketing - transparency, nesting,
exoeptions, request tegrity, savepoints

Serverprocesses — threads

RPC - binding, sateful servers




