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Cryptanalytic Motivation

 Let E(k, p)=c be an enciphering operation and D(k, ¢c)= p the
corresponding deciphering operation with keGF(2)k and p, ceGF(2)".
There are two canonical ways to “solve” the cryptanalytic problem for
(E, D) under the chosen/corresponding plaintext attack:

1. For fixed key, k, given corresponding plain and ciphertext pairs
(P1, €4)s (P2 Cy), ---, (Prs Cy), fiNnd & function (program, procedure)
which inverts E for an arbitrary ciphertext c. That s, find g, such
that g(c)=p, If E(k, p)=c . (“Find the Inverse Function”).

2. Given corresponding plain and ciphertext pairs (p, C;), (P2, Cs),
..., (Py, Cy), find a function (program, procedure) that solves for Kk,

that is, find h such that h((p,, ¢;), (P2, C5), -.., (Py, €)= K. Inthe
simplest case, find h such that if E(h(p,c),p)-c =0. (“Find the
Implicit Function”).

« Either provides a “full service” break subject to the computational
efficiency of finding and applying h and g respectively.
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The Real World

* Inverse Function Theorem: Suppose f: R" 2> R"Is
continuously differentiable and |det(f'(a))|+0. [\oren,
weren and 1, such that aeV, f(a) eW and f1:W V.
Further, f1(f(x))=x.

 Implicit Function Theorem: Suppose f:R" X R™ 2> R" s
continuously differentiable in an open set containing (a,
b) and f(a, b) = 0 with M = (D,,,(f(a))) with 1<i, j< m. If
det(M)+0, [I AoPencRM and BorencR™ with acA, beB such
that IxeA there is a unique g(x)eB satisfying
f(x, 9(x))=0.

« Lesson: Differentiability and continuity make things
simple in R.
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Boolean Functions are different from
real functions

The concept of differentiability is different (and less useful) in finite
fields.

Things change “discontinuously” so the existence proofs for the
Inverse and implicit function theorems don’t carry over from the real
case.

When inverses and implicit functions exist, they are not always easy
to specify because they are not “continuous.”

All functions over finite fields can be represented as polynomials that
IS not true in the field of real numbers.

We can, in principle, construct a finite set containing every possible
boolean function (for a fixed number of input and output variables), so
we can in principle answer existence questions by exhaustive search
of this list.

Constructing a “model” of how hard the inverse and implicit functions
are to calculate is subtle in finite fields.
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But walit...

* Not only “exact” solutions are useful. Even functions
which meet the conditions of the implicit inverse function
or implicit function theorem with high probability are quite
valuable.

 Invariants or “constraints” of the form a k; + ... + a k.=
f(p, c) can help identify key bits even if they are right
“slightly more frequently” than 1/2 . This represents a
correlation between key bits and plain/cipher bits.
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Simple examples of functional analysis

 We've used these ideas before opportunistically:
— Linear solution to cipher systems.

— Reduction to parallel systems with independent keys
or plaintext segments.

— Solving sparse equations over “linearized” variables to
obtain inverses.

— Using invariants to reduce key space searches in both
linear and differential cryptanalysis.

 Now its time for a more systematic examination. This will
allow us to completely determine inverse functions,
Implicit functions, correlations and invariant relationships.
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Related Cryptosystems

X X
oo, |

k — X3 > X1 < D(k)
 Z I:ll  Z

k » X, :X2I < D(k)

k—sX, X, —0(K)
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We can map an iterative cipher
Into a related cipher that is
easier to solve.

We did this in the case of
“parallel” cryptosystems



Correlation coefficients

Consider f: GF(2)" - GF(2) and g: GF(2)" 2> GF(2).

Define C(f,g)= 2 Prob(f(x)=g(x))-1. C(f,g) describes the
correlation between f and g.

Now put N=2",

— We can describe f as a vector in GF(2)N by setting
f=(f(0,0,...,0), 1(0,0,...,1),..., f(1,1,...,1)).

— We can also embed f naturally in RN: as follows:
= fr= ((-1)"O, (-1)'®, ..., (-:1)TND),
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Boolean Functions in Real Space

e Again let f.GF(2)" = GF(2) and g: GF(2)" 2 GF(2).

e Consider the two real vectors, in RN, representing f
and g. Define <f,g>= (fx,gr) and |[f]|= V<f,f>. With this
notation, C(f,g)= <f,g>/(||f|| ||9]]).

 The vectors (-1)V= (-1)¥* as x varies over GF(2)" are
called the linear parities and form an orthogonal basis
for RN. Thus we can express any real function as a
linear combination of the parities.
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Boolean Functions and polynomials

For Boolean f, V=GF(2)™, f(v, V5 , ..., vV, ) =0 ..y 9(a)
Vlal V2a2___ Vmam

g(@)= Sy, f(b1l, b2, ..., bm) (subset means positions of
1's in a is a subset of b positions of 1's in b.)

Theorem: If fis balanced, [, F(w) = £2".

Proof:

w F(W): DW I:Ix (_1)f(x)+w-x: |]x (_1)f(x) (Dw ('1)W.X):
(-1 20, ., so

« (FLwxre = (-1)¢ 2", w =0, 0, w=0.

Let F(w,c)= 0, (-1)&wx+)then [, . F(w,c)= 0.
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Balance

Theorem: If .GF(2)"! & GF(2) is any boolean function, g(Xy, ..., X,)=
f(Xq, .-y X)) ¥X, IS balanced.

A balanced boolean function is uncorrelated with either constant
function.

Note that all balanced boolean functions can be obtained by applying
a permutation in Sy to a sequence of N/2, 1's and N/2, 0's.

If E: GF(2)" = GF(2)", represents a block cipher, each component
function must be balanced, that is have an equal number of 1 and O
outputs in order to be invertible.

Generalized Balance Theorem: For each 1<n<128 and each 1<
b,<b,<...<b,=<128 and fixed k, (E,,(k, X), E,»(K, X), ..., Eg (K, X))
takes each value in GF(2)"as x varies over GF(2)". So does any
non-trivial sum of any of these functions.

Theorem: A Boolean transformation is invertible iff every output
parity is a balanced binary boolean function of the input bits.
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Correlation matrices

 The correlation matrix, C, for a boolean function f, is a
row matrix (indexed by w) defined by

C(f(x), wex)=<(-1)', (-1)">> .

* A boolean transformation is a function f:GF(2)" -
GF(2)™. The definition of a correlation matrix can be
extended to the vector valued boolean transformation f
(consisting of m boolean functions) and, in this case, the
correlation matrix, C, is a 2™ x 2" matrix.

— This matrix has entries C,,= C(u-h(a), w-a) where u indexes the
rows and w indexes the columns; thus the u row can be
represented as (-1)»h@=[ CO  (-1)»-=2.

— To emphasize the association with f, we sometimes write the
correlation matrix as C®,
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Walsh transforms and correlation

For boolean function, f. GF(2)" >2GF(2), define

— F(w)=2"1[1, (-1)/®+wx=C(f(a),wea)

— We say W(f)=F and call W the normalized Walsh or
Hadamard transform.

— The term “Walsh Transform” is also used for the
operation without the 2™, we will describe this as the
“un-normalized” Walsh transform.

— We've used Walsh transforms before to find the best
affine approximators to boolean functions.

Entries of the correlation matrix are Walsh transforms of
component functions.
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Walsh transforms: basic results

e Parseval: [I,, F(w)?= 1.

« Convolution: fllg(a)= [, f(x) g(x+a).

- W(F)(X)=f(x)=2" [, F(t) (-1)*

- W(fllg)= W(H)W(g).

o If f(xX)= g(Mx+b), M, invertible, the absolute value of the
spectrums of F and G are the same.

o dist(f(v), usv)=22 (2" - 2"F(u)).

o dist(f(v), u v+1)=1/2(2" + 2"F(u)).

- W(f @g)= W(HW(g)= U, F(vew) G(v).

- W(fg)= %2 (U(w)+W(H)+W(g)-W(foQ)).
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Fast Hadamard Transform

Define A®B = (a; B).

The operation is associative but not commutative.
N=2m |= 2,

Hy = H,®Hy».

Hy = MO MO ... MM,

MOy 2lne @H @12
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Properties of component functions

Let f is a Boolean Function define S°%= {x: f(x)=0 } and
St {x: f(x)=1}.
If e.(x)= E;(k,x) then |SP,,NSP_,N ...NSk,, |=2"K,

Note that all balanced boolean functions can be
obtained by applying a permutation in S to a sequence
of N/2, 1's and N/2, O's.

Counting Results: Let N=2" and BF(n) denotes the set
of boolean functions on n-bit values then |BF(n)|= 2N.
M=2™. Let BBF(n) be the balanced functions on n bits
then |BBF(n)|= \Cy/2r |GA(N)| ~ 2M*m,
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A correspondence

« The natural isomorphism L: GF(2)" > RN by a=>(-1)2*,
- L(a+b)= L(a) L(b) by pointwise multiplication.
« Almost directly from the definitions, we get:

 Theorem: CM(L(a))= L(h(a)).

a L > L(a)
h l ch)
h(a) »CM[(a)
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Composition of Correlation Matrices

If h(x)= f(g(x)) then Ch=CO C@)
Proof
— (-1)u.h(a) — |]V C(f)U,V (-1)V.g(a):|:lv C(f)U,V (DW C(g)V,W(-l)W.a)'

If his invertible, (CM)-1= (CM)T, Correlation matrices of
Invertible boolean transformations are thus orthogonal.

Proof:
— Let g(y)= h"(y).

— For a bijection, C(ush-}(a), wea)= C(u-b, weh(b))=
C(weh(b), usb)T, so, C@= (Ch)-1
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Invertible Boolean Transformations

e Theorem: A boolean transformation is invertible iff its
correlation matrix 1s invertible.

— The - direction follows from the inverse formula
above.

— The proof of &: (-1)vh@ =[, CH), , (-1)*-=2.
— IfCt),, is invertible,(-1)"a = 0, [(CM, )], (-1)w@.

— If exists x+y: h(x) = h(y), substituting into the equation
above, (-1)"*=(-1)"¥ and that Is just wrong.
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Correlation matrices for standard functions

« Support: Vi= {w: F(w) £0}. Result: Vg = ViV,
e Ifh(x)=x+k, C, = (-1)uwk
 If h(x)= Mx, C,,= I(MTuew).

+ Ifh(X)= (b by - s By, by= he(@g) and CO= ChO then
Cuw= Ui CYYp we (uses disjunct support).

o If h(x)= g(x)+wex, HU)=G(uew); if Vi NV =0, weV,, ueV,,
H(uew)= F(w)G(u).
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Correlation Matrix for Transposition

g(x)= Uf(x) where 1= (a, b).

c@= cOchH.

(CO)y= 2 [Uypqp (1)UXHVX +(-1) wbtvea 4(-1) uatvep]

(C(I] ))uv: 2-n[ Dx (_1)u-x+v-x _(_1) Usa+vea _(_1) usb+veb +(_1) usb+vea +(_1) u-a+v-b]

X;X,Xs 000 001 010 011 100 101 110 111
f(x,,X,,Xs) 000 001 101 011 100 010 110 111

a= 010, b=101, u=010, v=011
(C®oso 0117 231 (L) H-1)H+(-1)°] = -1+1-1+1=0

a= 010, b=101, u=100, v=001
(CO)100,001= 23 [(-1)0-(-1)%+(-1)+(-1)}] =(-1-1-1-1/)8= -0.50
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Example Correlation Matrix for [

Calculate Correlation matrix of 3 bit Boolean transform: 01 53 4 2 6 7

O0O=u: 00 0000O0O
000=v: 00000000 1.00000
001=v: 01010101 0.00000
010=v: 00110011 0.00000
O11=v: 01100110 0.00000
100=v: 00001111 0.00000
101=v: 01011010 0.00000
110=v: 00111100 0.00000
111=v: 01101001 0.00000

O0Ol=u: 01110001
000=v: 00000000 0.00000
001=v: 01010101 0.50000
010=v: 00110011 0.50000
O11=v: 01100110 0.00000
100=v: 00001111-0.50000
101=v: 01011010 0.00000
110=v: 00111100 0.00000
111=v: 01101001 0.50000
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Example Correlation Matrix for [

Calculate Correlation matrix of 3 bit Boolean transform: 01 53 4 2 6 7

Ol10=u: 00010111
000=v: 00000000 0.00000
001=v: 01010101 0.50000
010=v: 00110011 0.50000
O11=v: 01100110 0.00000
100=v: 00001111 0.50000
101=v: 01011010 0.00000
110=v: 00111100 0.00000
111=v: 01101001-0.50000

Ol1l1=u: 01100110
000=v: 00000000 0.00000
001=v: 01010101 0.00000
010=v: 00110011 0.00000
O11l=v: 01100110 1.00000
100=v: 00001111 0.00000
101=v: 01011010 0.00000
110=v: 00111100 0.00000
111=v: 01101001 0.00000
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Example Correlation Matrix for [

Calculate Correlation matrix of 3 bit Boolean transform: 01 53 4 2 6 7

100=u: 00101011
000=v: 00000000 0.00000
001=v: 01010101-0.50000
010=v: 00110011 0.50000

O11=v: 01100110 0.00000
100=v: 00001111 0.50000
101=v: 01011010 0.00000
110=v: 00111100 0.00000
111=v: 01101001 0.50000
101=u- 01 011010
000=v: 00000000 0.00000
001=v: 01010101 0.00000
010=v: 00110011 0.00000
O11=v: 01100110 0.00000
100=v: 00001111 0.00000
101=v: 01011010 1.00000
110=v: 00111100 0.00000
111=v: 01101001 0.00000
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Example Correlation Matrix for [

Calculate Correlation matrix of 3 bit Boolean transform: 01 53 4 2 6 7

110=u: 00111100
000=v: 00000000 0.00000
001=v: 01010101 0.00000
010=v: 00110011 0.00000
O11=v: 01100110 0.00000
100=v: 00001111 0.00000
101=v: 01011010 0.00000
110=v: 00111100 1.00000
111=v: 01101001 0.00000

111=u- 01 001101
000=v: 00000000 0.00000
001=v: 01010101 0.50000
010=v: 00110011-0.50000
O11=v: 01100110 0.00000
100=v: 00001111 0.50000
101=v: 01011010 0.00000
110=v: 00111100 0.00000
111=v: 01101001 0.50000
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Example Correlation Matrix for [

Calculate Correlation matrix of 3 bit Boolean transform: 01 53 4 2 6 7

Correlation Matrix (low order first):

1.000 0.000 0.000 0.000 0.000 0O.000 0.000 0.000
0.000 0.500 0.500 0.000 -0.500 0.000 0.000 0.500
0.000 0.500 0.500 0.000 0.500 0.000 0.000 -0.500
0.000 0.000 0.000 1.000 0.000 0.000 0.000 0.000
0.000 -0.500 0.500 0.000 0.500 0.000 0.000 0.500
0.000 0.000 0.000 0.000 0.000 1.000 0.000 0.000
0.000 0.000 0.000 0.000 0.000 0.000 1.000 0.000
0.000 0.500 -0.500 0.000 0.500 0.000 0.000 0.500
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Multiplying Correlations Matrices

« Theorem: C ch)

 Proof:
- W((uev)+h(a)) = W(ush(a))®(v+h(a));

— Note that first transform on right is C™,, , and second
is C), .. One consequenceis: C, 4, o= U, Cyw Cyw

UEBV,X: D w C(h)

u,weéxX V,w*

« If uand w are parities then and FY denotes the
normalized Walsh transform of usf, while G" denotes the
normalized Walsh transform of weg(x) then (C(f, 9)), w=

0, Fu(v) GY(v).

JLM 20081102 28



Correlation matrix for invertible
transformations

Theorem: A Boolean transformation is invertible iff every
output parity is a balanced binary boolean function of the
Input bits.

Proof

- If his invertible, C C" = |, C,,=1 and the norm of every row and
columnis 1. C(u-h(a),0) = [l(u); all rows except row 0 are
correlated to 0 hence the function is balanced for u0. 0[] Fu(v)
GY(v).

<: The condition on output parities being balenced is C, ,=0, u+0.
.e.- Cis orthogonal. cC™=I I , C,,, C, .~ I](ueav) (*) also O,
Cuw Cyw = Cigvo but C, =0, u¢0 and Cyo=1 so * holds for all u,v
hence C is orthogonal. Let f and g be two surjectlve boolean
transformations on n variables and define C(f, g) in the obvious
way.
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Possible Spectrums

 Theorem: The correlation coefficients and spectrum
values for a boolean function over GF(2) are integer
multiples of 21,

— Proof: Let h[r]= h(. The values are of the form k+(2"-k)(-1)=2k-
2" which is even. Given f.GF(2)" >2GF(2)™, let the restriction to
n-1 bits be specified by vT 'a [Imodelled by a'=h((a), a'=a_i if
i+s and a/'= edvea-a,. C,,,, JD=(-1)!, if ws=0, C', =
Cowevt(-1)!C,, W= 0, 0 |f W = 1 ﬁ (F(W) F(WEBV))Z
Colliding pairs are rare (probablllty is 2-1K)
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Constructing Boolean Transformations

 Each possible Boolean transformation on n bits is a
permutation on the 2", n-bit values and so listing them in
order, the columns are the possible f vectors
representing the component functions.

e If we label these as points in GF(2)N and draw an edge
for allowable co-components with the edges labelled by
the correlation between these vectors, any allowable n
boolean functions form a complete graph with the label O
on each edge.
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More properties of correlation entries

Let N=2". Theorem: The elements of a correlation matrix
corresponds to an invertible transform of n-bit vectors are
iInteger multiples of 2N,

— The proof uses the restriction map and the fact that ]
(F(w)+F(w+v))? = 2.

All correlation matrices are doubly stochastic.

Correlation matrices for involutions are symmetric.
W(ue h)= ® ;-1 H;.
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Relationships among invertible
transformation components

Suppose F: GF(2)" > GF(2)"is a bijection and f= [I.(F) then C(f,,0)=
C(f,1)=0= C(f, ). wt(f)=2"1, wt(ff)=2""2, etc.

C(f,J, f)= ¥, C(tff,, f)= C(ff, ff)= C(fif,, f).

Theorem 1: C(f;,1)= C(f;,0)=0, C(f;, 1)=0, i#], wt(f;)= 2m1, for all i, wt(f; f;)
=2"2, i#j and in general wt( f; f,... f,)=2"K. Further, C(ff f,)=1/2,
C(;, f, f f) = C(f f; fy, f)) and in general C(f;; f, ... f, f)= 21,
Theorem 2. Letf be a boolean function. The N functions f,, f, ... f;
form a basis for the space of boolean functions; that is, for any
boolean function g, exists a@;, ,, ; such that g(x)= 0l >« . <iken
a@y, i i fo .. fie In particular, there are such coefficients such
that Xi= I:Il<|1<|2< . <ik=n a )Il 12, ..., 1K 1:|1 1:|2 1:k .

Define Appx(f)={g: dist(f,g)=<i}, then |Appxi(f)|= Djzo' NCi-
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Classifying boolean functions

Let f,g: GF(2)" = GF(2). fand g are said to be affinely
equivalent if f(Mx)+M,x=g(x) for invertible linear
transformations M; and M.,

The spectra of affinely equivalent functions have the
same absolute values.

Affine equivalence induces an equivalence relation
among the set of boolean functions.

RM(1,5) has 48 inequivalent affine classes for example.
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Bent Functions

Bent functions are furthest from linear.

All Hadamard transform values of bent functions are
equal to £2™2 and hence the distance to any affine
function is 2m+2m/2_1

If f(X1, X5, ..., X,) IS bent and m=6 then f is
Indecomposable.

f(ug, Uy, «ooy Uy Vi, Vo, ooy Vi) = 9(Vy, Vo, .0y V) + Ui Up v are
bent.

If f(u,, Uy, ..., Uy, Vq, Vs, ..., V)= [ U v, , then f+uu,u,,
f+u, u,usu,, ...,f+u; u,u,... U are all inequivalent bent
functions
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How many Boolean Matrices are invertible

e Letr, be the ratio of the number of invertible matrices to the
number of matrices. r, approaches .288 and n - o.
— Proof:
— The number of boolean matrices is 2N, N= n2.
— The number of invertible matrices is t,= (2"-1)(2"-2)...(2"-2"1).
— t,=2M(2"-1)(2"1-1)...(2-1) where M=(n(n-1))/2.
— Define s,= (2"-1)(2"1-1)...(2-1).

— Note thatt,,=2M s ,,=2M s (2"*1-1) where M'=(n(n+1))/2. As a
result, t ,,=2M 2-M (2Mg )(2n*1-1)=2M-Mt (2"1-1)=2"n(2"*1-1) t..

— Combining these we get, r,,,=t.,/2N=2"(2"*1-1)(t /2N)2N-N where
N'= (n+1)2.

— S0 rp,,= ry(2mend (2n+1-1)=r (1-2-(*D).

— Using this recurrence: r,= [l _,n (1-27).

— The product approached 0.288---.
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Orthogonal Transformations

* Since the Walsh transform determines the best linear approximator of a
function, so the correlation matrix gives the best linear approximation
among any linear combination of the components of a boolean
transformation.

* Here is a motivating example in R3:

cos(ll) sin() O 1 0 0
« R= -sin(ll) cos() 0 T= 0 cos() sin(0)
0 0 1 0 -sin(l) cos(l)

cos?([l)+cos(l)sin? () cos([)sin()-cos()cos()sin() -sin(0)sin(l)

RITR= -cos(ll) sin(l)+cos()cos(l) sin(l), sin? (I)+cos(d)cos? (00  sin(0)sin(l)
sin()sin(0) -cos(l)sin(l) cos([])
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Feistel transformations

A typical round of DES consists of two involutions: [ and
0,..0.(LR)=(L&f(RkK), R), f(x,k)=P S; S, ... Sg (E(X)+k)).
0(L,R)= (R,L).

« Firstline of [, is
— Vo= Xg®S 1 (XgqHKy,Xa3HKy,X34HK3, Xg5+Ky, X3g1Ks, X37+Ke)
— Y17= X170S1%(Xea Ky, Xg3+K5, X34 1Ks, Xas+Ky, Xg6+Ks, X37+Ke)
— Y23= Xp3BS1%(Xea Ky, Xa3HKy, X4 1Ks, Xas+Ky, Xg6+Ks, X37+Ke)
— V31= X310S1%(Xea Ky, Xg3HKz, X34 1Ks, Xa5+Ky, Xg6+Ks, X37+Ke)
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Calculating correlation for DES

« |f a transformation is a composition of a sequence of
transformations, the correlation matrix of DES is a
product of the per round function correlation matrices.

e To calculate the round correlation for DES, decompose it
Into three involutions.

— The first, adds output from odd numbered S-boxes but is
otherwise the identity. The second, adds output from even
numbered S-boxes but is otherwise the identity.

— The third transposes L and R.

— The first and second involutions don't overlap on input variables
to the S-boxes so the Walsh transforms of components of the S-
boxes are all that is needed.

— In both the first and second transformations, each position
affected by an S-box is multiplied by (-1)¥ (i.e. - +1) for the
relevant round keys.
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Calculating correlation for DES

0(L,R)= (R,L)
Let Ti(kr, X)= S[(E(X)+Kr)g(.1y+1...6il

«(L,R)=Le(T,(kr, R), O, T5(kr, R), ..., To(kr, R), 0)
2(L,R)= La(0, T,(kr, R), 0, T,(kr, R), ..., To(kr, R))
(L,R)=0 2 @, *(L,R))) is equation for round | of DES.

Calculate the correlation matrix for each of the three
transformations and multiply them together.
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Correlation Matrix for ...

© Letf(Xy,XaX3,Xg)= (X111 (X3,Xg), XoH5(X3,X4) X3,Xy).
* h(Xg:Xg)= T1(X3,X4)H5(X3,X,).

Cc®=

1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0
0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 0
o o0 0 0 F,(0) F, (1) F,(2) F»(3) O 0 0 0 0 0 0 0
o o0 0 0 F, (DF, (0)F,(3) F,(2) 0 0 0 0 0 0 0 0
o o0 0 0 F(2) F,(3) F,(0) F,(1) O 0 0 0 0 0 0 0
o o0 0 0 F(3) F,(2) F,(1) F,(0) O 0 0 0 0 0 0 0
o o0 0 0O o0 0 0 0 F(0) F(D) F(2) F,.(3) O 0 0O o0
o o0 0 0O o0 0 0 0 F, (1) F(0) F,(3) F,(2) O 0 0 0
o o0 0 0O o0 0 0 0 F(2) F(3) F(0) F,(1) O 0 0 0
o o0 0 0O o0 0 0 0 F(3) F(2F(Q) F,(0) 0 0 0 0
o o0 0 0O o0 0 o o 0 0 o o0 H(O) H(1) H(2) H(3)
o o0 0 0O o0 0 O 0 O 0 0 0 H(1) H(0) H(3) H(2)
o o0 0 0O o0 0 o o 0 0 o o H(2) H(3) H(0) H(1)
o o0 0 0o o0 0 o o 0 0 o o H(3) H(2) H(1) H(O)
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Correlation Matrix for Swap

Define U(xy, X5, X3, X4)

cO

(X3, X4, Xq, X))

1 0 0 0O 0OOOOOOOUOOOTO0OSO

o 0 0o o1 0 0 06 00O OOTUOTGODMO

o 0 0o 0o 0o 0o 0 0O1 00 0 OOOUDMO

o 0 0o 0o o 0o 0 0OOOOOT1TUO0O0TDO

o 1 00 0 OOOOU OU OU OUOUOU®ODMO

o 0 0o 0o 01 0 06 00O O OOUOTGODMO

o 0o 0o 0o 0o 0o 0 0OO1 0 0 O O0O0OTDO

o 0 0o 00O 0O OOOOOOTUO0OT1IO00DO0

o 601 00 O OOOT OUOU OTU OUOU ODO

o 0 0o 00O 0O1 0 O0OO0OO0OO0OTUO0OTOOoOTUO

o 0 0o 00O OOOO1O0UO0O0TO0UPO

o 0 0o 00O OOOOUOOUOUOTIZ1IO0

o 0 01 0 0O0OO0OOO0OUOOTUO0OTUOOUO0ODO

O 0 0o 00O 0O O1O0O0O0O0ODO0ODO0OTUGO0OTUO

o 0 0o 00O OOOOOT11IO0O0TO0UPO

O 0o 0o oo oo 0o OO OOUOTU O O1
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Ccn=

O OO O0O0O0OO0D0D0O0O00O0OO0OOoOOo ok
OO0 O 00000000k OO oo
OO0 O0OO0OO0OO0OO0OkFr OO0OO0OO0OO0OoOOo oo

JLM 20081102

Correlation Matrix [Uf

o 0 0O O O O O O O O 0 0 O
OF20)F2(1)F2(Q)F23) 0 O O O O 0 0 O
0O 0 0 0 0 FL0FL(1)FL2F13 0 0 0 O
0O 0 0O O 0 0 0 0 0 HO) H(®LHQ) HEB)
o 0 0O O O O O O O O 0 0 O
OF2(1)F2(0)F23)F22) 0 O O O O 0 0 O
0 0 0 0 OFL)FL0FLI3)FL2 0 0O 0 O
0O 0 0O O 0 O 0 0 0 H(HO) H®) HE
o 0 0O O O O O O O O 0 0 O
OF2Q)F2(3)F2(0)F2(1) 0 O O O O 0 0 O
0 0 0 0 OFL2FIB)FLOFL2 0 0 0 0
0O 0 0O O 0 O 0 0 0 H® H@B) H©O) HE)
1 0 O 0O O O O O O O O 0 O
OF23)F2(Q)F2(1)F20) 0 O O O O 0 0 O
0 0 O 0 OFL3)FL2FLLFL) 0 0 0 O
0O 0 O O 0 O 0 0 0 H®3) H®) H(L H©O)
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Linear trails

e Alinear trail is U= (u@©@, u®, ..., u®) associated with a

composite function =[O 0O .. 0® with correlation
contribution at each step of C((u®)«[0(a), ut-Hea) and
overall correlation of CP(U)=[; [C"O] ) yi-1)-

Theorem: C(uell(a), wea)= U 0=y ur=w Cp(U)-

Truncating Function: Let a'=h®(a), h[r]=h® and h[r]:GF(2)"1 >GF(2)"
be defined by a/'=a, for i+s and a/'= edveada, where v'a=[lliefined the
restriction. Then

_ chil =1

wW,W-

— Ch o w= (-1)" for all w: w,=0; note there are the non-zero entries
both of amplitude 1.

— IfC'=C CMO, C', = Cu®(-1)P C, vy if We=1 and 0 if w.=0.
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Long Range correlation

Put u[i]= u®, k[i]=k(i), D[U]=d, & &,(u®T k®, s[i]=s,
D[U,K]= d ,®UK.

For key alternating ciphers, C,(U)= [, (-1)PY1 |C (U)].

Put s= UTKed,;, C(vell(a), wea)= |]U, u(0)=u, u(r)=w (-1)PIoK
ICo(U)I-

C,(U)= (-1)°" C, , averaging over the round keys we get
E(CA)= 2" [, (U; (-1)°W C; )=

After reduction, average correlation potential is E(C;?)= [I.
C2, note that C; C, = 2"k [I(i®))
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Key Schedule and Correlation

Let U[j]= U, d[U,j]= dy;, h[r]= h®. C[h,r]= CNiD,
0= (d[U ed[U,j)T Mg (k@d[U,il@d[U,j]. 0=
(d[U, ] d[U.i])T T, () @d[U, ]ed[U .

For key schedule K=Mgk,

— E(C®)= 2" DR0P(0Q (-1)")C, C.
The inner sum simplifies to (-1)dV1&dVIR2nK [[(MT(U.U)).
f key schedule is not linear K=fy(k), the coefficient of the
mixed term is (-1)".

The probability that a multi-round expression holds is
1/2(1+C,(U)) for the associated trall
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Take home on linear propagation

Correlation matrix completely determines linear
propagation.

Individual round as composition of key xor, linear and
bricklayer functions are easy to compute.

Linear trails provide link between individual
approximations and full cipher.

Key schedule only effects sign of contribution.
Keys select constructive or destructive interference.

Most reasonable key schedules provide destructive
Interference.

The probability that a multi-round expression holds is
1/2(1+C,(U)) for the associated tralil.
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Differentials

A similar theory applies to differentials.

Definition: The difference propagation probabillity,
denoted by R,(a" 2, b’), is defined by

Prob"(a’,b")= 2" [I[] l(b'®h(ada’)dh(a)).
We have 0<R (@' 2 b)<1. w(a'=> b)=-lg(R,(@'> b’)
(restriction weight reflect loss of entropy).

w(U)= -lg(|C,(U)]) (correlation weight).

For bricklayer function, Prob"(a’, b")= 0, Prob"(a’y, b’
and w,(a', b)=0; w, (&', b'y).
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Differential trails

Theorem: Probf(a’, 0)=1/2 (1 + O[], (-1)%?& F(w)?). The
differential probability and correlation potential table of a
boolean function satisfy Prob(a’, b')= 2™ [} , (-1)waeud
CU,W2
A differential trail is Q= (q©@, g, ..., g®) with steps (q-V,
q®) having weight w10(qi-D, g®) have trail weight w (Q)=
|]i WrD(i)(q(i'l), q(i))_
Prob(a',b")= 0l 1=2 gr)= Prob(Q).
For a differential trail, Q, with weight <(n-1),

Prob(Q) ~2-wr(Q),

For a differential trail, Q, with weight w (Q)>(n-1), for
expected proportion 2n-1wr(Q of keys, there will be a right
pair.
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Take home on differential
propagation

Correlation matrix completely determines differential
propagation characteristics.

Individual round as composition of key xor, linear and
bricklayer functions are easy to compute.

Differential trails provide link between individual
approximations and full cipher.

Weights for differential trails are good approximation for
differential characteristics.
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Rijndael Design Principles - motivation

The theory of linear and differential trails informed the
design of Rijndael.

To eliminate low weight trails, there are two strategies:

1. Choose S-boxes with difference propagations that
have high restriction weight and input-output
correlations with high correlation weights; or,

2. Design round transformations so that only trails with
many S-boxes occur.

Rijndael picks 2.
Wide trails strategy implements this.
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Rijndael Design Principles - continued

* Linear cryptanalysis requires correlation > 202 gver
most rounds. This can't happen if we choose the number
of rounds so that there are no such linear trails with
correlation contribution >nk1 2702 Each output parity is
correlated to an input parity since Ul], F(w)?=1 but if it
occurs by constructive interference over many trails that
share input/output selection then any such must be the
result of at least nk linear trails which are unlikely to be
key dependent.

« Differential cryptanalysis requires input to output
difference propagation with probability >21°_ |f there are
no differential trails with low weight, difference
propagation results from multiple trails which again will
not likely be key dependent.
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Rijndael Design Principles

e Choose number of rounds so that there is no correlation
over all but a few rounds with amplitude significantly
larger than 2"°’2 by insuring there are no linear trails with
correlation contribution above nk1 2"02and no differential
trails with weight below nb.

* Rijndael also insures that the diffusion layer provides that
no multiple round trails have few active S-boxes. This
guarantees no iteratively constructed correlation exists
over several rounds.
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Amplitudes

Examine round transformations [I= [ll, where [ is the mixing
function and [ is a bricklayer function that acts on bundles of nt
bits. Block size is nb=m nt.

The correlation over [ is the product of correlations over different
S-box positions for given input and output patterns.

Define weight of correlation as -lg(Amplitude).

If output selection pattern is +#0, the S-box is active. Looking for
maximum amplitude of correlations and maximum difference
propagation probability.

The weight of a trail is the sum of the weights of the selection
patterns or the sum of the active S-box positions it is greater than
the number of active S-boxes times the minimum correlation
weight per S-box.

Wide trail: Design round transformations so there are no trails with
low bundle weight.
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Branching and wide trails

« Define w,(a) as the bundle weight of a. Let C(lI, [, I, x)=
0, O, C(0ex, UM0(x))+O0.
- By(l)= min, p., (Wy(adb)+wy(l(@)®¢(b))).
- B, D)= MiNcg g1 x (wy, () +wp (D).

« Theorem: In an alternating key block cipher with [llifound
functions, the number of active bundles in a two round
trail is = the bundle branch number of [I. If =0 UM [lis a
four round function, B(l) =B(l) x B¢(l) where B can be
either the linear or differential branch number.

e The linear and differential branch numbers for an AES
round is 5.
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Rijndael local safety results

* No 4 round differential occurs with probability greater
than 2-150,

* No 8 round differential occurs with probability greater
than 2-39,

 No 4 round I/O correlation occurs with probability
greater than 2-7°.

 No 8 round I/O correlation occurs with probability
greater than 2150,
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Rijndael diffusion safety results

4 round versions have more than 25 active S-boxes.

 The weight of a two round differential trail with Q
active columns at the input of the second round is

>5Q.

 |n atwo round trail, the sum of the active columns at
the input and output is =5.

* Net effect is that there are not enough pairs in the 1/O
of Rijndael to permit a linear or differential attack in
time better than exhaustive search.

e Best 14 round DES correlation is ¥2 £1.19 x 221,
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Some example functions

aVvb = adbdab as a boolean function.

Let X= (X4, X3, X5, X;) With X, the least significant bit.
F(X)=(F4(X), F3(X), Fa(X), F1(X)).

If = (0000, 0001) then F(x)= x, i>1 and

FIX)= (m(XVX3VX,) (X @1)B(XVX3VXg) Xq= 1OX; DX, DX3D
X, DXoX3DXoX 4 B XX, DX XX,

if 0 = (0000, 0001, ..., 1111), then

- F'(x)=x, & 1,

— F,! (X)= X, (@ 1) B (X)X, = X BXo,

— F5" (X)= (X4X5) (Xs®1)B(—(X1X5)))X3 = X1 Xo@BXs,

— F,0 (X)= (XXoX3) (X4B1)

— F42 (X)= (X XX3) (X4@1)B(—(X1XoX3))X4= X XpX3B Xy
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ldeas to study

Suppose the Boolean Transformation: Is there an easy to compute
function, Ty, obviously non-linear, so that T, E, T, "1 has good linear
approximations?

How do you find such T,?

Finding the best approximation reduces to finding an orthogonal
transformation that maximizes the largest entry. Suppose T is such
a matrix; If T has all bad affine approximations

IS It possible that there is another orthogonal transformation, R with
TR=R* T R such that max; (|(TR);|)> max; (|(T) ;1)?

If 0., 0,, ..., 0, is a series of such transformations (like the iterated
components of a block cipher), note that R1E,(x) R= R1[l;R R1[,R

... R R thus raising the possibility of better per round
approximations on a related cipher.
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Correlations and AES

Tr(C¥ES)) is the number of fixed points of AES.

Since Tr(AB)=Tr(BA),
Tr(CAES)= Tr(Ck14) CK13)) ... CkD CRS) (C(MRS))13),

NL(f) < 2n-1. 2n/2 -1,

NL(f) < 2"1++/(2" + max,,o (F(D4(f)), where D, f = f(X) &
f(xepe).

What does eigenvalue of correlation matrix mean?

If 0 is an eigenvalue, [12=1.

When is a correlation matrix blocky?
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Correlations and AES

Tr(C¥ES)) is the number of fixed points of AES.

Tr(AB)=Tr(BA):
Tr(CAES))= Tr(Ck14) Ck13)) Ck1) C(RS) (C(MRS))13)

NL(f)< 2n-L- 2n2 -1,

NL(f)< 2"1++/(2" + max,,o (F(D(f))), where Df =
f(x)pf(xde).
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The Trace

¢ Lete(i)=2.
« For Fg, g=2", Trey e (X)=Tr(x)= ;" xe0).

e Theorem: Tr(x) # O for some Xx.
— Tr(x+y)= Tr(x)+Tr(y).
— Tr(x2)= Tr(x).

— Tr(x)
— Tr(L

— Tr(

JLM 20081102

in F,.
-X) IS linear Iin X.

] -x) are exactly the linear functions.
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Distance between functions

NL(f) < 2n1-2m2-1 0 NL(f) = 2™ + +/ (2" + max,,, (F(D())),
where D, f = f(X)®f(x®e).

Theorem (Rothaus): Let n=4 of even algebraic degree
then any bent function on GF(2)" has degree < n/2. An n-
Boolean function, f, is m-resilient iff fis balanced and
F(u)=0, for all u: wt(u) < m.

Maiorana-MacFarland class M = {f: f(x,y)=x 0(y)®g(y)}
where [ is a permutation on GF(2)"2 and g is affine.

|M|: (2n/2)! 2n/2
For Bent Quadratics: &,_;; ., &; X; X;®h(x), h, affine.
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Correlation Immunity

In this paragraph, F denotes the unnormalized Walsh transform of f.
A function z=f(x,, X,, ..., X;) on n variables X;, X,, ..., X, IS m-th order
correlation immune if for every subset of these variables or size m,
1(z; X1, ---» Xi,)=0. Equivalently, f is correlation immune of order m:
F(0)=000: 1<wt(d) <m.

If f has correlation immunity m and non-linear order k, m+k<n, let
N_ (0 )=]{x: z=f(x)=a, Usx =b } | then F(U)=N,,(0) - N, (UD.
Denote p, = P(z=a) then P(l x = b | z=a)=P(ll -x=b, z=a)/P(z=a)=p,
120N (0).
We obtain the following:

— P[0 x=0]z=1)=" + p 1 201F(),

— P-x=1]z=1)=% - p,; 121 21F(),

— P(-x=0|z=0)=Y + p - 2-0-11 2-n-1E([),

— P(-x=1]z=0)=% - p,t 21} 21 F(0).

Let h(t)=-tIg(t) - (1-t) Ig(l t).
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Correlation Immunity based attack

JLM 20081102
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Algebraic Immunity

 Low degree approximations exists g+0: fg= 0 and fg has
low degree deg(fg)=deg(f). |Sy|=U_%,C.

 Letf be a boolean function of n variables. The annihilator
ideal of f, AN(f) = {g: g(x) f(x)=0}, for all x in GF(2)",
AN4(f) = {g € AN(f): deg(g(x))=d}.

 The algebraic immunity, Al(f) is the smallest degree non-
zero polynomial in AN(f)UAN(1+f). Al(f)< [n/2].
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Shift registers and immunity

Suppose L is an n-bit NLFSR based filter generator with filter
function f and that L takes the current n-bit state to the next n-bit
state. Suppose the initial state is x,, the generated keystream is s, = f
(LY(xp)). si=1 if Olye AN4(): g(LY(x))=0, s=0 if DIhe AN,4(1+f):
h(L'(x,))=0.

Collect all functions of degree < d for N known keystream bits; then,
1. g(L¥(Xq, Xy, ...y X,)): g € ANy(F), forall 0 < t < N: s,=1; and,
2. h(LYXq, X,, ..., X,)): Dg € AN4(1+f), 0D < t< N: s,=0.

Using linearization to solve these equations requires identifying the
subset of monomials forming a linear system of up to [I._,4 .C.
variables.

Gaussian reduction on this system takes time O((U[L,? ,C)")~nld
where [] ~2.37 and the number of monomials is

~2n9/(d!(dim(AN(f))+ dim(AN,(1+f))).
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Sensitivity

e For this section, f:GF(2)™ 2GF(2). The sensitivity of v Is
defined by S(v) = [{ v': f(v)#f(V"), dist(v,v)=1}|. The
average sensitivity S(f)= 2™ [, S(v). The “influence" of x;
IS defined by I(x))= Prob(f(Xy,...,Xi.1, ¥, Xis1,---s X)), the
probabllity that the function is determined no matter what
y IS.

« Theorem: Let f be a boolean function of n variables with
average sensitivity aS(f)=k. Let [>0 and M= k/0then

00 O depending on exp((2++/((2 log(4M))/ M) M)
variables such that Prob(f+h)<[; and,

00 Ol¢y of degree at most exp((2++/((2 log(4M))/ M))M)
such that Prob(f+g)<l[i2.
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