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BotSentinel.com
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Freelance Abuse [Motoyama et al., USENIX Security 2011]



Fraudulent Accounts 
[Thomas et al, USENIX Security 2013]
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Compromised Accounts
[Egele et al., NDSS 2013]

Fall 2018 CSE 599B 8

Our approach uses a composition of 
statistical modeling and anomaly detection 
to identify accounts that experience a 
sudden change in behavior. … 

We look for groups of accounts that all 
experience similar changes within a 
short period of time, assuming that these 
changes are the result of a malicious 
campaign that is unfolding.



Looking Ahead

• Defenses
• False news detection
• UI/UX interventions

• Projects
• Checkpoint presentations and reports next Friday
• Peer project workshopping the following week
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