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Today's Plan

Some Examples
Course Overview
Introductions
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Instructions for Assignments 1 and 2
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https://youtu.be/XsO0K4ApWI4g7t=11m01s
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#COI u m b i a n C h e m ica I S The explosion occurred at the

#ColumbianChemicals Co. Chemical plant
located in Centerville, St. Mary Parish, LA.

4 Reply ¢3 Retweet % Favorite Instapaper +++ More

» Coordinated disinformation campaign
* Text message alerts

Bots on Twitter

False Wikipedia page

Facebook page for fake “Louisiana News” -

* Watch the full address ‘=

+ Obama: ISIL is not Islamic’ =

ISIS ADDRESS ANALYZED
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https://www.nytimes.com/interactive/2018/09/04/technology/facebook-influence-campaigns-quiz.html

Facebook Influence Campaigns

One of these posts was from a genuine Facebook page that
supports feminism, and the other was part of an influence

.
campaign.
Resisters amnist Feminist News
Like This Page 1S s August 14 at 8:26 PM - Q3
Girls make rules and you follow them. If you don't 99

like them you live. End of the story

"my boyfriend thinks i should.."
"my boyfriend doesn't like it when i.." FRIDAY, AUGUST 10 - SUNDAY, AUGUST 12

"my boyfriend doesn't want me to WASHINGTON, D.C.

speak to..
7 OATINGNY DAUGHTRR AUG No Unite The Right 2 - DC
1.1 DON'T MAKE THE RULES 10 Public - Hosted by Resisters and 5 others
2.YOU DONT MAKE THE RULES
3. SHE MAKES THE RULES % Interested v/ Going ~» Share v

“HER BODY, HER RULES

Fewminizt FF

August 10 — August 12

Aug 10 at 3 PM to Aug 12 at 6 PM

Q0% 84k 341 Comments 5.8K Shares o Freeqom Plaza ) ) ~ Show Map
4th St. NW and Pennsylvania Ave., Washington, District of Colu...

About Discussion
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False Video

https://www.youtube.com/watch?v=cQ54GDm1eL0

Cougar Football | Cougars | Pac-12 | Sports

WSU coach Mike Leach tweets fake Barack Obama
video, stirs up a Twitter storm

Originally published June 18, 2018 at 10:41 am | Updated June 18, 2018 at 11:08 am
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Example from my Newsfeed

Fall 2018

We covered this photo so you can decide if you want to see it.

¢> Cover This Photo

The Yardener is with Dani Lou and 35 others. k| Like Page
June18-Q

This dog saved his family in a fire and for every share Facebook will donate
a dollar to get this dog's face fixed
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@

This photo may show violent or graphic content.

We covered this photo so you can decide if you want to see it.
@ Uncover Photo

The Yardener is with Dani Lou and 35 others. k| Like Page
June 18 - @

This dog saved his family in a fire and for every share Facebook will donate
a dollar to get this dog's face fixed




Serious Consequences

Facebook uncovers disinformation
campaign to influence US midterms

Social network removes 32 pages and accounts for ‘co-ordinated
inauthentic behaviour’

Hannah Kuchler in San Francisco and Demetri Sevastopulo in Washington JULY 31, 2018

they beat five strangers to death.

Pranav Dixit
BuzzFeed News Reporter !

How WhatsApp Destroyed A Village

In July, residents of a rural Indian town saw rumors of child kidnappers on WhatsApp. Then

Ryan Mac
BuzzFeed News Reporter

Reporting From
New Delhi

Posted on September 9, 2018, at 9:00 p.m. ET
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Misinformation: Disinformation:
Information whose inaccuracy Information that is deliberately
IS unintentional. false or misleading.

Definitions from Data & Society’s “Lexicon of Lies”
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So much going on!

Goals of the

Trolls and
bots

Role of the adversary?

platform?

Mis- vs. dis-
Information

Attention
economy

Realistic fake

Hyper-personal media

targeting

Filter

Is anything bubbles

new here?

OO Defenses?



Course Scope and General Plan

» Mis/disinformation is a large, complex problem space
» Technology, sociology, psychology, politics, neuroscience, ...

* This is a computer science course (and only 10 weeks)

* In general, we will focus on technical questions / technology

(1) How do today’s technologies and platforms create and enable these issues?
(2) How can technical approaches be used to help mitigate them?

* Please be respectful of others
* Avoid political commentary, blaming the user, etc.

Fall 2018 CSE 599B 11



Course Scope and General Plan

* Planned topics:
» Mis/disinformation definitions and case studies
« Measuring the problem
* Enabling technologies
» Defenses

- Exploratory, research-focused course
« Readings and discussions
* Project is major component
» Exploring this rapidly evolving space together

Fall 2018 CSE 599B
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Class Resources

Website:
https://courses.cs.washington.edu/courses/cse599b/18au/

Google Group (discussion board):
https://groups.google.com/a/cs.washington.edu/forum/#!forum/cs
e599b-misinformation-18au-discussion

Canvas: grades and non-discussion-board submissions
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Grading

* 50%: Project
* 5%: Proposal
* 7%: Checkpoint writeup+presentation
* 8%: Draft
* 15%: Oral presentation
* 15%: Final report

« 20%: Other assignments and in-class presentations
» 20%: Reading discussion board posts
* 10%: Class participation

Fall 2018 CSE 599B
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Discussion Board Posts

* Due at 8am before every class
* You have 2 “freebies”

e Short: 1-3 paragraphs (address all the readings)

« Say something original! For example:

« Reading summary, key points
Evaluation, opinions, response to others’ opinions
Questions for discussion, responses to others’ questions
Open research questions
Broader implications, relationships with previous readings

 Graded on scale of 0-2

Fall 2018 CSE 599B
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Project

* Groups of 2-3 people (talk to me for exceptions)

* Milestones throughout the quarter (see website)
* 15t milestone: Project groups due October 5
« 2"d milestone: Project proposals due October 12
* Week of October 15: Plan to meet with me

 Possible types of projects:

o Attacks, Measurements, User Studies, Defenses, etc.

« Strive for great, publication-worthy projects

Fall 2018 CSE 599B
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Introductions

On the notecards, please write down your:
 Name
* Pronoun
* Year in program
* Research area
* What brings you to this course
* Anything else you'd like me to know

Fall 2018 CSE 599B
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Assignments

* We will periodically have small assignments

» Goal is not to take a lot of time, but to bring richness to our
conversations and distribute our efforts exploring the space

« Assignment 1: Personal Experience (due 8am Friday)

« Personal experience of a false post or news story
» See website for details

* Post to discussion board by 8am on Friday

Fall 2018 CSE 599B
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Case Studies

Assignment 2: Mis/disinformation case study (due 8am Wed)
* Individually or in groups of 2
» See website for details & examples; feel free to choose others

* Post your choice to discussion board ASAP,; if your choice has
already been posted, please make a different choice

* Prepare 5-7 minute (a few slides) presentation for next Wednesday
(October 3)
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Next Time

« Mis/disinformation overview
« Readings and discussion — see course schedule
« Assignment 1 discussion
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