
Understanding BGP 
Misconfiguration



Research question

BGP misconfiguration happens: AS 7007 (1997) announced routes to most of the 
Internet and disrupted connectivity for hours.

How often does it happen?

● Frequency
● Impact
● Causes

Estimate the lower-bounds of misconfiguration based on globally-visible 
information



Background: BGP announcements

AS 100
Large provider

AS 200
Large provider

AS 300
Regional provider

AS 400 · a.b.0.0/16
Campus network

a.b.c.0/24
CS department

/16 {300 400}

AS 200’s routing table

a.b.0.0/16
AS-path 300 400 · origin AS 400

/16 {400}

Packet to a.b.c.7: goes to AS 300 → AS 400



Background: How configuration can go wrong

AS 100
Large provider

AS 200
Large provider

AS 300
Regional provider

AS 666
Typo: claims a.b.c.0/24

AS 400 · a.b.0.0/16
Campus network

a.b.c.0/24
CS department

/16 {300 400}
/24 {666}

/24 {100 666}

AS 200’s routing table

a.b.0.0/16
AS-path 300 400 · origin AS 400

a.b.c.0/24
AS-path 100 666 · origin AS 666

Packet to a.b.c.7: goes to AS 100 → AS 666

/16 {400}



Background: How configuration can go wrong

● Routes learned from a customer are told to 
everyone, because you’re paid to make 
your customers reachable

● Routes learned from a peer or a provider 
are told only to your customers. Otherwise 
you’d be giving away free transit.

● Valid AS-paths are valley-free

AS 100
Large provider

AS 200
Large provider

AS 300
Regional ISP

AS 400
Campus network

Allowed: AS 300 passes its 
customer AS 400’s route to 
both providers

Not allowed (a leak): AS 300 
passes AS 100’s routes up to 
AS 200, so it now carries 
transit between its providers

Learned from To 
customers

To peers To 
providers

A customer Yes Yes Yes

A peer Yes No No

A provider Yes No No



Background: How configuration can go wrong

AS 300’s router (Cisco-style, simplified)

router bgp 300

 neighbor 1.1.1.1 remote-as 100

 neighbor 2.2.2.2 remote-as 200

 neighbor 2.2.2.2 route-map TO-AS200 out  ①

 aggregate-address d.e.0.0 255.255.0.0 summary-only ②

 redistribute ospf 1 route-map OSPF2BGP  ③

!

route-map TO-AS200 permit 10

 match ip address prefix-list CUSTOMERS

!

ip prefix-list CUSTOMERS permit a.b.0.0/16

① Export filter
Wrong or missing, and routes leak to a neighbor: an export 

misconfiguration.

② summary-only
Forget this keyword and every smaller prefix inside the /16 is 

announced too.

③ redistribute
Without a tight route-map, the whole internal table pours into 

BGP (AS 7007, 1997).



Background: How configuration can go wrong

Origin misconfiguration: A route appears that shouldn’t exist

● Self-deaggregation
● Related origin
● Foreign origin

Export misconfiguration: A real route goes where policy forbids (“valley” in the 
path)

● provider → AS → provider
● provider → AS → peer
● peer → AS → provider
● peer → AS → peer



Methodology

21 days: 26 December 2001–15 January 2002. 23 BGP peers in 19 ASes.

Collect BGP 
updates at 

RouteViews
Flag suspects Survey ASes 

with email

Short-lived new route 
that disappears in <1 day
Short-lived paths with 
valley

Email survey
Intended or accidental?



Methodology

45% of new routes last less than one 
day; 30% last more than seven days.

The study investigates changes lasting 
less than a day, then asks operators 
whether they were intentional.



Origin misconfiguration

Comparing against previous day’s data to find new prefix never seen before / 
existing prefix announced by a new AS

Detect those exist for <1 day
Announcement of smaller piece of its own 
block. Someone forgot to aggregate

Different origin appearing on old route’s 
AS-path (e.g., provider leaks customer’s 
prefix)

Unrelated AS announces the prefix 
(hijack), usually from typos



Export misconfiguration

Infer relationships between ASes based on Gao’s algorithm

● Valid paths are valley-free
● A path has at most one peer link
● ASes with may neighbors tend to be providers



Validation by asking operators and testing connectivity

For each incident, authors sent emails to ASes to confirm the incidents

● 30%: bounced due to contacts were stale
● Useful answers covered ~30% of incidents

Independently, test connectivity from multiple vantage points



Results

200–1,200 prefixes hit per day, about 3 in 4 
new routes are mistakes, and operators 
confirmed nearly all flagged suspects

Self-deaggregation dominates by prefix count 
because single incidents can leak hundreds 
of prefixes



Results

Only 4% of misconfigured prefixes (13% of incidents) break connectivity, and most 
errors are fixed within an hour



Results

For origin, mistakes (errors in plan) and slips (errors in execution for correct plan) 
were roughly equally responsible. For export, slips are much bigger cause.



Results

Prefix based config (export 
misconfiguration):

A exports C’s prefixes to P1 and P2. 
After link A–C fails, A may learn C’s 
route through P1.

A prefix-only filter can then export that 
route to P2, unintentionally providing 
transit between providers.



How to fix it

Making systems need little manual configuration

1. User interface design
2. High-level languages and checking
3. Database consistency and registries
4. Protocol extensions



Discussion

1. This paper is published in 2002. How much of them are solved in 2026? What 
are still relevant?

2. What’s the security implications? Can anyone maliciously misconfigure BGP 
for their profit?


