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Admin

• Lab 3 Weblab due today

• HW2 goes out today
• Some reading and writing
• Some using security tools (reading documentation)
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Authentication
But mostly passwords
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“New” (2017) NIST Guidelines ☺

• Remove requirement to periodically change passwords

• Screen for commonly used passwords

• Allow copy-paste into password fields
• But concern: what apps have access to clipboard?

• Allow but don’t require arbitrary special characters

• Etc.

https://pages.nist.gov/800-63-3/sp800-63b.html
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Improving(?) Passwords

• Add biometrics
• For example, keystroke dynamics or voiceprint

• Graphical passwords
• Goal: easier to remember?  no need to write down?

• Password managers
• Examples: LastPass, KeePass, built into browsers

• Can have security vulnerabilities…

• Two-factor authentication
• Leverage phone (or other device) for authentication
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Password managers

• Generation
• Secure generation of random passwords

• Management
• Allows for password-per-account

• Safety?
• Single point of failure

• Vulnerability?

• Phishing?
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Multi-Factor Authentication
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Secondary Factors Do Help!
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https://security.googleblog.com/2019/05/new-research-how-effective-is-basic.html

https://security.googleblog.com/2019/05/new-research-how-effective-is-basic.html


Why does hardware 2FA work?

• We need to stop the user who believe they are logging in from letting 
the attacker in.

• Consider:
• User goes to attacker[.]com/googlelogin.php

• User tries to log in

• How will SMS codes stop the attacker?

• How will a token that understands origins stop the attacker?
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Hardware 2FA tokens (U2F/FIDO)
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Graphical Passwords

• Many variants… one example: Passfaces
• Assumption: easy to recall faces

• Problem: to make passwords easy to remember, users 
choose predictable faces
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Graphical Passwords

• Another variant: draw on the image (Windows 8)

• Problem: users choose predictable points/lines
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Unlock Patterns

• Problems:
• Predictable patterns (familiar 

pattern by now)

• Smear patterns

• Side channels: apps can use 
accelerometer and gyroscope to 
extract pattern!
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What About Biometrics?

• Authentication:  What you are

• Unique identifying characteristics to authenticate user or create 
credentials
• Biological and physiological:  Fingerprints, iris scan

• Behaviors characteristics - how perform actions:  Handwriting, typing, gait

• Advantages:
• Nothing to remember

• Passive

• Can’t share (generally)

• With perfect accuracy, could be fairly unique
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What are reasons to use/not use biometrics?
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Issues with Biometrics

• Private, but not secret
• Maybe encoded on the back of an ID card?
• Maybe encoded on your glass, door handle, ...
• Sharing between multiple systems?

• Revocation is difficult (impossible?)
• Sorry, your iris has been compromised, please create a new one...

• Physically identifying
• Soda machine to cross-reference fingerprint with DMV?

• Birthday paradox
• With false accept rate of 1 in a million, probability of false match is above 

50% with only 1609 samples
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US Law and Biometrics

• Circuit splits on what 5th amendment covers.

• Broadly: some biometrics (e.g. face unlock) may not be protected
• Some biometrics (e.g. fingerprint) might be protected

• Passcodes are protected
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Attacking Biometrics

• An adversary might try to steal biometric info
• Malicious fingerprint reader

• Consider when biometric is used to derive a cryptographic key

• Residual fingerprint on a glass
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Passkeys (2024ish)

• An actual, deployed, genuine password replacement
• Also a 2fa replacement!

• And a username replacement!

• Basic goals:
• Store some sort of key on user end-devices

• Use that key to login to Stuff

• Don’t allow losing the key

• Somehow make the key moving between devices Easy
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Usability and Security
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Importance of Usability in Security

• Why is usability important?
• People are the critical element of any computer system

• People are the reason computers exist in the first place

• Even if it is possible for a system to protect against an adversary, people 
may use the system in other, less secure ways

• How often have you been frustrated by a security measure and 
wanted it to turn off?
• Or never turned on
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Usable Security Roadmap

• 2 case studies
• HTTPS indicators + SSL warnings – Done in section, will summarize

• Phishing/etc
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Case Study #1: Phishing

• Design question: How do you help users avoid falling for phishing 
sites?
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A Typical Phishing Page
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Weird URL
http instead of https



Safe to Type Your Password?
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Safe to Type Your Password?
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Safe to Type Your Password?
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Safe to Type Your Password?
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“Picture-in-picture attacks” 

Trained users are more likely 
to fall victim to this!



Phishing Warnings (2008)
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Passive (IE)

Active (IE)

Active (Firefox)



Active vs. Passive Warnings

• Active warnings significantly more effective
• Passive (IE): 100% clicked, 90% phished

• Active (IE): 95% clicked, 45% phished

• Active (Firefox): 100% clicked, 0% phished
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Passive (IE) Active (IE) Active (Firefox)

[Egelman et al.]



Modern anti-phishing

• Largely driven by Google Safe Browsing
• Browser sends 32-bit prefix of hash(url)

• API says: good or bad

• Also Microsoft SafeScreen
• E.g. for Edge
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Modern warnings
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Does anything stand out?

• Gradescope:

• Why would Firefox, Edge, and Chrome choose different warning 
designs?
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What makes security features usable?
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Case Study #2: The Lock Icon

• Goal: identify secure connection
• SSL/TLS is being used between client and server to protect 

against active network attacker

• Lock icon should only be shown when the page is 
secure against network attacker
• Semantics subtle and not widely understood by users

• Whose certificate is it??

• Problem in user interface design
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Will You Notice?
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[Moxie Marlinspike]



Clever favicon inserted
by network attacker



Newer Versions of Chrome

5/14/2025 CSE P564 - Fall 2024 40

c. 2017

2022

2023/2024



Today’s warnings (2022)
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Deprecated encryption schemes
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Expired certificates
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Self-signed certificates
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Untrusted Root certificate
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