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Admin

e Lab 3 Weblab due today

* HW2 goes out today
* Some reading and writing
* Some using security tools (reading documentation)



Authentication

But mostly passwords
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“New” (2017) NIST Guidelines ©

* Remove requirement to periodically change passwords
* Screen for commonly used passwords

* Allow copy-paste into password fields
* But concern: what apps have access to clipboard?

* Allow but don’t require arbitrary special characters
* Etc.

https://pages.nist.gov/800-63-3/sp800-63b.html
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Improving(?) Passwords
* Add biometrics (é

* For example, keystroke dynamics or voiceprint

e Graphical passwords <———

 Goal: easier to remember? no need to write down?

* Examples: LastPass, @wltmt

e Can have security vulnerabilities...c&—

* Two-factor authentication
* Leverage phone (or other device) for authentication
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Password managers

e Generation
e Secure generation of random passwords

* Management
* Allows for password-per-account

e Safety?
 Single point of failure

* Vulnerability?
* Phishing?



Multi-Factor Authentication

1. &

Sign in with your
Email: ‘hikingfan@gmail.com Enter verification code
ex: pat@example.com To verify your identity on this computer, enter the verification code
Password: sessssesscse generated by your mobile application.
™ Stay signed in Enter code:
™ Remember verification for this computer for 30 days.
Can't sccess your account? Other ways to get a verfication code »
#  Google Authenticator

Turn on Login Approvals

w 966286 ¥ What is Login Approvals?

wileyc @ acme.com [ = Login Approvals Is 3 security feature that requires you to enter a code that we
r XL 10 your phone when you log in from an unrecognized compater. You can
erable this feature in a few simple steps.

= NnO4299 5

If you ever lose access 10 your phone, you can always resurn 10 2 previousiy -
recognized Compules 10 reQain 2CCess 1O your ACCOUNT,

Note: You'll need to have your mobile phone with you to complete this
process.
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https://security.googleblog.com/2019/05/new-research-how-effective-is-basic.html

Secondary Factors Do Help!

Account takeover prevention rates,

by challenge type ;é {/

Device-based challenges

Knowledge-based challenges

' 73 f
Cin-device Secondary

W prompt email address L

e — '/l\ I

100%
I ShAS e Phane
7 code 6% number D)
- / :

100%

100%
Last sign-in
location

{ _\

. Automated bot @ EBulk phishing attack Targeted attack - 95% confidence interval
/_\

Both device- and knowledge-based challenges help thwart automated bots, while device-based challenges help

-

thwart phishing and even targeted attacks.
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https://security.googleblog.com/2019/05/new-research-how-effective-is-basic.html

Why does hardware 2FA work?

* We need to stop the user who believe they are logging in from letting
the attacker in. _— -

* Consider:
» User goes to attacker[.Jcom/googlelogin.php
* User tries to log in
* How will SMS codes stop the attacker?
 How will a token that understands origins stop the attacker?



Hardware 2FA tokens (U2F/FIDO)




Graphical Passwords

* Many variants... one example: Passfaces
Q/ * Assumption: easy to recall faces
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Graphical Passwords

e Another variant: draw on the image (Windows 8)

JackyChe

* Problem: users choose predictable points/lines
/A
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Unlock Patterns

N dx F o0 95 @8 1:29PN

L ENZASN . problems: C//

Thu, August 16

Son, ry agein * Predictable patterns (familiar
Sahala 34°C
PartyCloudy AL o/ pattern by now)

—

SW 26kmvh —

* Smear patterns

 Side channels: apps can use
accelerometer and gyroscope to
extract pattern!

No SIM card
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What About Biometrics?

e Authentication: What you are

* Unique identifying characteristics to authenticate user or create
credentials ! A
* Biological and physiological: Fingerprints, iris scan
* Behaviors characteristics - how perform actions: Handwriting, typing, gait

/ r

* Advantages:
* Nothing to remember
* Passive
e Can’t share (generally)
* With perfect accuracy, could be fairly unique
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What are reasons to use/not use biometrics?



Issues with Biometrics

* Private, but not secret
* Maybe encoded on the back of an ID card?
 Maybe encoded on your glass, door hgndle, ...
e Sharing between multiple systems?

* Revocation is difficult (impossible?)

* Sorry, your iris has been compromised, please create a new one...
* Physically identifying

* Soda machine to cross-reference fingerprint with DMV?

* Birthday paradox

* With false accept rate of 1 in a million, probability of false match is above
50% with only 1609 samples
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US Law and Biometrics

e Circuit splits on what 5" amendment covers.

%

* Broadly: some biometrics (e.g. face unlock) may not be protected
 Some biometrics (e.g. fingerprint) might be protected

e Passcodes are protected



Attacking Biometrics

* An adversary might try to steal biometric info

* Malicious fingerprint reader
e Consider when biometric is used to derive a cryptographic key

* Residual fingerprint on a glass

Touch ID

Security. Right at
your fingertip.

Complete /
[/
Your fingerprint is the perfect password. You
always have it with you. And no one can ever
guess what it is. Our breakthrough Touch ID
technology uses a unique fingerprint identity
sensor to make unlocking your phone easy
and secure. And with new developments in
iOS 8 and Touch ID, your fingerprint will grant
you faster access to so much more.
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Passkeys (2024ish)

* An actual, deployed, genuine password replacement
» Also a 2fa replacement!
* And a username replacement!

e Basic goals:
» Store some sort of key on user end-devices
* Use that key to login to Stuff
* Don’t allow losing the key
 Somehow make the key moving between devices Easy



Usability and Security



Importance of Usability in Security

* Why is usability important?
* People are the critical element of any computer system
* People are the reason computers exist in the first place

* Even ifitis possible for a system to protect against an adversary, people
may use the system in other, less secure ways

* How often have you been frustrated by a security measure and
wanted it to turn off?

 Or never turned on

AN

\ AN



Usable Security Roadmap

e 2 case studies
 HTTPS indicators + SSL warnings — Done in section, will summarize

* Phishing/etc “)"
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Case Study #1: Phishing

* Design question: How do you help users avoid falling for phishing
sites?



A Typical Phishing Page

E PayPal - Welcome

5/14/2025

w o oG L htip:/fwww.ipaypal . szm.sklogin.html

q - MNajit dalsi # Hias | Autorsky mad

| = |G =] 4[]

~ | |VEechny obrazky _|'Ffizplsobit Sifce @J‘ 100% ||

[Pl | Weird URL
http instead of https

Welcome

Member Log-In Forget vour email address? .
9 Forgot wvour password? Join PayPal Today
MNow Owver
Email Address 100 millien accounts Learn more about
v/ BavPal Worldwide
Passward Log In I° Sign Up Now! |

Your Financial Information

PayPal. Privacy is built in. Learn rmore

Text To Buy
X-Men 2
Buyers eBay Sellers Merchants for only 5%
Buy How
Send money to anyone Free eBay tools make Accept credit cards on
fmth an ema_ll address selling easier. your website using PayPal Mobile
in 55 countries and PayPal.
. Learn more
regions. PayPal works hard to

help protect sellers.

withouSharin g

Compare our solutions

-~

Bign Up | Log In | Help

Auction Tools

PavPal is free for
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Safe to Type Your Password?

@ Bank of the West | - Mozilla Firefox // EEIXE)
(
File Edit View History Bookmarks Tod :
- c X "ﬁBankoftheWest(US) /www.bankofthewest.com OW/home e ' Google P]
e

BAN K’I“)}P{‘EWESTm Home~ || Search oY

Signinv Have a question? Contact Us.
PERSONAL SMALL BUSINESS COMMERCIAL

elTimeBanker

C e

Products & Services Achieve Your Goals  Bank Online

Checking . Buyahome ¢ Apply for an account online

Savings & CDs Buy a new car . Learn about online banking Where db SERRY MYEE Rt
Credit Cards ¢ Save for college - Enroll in eTimeBanker Alsrie i, .
Loans - Maximize home equity

Wealth Management & Trust Consolidate debt

Insurance ¢ Try our financial calculators

See all our Personal banking pfoducts »
Done
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Safe to Type Your Password?

@ Bank of the West Phishing Page - Mozilla Firefox

File Edit View History Bookmarks Tools Help

@ - [/_'m)ogin > -| |[Q-] Google P
v
Bank of the West

Gives me you pas Swirds!

User name:

Password:
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Safe to Type Your Password?

5/14

/2025

File Edit View Histo

Vv Tools Hel
@—. c ‘ «//www.bankofthevvest.com

thEWEE-t n:n:nrne

thewest.com/



Safe to Tvpe Your Password?

& Mozilla Firefox

File Edit View History Bookma

= :
@j'.fv - c x http://attacker.com/ > / Google ,0|

File Edit View History Bo

Products & Services

Checking

Savings & CDs

Credit Cards

Loans

Wealth Management & Trust
Insurance

@ Bank of the West | - M8 irefox = | B ]

O ¢ CNEETDCE oD
BANK$:WEST <2

PERSONAL SMALL BUSINESS

See all our Personal banking produ

arks Tools Help

Home

Search

Signin v : Have a question? Con

COMMERCIAL

 Achieve Your Goals . Online elimeBanker

Buy a home

Buy a new car
Save for college
Maximize home g
Consolidate 4
Try our fig

8l calculators

Done

5/14/2025
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Phishing Warnings (2008

YU

g UK Events : Event registration - Windows

ore|

|§]j§_. Chlsers\Tim\Docurr = | '@,‘ Suspicious . | *+ | X | | Live Se

File Edit

W

I\@I Suspicious website

This might be a phishing website,

Phishing websites impersonate trustworthy
websites for the purpose of cbtaining

persenal or financial infermation.

Microsoft recommends that you do
any of your information to such web

X

/= Reported Phishing Website: Navigation §
) v |8 htoi/207.68. %5, 170 contosojer

@ P 58. 8= x| @as @

.. . J ) Thisisa reported phishil
Report whether or not this is a phishif ¥
httpy//207.68,169.170/contoso

website,

What is Phishing Filter?

Explorer has deterrmant

sites and attempt to tfick

Microsoft Architect Insiaht Coj

5/14/2025

Passive (IE)

We recommend that you close this webpage and do not continue to this website.

Reported Web Forgery!

This web site at www.mozilla.com has been reported as a web forgery
and has been blocked based on your security preferences.

Web forgeries are designed to trick you into revealing personal or financial
information by imitating sources you may trust.

Entering any information on this web page may result in identity theft or
other fraud.

Why was this site blocked?

Ignore this warming

Active (Firefox)

@ Intemet O 00% v

Active (IE)
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[Egelman et al.]

Active vs. Passive Warnings

e Active warnings significant fective

 Active (IE): 95% clicked, 459
e Active (Firefox): 100% clicke

— /\(

‘g UK Events : Event registration - Windows orel
|§ﬁ§_, ChUsers\Tim\Docurr + | '@' Suspicious ... | 4 ‘ X | | SR f Reorted Web Fore!
X G'\v B ht/[207.68. 565, 170 contoso jervod _suth hind B
@ suspicious website ~ 2 = This web site at www.mozilla.com has been reported as a web forge
o « 2 - n-8 5 P gery
4 - i W % 2e @R x| @as. Bves. @wec. Momsli » R Page :
s and has been blocked based on your security preferences.

This might be a phishing website,

Phishing websites impersonate trustworthy
websites for the purpose of obtaining your
persenal or financial information.

Web forgeries are designed to trick you into revealing personal or financial
information by imitating sources you may trust.

Entering any information on this web page may result in identity theft or
other fraud.

Microsoft recommends that you do not give
any of your information to such websites,

Report whether or not this is a phishing & S Aoty
website, eren © . Continue to this websit
Ignore this warning
What is Phishing Filter? @ More informatio

ht Cenfer

Microsoft Architect Insiaht Conference

Passive (IE) Active (IE) Active (Firefox)
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Modern anti-phishing

* Largely driven by Google Safe Browsing

* Browser sends 32-bit prefix of hash(url)
* API says: good or bad /\\

e Also Microsoft SafeScreen

* E.g. for Edge /Y



Modern warnings

testsafebrowsing.appspot.com

A

Deceptive site ahead

Attackers on testsafebrowsing.appspot.com may trick you into doing something
dangerous like installing software or revealing your personal information (for example,

passwords, phone numbers, or credit cards). Learn more

Back to safety




Deceptive site ahead

Firefox blocked this page because it may trick you into doing something dangerous like installing software or

revealing personal information like passwords or credit cards.

Advisory provided by
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5/14/2025

A

The page ahead may try to charge you money

These charges could be one-time or recurring and may not be obvious.

‘ Proceed ’

Fall2024
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The site ahead contains malware

Attackers currently on testsafebrowsing.appspot.com might attempt to install
dangerous programs on your computer that steal or delete your information (for example,

photos, passwords, messages, and credit cards). Learn more

Details Back to SafEty ® O3 Inspector Console [ Debugger T Network {3} Style Editor () Performance 4 Memory [E] Storag

@ Y Filter Output

A This page is in Quirks Mode. Page layout may be impacted. For Standards Mode use “<!DOCTYPE html>*. [Learn More]

A The resource at “https://testsafebrowsing.appspot.com/s/bad_assets/Large.png” was blocked by Safe Browsing.
P GET https://testsafebrowsing.appspot.com/favicon.ico

»
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Does anything stand out?

* Gradescope:

 Why would Firefox, Edge, and Chrome choose different warning
designs?

e )
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Does anything stand out?

* Gradescope:

 Why would Firefox, Edge, and Chrome choose different warning
designs?

e )
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What makes security features usable?



Case Study #2: The Lock Icon

@ Secure https://mail.google.com/mail/u/O/#inbox

* Goal: identify secure connection
» SSL/TLS is being used between client and server to protect
against active network attacker

* Lock icon should only be shown when the page is
secure against network attacker
* Semantics subtle and not widely understood by users
 Whose certificate is it??
* Problem in user interface design
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[Moxie Marlinspike]

Will You Notice?

, » LG v : L3
e ais i s aa
ookmarks Tools Help Bogkrrerke.Tools Help
, — , N
*§ | http://www.google.com/accounts/Servic | &  httpy .google.com/faccounts/S

Clever favicon inserted
by network attacker
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Newer Versions of Chrome
c. 2017

@ Secure https://mail.google.com/mail/u/O/#inbox

2022

@ mail.google.com/mail/u/O/#inbox

A Not secure | http-password.badssl.com

A Not secure | https://self-signed.badssl.com

2023/2024

25 example.com

example.com X

@ Connection is secure k
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Today’s warnings (2022)



Deprecated encryption schemes

B Secure Connection Failed

An error occurred during a connection to rc4.badssl.com. Cannot communicate securely with peer: no common

encryption algorithm(s).

. . ; . .
This site can’t provide a secure connection Error code: SSLERROR_NO. CYPHER OVERLAP
rcd.badssl.com uses an unsupported protocol. ] ) B )
e The page you are trying to view cannot be shown because the authenticity of the received data could not be
verified.

ERR_SSL_VERSION_OR_CIPHER_MISMATCH
¢ Please contact the website owners to inform them of this problem.

Learn more...

Try Again

43
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Expired certificates

Your connection is not private

Attackers might be trying to steal your information from expired.badssl.com (for

example, passwords, messages, or credit cards). Learn more

NET::ERR_CERT_DATE_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

Back to safety

5/14/2025
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Warning: Potential Security Risk Ahead

Firefox detected an issue and did not continue to expired.badssl.com. The website is either misconfigured or your
computer clock is set to the wrong time.

It's likely the website's certificate is expired, which prevents Firefox from connecting securely. If you visit this site,
attackers could try to steal information like your passwords, emails, or credit card details.

What can you do about it?

Your computer clock is set to 12/7/2022. Make sure your computer is set to the correct date, time, and time zone in
your system settings, and then refresh expired.badssl.com.

If your clock is already set to the right time, the website is likely misconfigured, and there is nothing you can do to
resolve the issue. You can notify the website’s administrator about the problem.

Learn more...

Go Back (Recommended) Advanced...
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Self-signed certificates

A

Your connection is not private

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to self-signed.badssl.com. If you visit this site,
Attackers might be trying to steal your information from self-signed.badssl.com (for attackers could try to steal information like your passwords, emails, or credit card details.

example, passwords, messages, or credit cards). Learn more

Learn more...
NET:ERR_CERT_AUTHORITY_INVALID

Go Back (Recommended) Advanced...

Q To get Chrome's highest level of security, turn on enhanced protection
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Untrusted Root certificate

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to untrusted-root.badssl.com. If you visit this site,
attackers could try to steal information like your passwords, emails, or credit card details.

Your connection is not private

Attackers might be trying to steal your information from untrusted-root.badssl.com (for What can you do about it?

example, passwords, messages, or credit cards). Learn more The issue is most likely with the website, and there is nothing you can do to resolve it.

NET:ERR_CERT_AUTHORITY_INVALID If you are on a corporate network or using anti-virus software, you can reach out to the support teams for assistance.
You can also notify the website's administrator about the problem.

Learn more...

Q To get Chrome's highest level of security, turn on enhanced protection

Go Back (Recommended) Advanced...

Back to safety
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