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Career Panel May 21st 4-5pm, Room GC ;™
Gates S A

Join us for an engaging panel of Allen School Alumni, presenting on
working in tech for companies beyond the ‘usual suspects: i.e. Microsoft,
Google, etc’ (Edstem Post:
https://edstem.org/us/courses/488/discussion/4918007)

e Please RSVP if you're interested so you can let us know initial questions you want to see
addressed. This will not be recorded so you do need to attend in person for this event.
e Panelists:
o  Erin Peach with Kraken, Software Engineer, BSMS and ugrad at Allen School,
previously worked at Code.org and Obama Foundation (two non profits
o  Han Sarayli: Soft Dev Manager Blue Crew, previously at Zulily, Bellevue College
Transfer Student, Allen School Ugrad
o  David Dawson: Co Founder and Head of Engineering, Ridwell, previously at Spruce
Up, Inc and ShareGrid, Allen School Ugrad

PAUL G. ALLEN SCHOOL

OF COMPUTER SCIENCE & ENGINEERING



https://forms.gle/ffJip5WhnTiGgqSV9
https://www.linkedin.com/in/erinpeach/
http://code.org/
http://code.org/
https://www.linkedin.com/in/murathan-sarayli/
https://www.linkedin.com/in/daws23/

Logistics

* Final Project Part A due Wednesday
* Make sure your patch passes the gradescope autograder
* Think about what your patch does with valid and invalid Host: headers

* Consider what the range of valid Host: headers is
* Note: you don’t need to make tinyserv better than it was, just prevent exploitation

* Please make your forks private!

« Double-check your patch: it is a human-readable file
 We had a ton of groups with incorrect lab1lb handins



Location Hidden Service

* Goal: deploy a server on the Internet that anyone can connect to
without knowing where it is or who runs it

* Accessible from anywhere
e Resistant to censorship
e Can survive a full-blown DoS attack

* Resistant to physical attack
e Can’t find the physical server!
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Creating a Location Hidden Server

Client obtains service
descriptor and intro point
address from directory
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Server creates circuits
To “introduction points”

Server gives intro points’
descriptors and addresses
to service lookup directory




Using a Location Hidden Server

Client creates a circuit Rendezvous point
to a “rendezvous point” splices the circuits
from client & server

\ﬁ
Rendezvousy

If server chooses to talk to client,
connect to rendezvous point

Client sends address of the
rendezvous point and any
authorization, if needed, to
server through intro point

Client
Alice

Introduction
Points
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Issues and Notes of Caution

* Passive traffic analysis
* Infer from network traffic who is talking to whom
* To hide your traffic, must carry other people’s traffic!

* Active traffic analysis
* |nject packets or put a timing signature on packet flow

 Compromise of network nodes
e Attacker may compromise some routers
* Powerful adversaries may compromise “too many”
* |t is not obvious which nodes have been compromised
* Attacker may be passively logging traffic

* Better not to trust any individual router
* Assume that some fraction of routers is good, don’t know which
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Issues and Notes of Caution

* Tor isn’t completely effective by itself
* Tracking cookies, fingerprinting, etc.
* Exit nodes can see everything!

Client
Initiator
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Issues and Notes of Caution

* The simple act of using Tor could make one a target for additional
surveillance

* Hosting an exit node could result in illegal activity coming from your
machine

* Tor not designed to protect against adversaries with the capabilities
of a state (public statement by designers, at least in the past)

5/17/2024 CSE 484 - Spring 2024



Aside -- HDCP



Problem: People like copying movies!

 Solution: DRM (Digital Rights Management)
* DVD players, Streaming service plugins, etc
* Encrypt video in-transit, decrypt on device



Problem: People like copying movies!

 Solution: DRM (Digital Rights Management)
* DVD players, Streaming service plugins, etc
* Encrypt video in-transit, decrypt on device

* Problem: The analog hole — You have to display the context
eventually



Problem: Analog Hole

* Solution: ... The same thing again — DRM
 HDCP -- High-bandwidth Digital Content Protection
* Encrypt data on the wire between the computer output and the monitor

 Just need to have a trusted chip on the sender (output) and the receiver
(display)



Problem: Wait...



Usability and Security



Importance of Usability in Security

Why is usability important?
People are the critical element of any computer system
People are the reason computers exist in the first place

Even if it is possible for a system to protect against an adversary,
people may use the system in other, less secure ways
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Usable Security Roadmap

2 case studies

HTTPS indicators + SSL warnings — Done in section, will summarize
Phishing

Step back: root causes of usability problems, and how to address

5/17/2024 CSE 484 - Spring 2024
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The Lock Icon

@ Secure https://mail.google.com/mail/u/O/#inbox

Goal: identify secure connection
SSL/TLS is being used between client and server to
protect against active network attacker

Lock icon should only be shown when the page is
secure against network attacker
Semantics subtle and not widely understood by users
Whose certificate is it??
Problem in user interface design
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[Moxie Marlinspike]

Will You Notice?

'.L..é‘ .L

{3
. e am : i e
ookmarks Tools Help Bogkerraris.Tools Help
— N
*§ | http://www.google.com/accounts/Servic: | &3 | httpyy .google.com/faccounts/S

Clever favicon inserted
by network attacker
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Newer Versions of Chrome
c. 2017

@ Secure https://mail.google.com/mail/u/O/#inbox

2022

@ mail.google.com/mail/u/O/#inbox

A Not secure | http-password.badssl.com

A Not secure | https://self-signed.badssl.com

2023/2024

25 example.com

example.com X

@ Connection is secure k
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Today’s warnings (2022)



Deprecated encryption schemes

B Secure Connection Failed

An error occurred during a connection to rc4.badssl.com. Cannot communicate securely with peer: no common

encryption algorithm(s).

. . ; . .
This site can’t provide a secure connection Error code: SSLERROR_NO. CYPHER OVERLAP
rcd.badssl.com uses an unsupported protocol. ] ) B )
e The page you are trying to view cannot be shown because the authenticity of the received data could not be
verified.

ERR_SSL_VERSION_OR_CIPHER_MISMATCH
¢ Please contact the website owners to inform them of this problem.

Learn more...

Try Again

22
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Expired certificates

Your connection is not private

Attackers might be trying to steal your information from expired.badssl.com (for

example, passwords, messages, or credit cards). Learn more

NET::ERR_CERT_DATE_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

Back to safety

5/17/2024
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Warning: Potential Security Risk Ahead

Firefox detected an issue and did not continue to expired.badssl.com. The website is either misconfigured or your
computer clock is set to the wrong time.

It's likely the website's certificate is expired, which prevents Firefox from connecting securely. If you visit this site,
attackers could try to steal information like your passwords, emails, or credit card details.

What can you do about it?

Your computer clock is set to 12/7/2022. Make sure your computer is set to the correct date, time, and time zone in
your system settings, and then refresh expired.badssl.com.

If your clock is already set to the right time, the website is likely misconfigured, and there is nothing you can do to
resolve the issue. You can notify the website’s administrator about the problem.

Learn more...

Go Back (Recommended) Advanced...
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Self-signed certificates

A

Your connection is not private

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to self-signed.badssl.com. If you visit this site,
Attackers might be trying to steal your information from self-signed.badssl.com (for attackers could try to steal information like your passwords, emails, or credit card details.

example, passwords, messages, or credit cards). Learn more

Learn more...
NET:ERR_CERT_AUTHORITY_INVALID

Go Back (Recommended) Advanced...

Q To get Chrome's highest level of security, turn on enhanced protection

5/17/2024 CSE 484 - Spring 2024 24



Untrusted Root certificate

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to untrusted-root.badssl.com. If you visit this site,
attackers could try to steal information like your passwords, emails, or credit card details.

Your connection is not private

Attackers might be trying to steal your information from untrusted-root.badssl.com (for

example, passwords, messages, or credit cards). Learn more

What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve it.
NET:ERR_CERT_AUTHORITY_INVALID If you are on a corporate network or using anti-virus software, you can reach out to the support teams for assistance.
You can also notify the website's administrator about the problem.

Learn more...

Q T get Chrome's highest level of security, turn on enhanced protection

Go Back (Recommended) Advanced...

Back to safety

5/17/2024
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Case Study #2: Phishing

. Design question: How do you help users avoid falling for phishing
sites?



A Typical Phishing Page

E PayPal - Welcome

|| hittp:/fwww.ipaypal.szm. skflogin. hitml

q - MNajit dalsi # Hias

IlPayPalj Weird URL
— http instead

of http

Forget vour email address?

Member Log-In
9 Forgot wvour password?

Join PayPal Today

. MNow Owver
Email Address 100 million accounts
Paz=word Log In I'° Sign Up Now! |

Your Financial Information

withouSharin g

Buyers eBay Sellers Merchants

Send money to anyone Free eBay tools make Accept credit cards on
with an email address selling easier. your website using
in 55 countries and PayPal.

regions. PayPal works hard to
help protect sellers.

Compare our solutions
to marchant accounts

PavPal is free for
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PayPal. Privacy is built in. Learn rmore

Luii

Bign Up | Log In | Help

Auction Tools

Learn more about
PavPal Worldwide

Text To Buy
X-Men 2
for only $K§-98

Buy How

PayPal Mobile

Learn more

What'c Mawr

| Autorsky mod = K |VEechny obrazky i+ Pfizpsobit Sifce @J.~ 100% |-

-~
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Safe to Type Your Password?

@& Bank of the West | - Mozilla Firefox

File Edit View History Bookmarks Tools Help

Cs-v - c X ﬁ GEL SR Gial i a s Ehttp '/ www.bankofthewest.com/JOW/home
e

Signinv : Have a question? Contact Us.

PERSONAL SMALL BUSINESS COMMERCIAL

Products & Services Achieve Your Goals  Bank Online

Checking . Buyahome Apply for an account online
Savings & CDs Buy a new car Learn about online banking
Credit Cards ¢ Save for college Enroll in eTimeBanker
Loans - Maximize home equity

Wealth Management & Trust | Consolidate debt

Insurance - Try our financial calculators

See all our Personal banking products »

BANKS:WEST 8. s ==

Where do | enter my password?
Alternate Login

Done
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Safe to Type Your Password?

@ Bank of the West Phishing Page - Mozilla Firefox E@ﬁ

File Edit View History Bookmarks Tools Help

@ - c | htti:.-".-"attacker.mm)ngin > *| |*|G:-:-;:'5 )3|
S ——
Bank of the West

Gives me you pas Swirds!

User name:

Password:
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Safe to Type Your Password?

5/1

7/2024

File Edit View Histo

Vv Tools Hel
@—v c ‘ «//www.bankofthevvest.com

thEWEE-t n:n:nrne

thewest.com/



Safe to Tvpe Your Password?

5/17/2024

@ Mozilla Firefox =] G

File Edit View History Bookmarks Tools Help

—
@wlq - c X< http://attacker.com/) 2> 'J |' Gi

@ Bank of the West | - M8 irefox = | B ]

File Edit View History Bo arks Tools Help

B ¢ <GP TP oo
BANK$:WEST <2

Home rch

oEa

Signin v : Have a question? Con Find us

PERSONAL SMALL BUSINESS COMMERCIAL

Products & Services  Achieve Your Goals ” Online elimeBanker
Checking . Buyahome

Savings & CDs . Buyanew car

Credit Cards . Save for college

Loans . Maximize home g

Wealth Management & Trust : Consolidate g

Insurance : Try our fig al calculators

See all our Personal banking produ
Done

likely to T&ll victim to 1
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Phishing Warnings (2008)

g UK Events : Event registration - Windows orel
l\:./} u |§]j§_. ChUsers\Tim\Docurr | '@,‘ Suspicious . | *+ | A | | Live Se Reported Web Forgery!
g ] _ )l Te——
File Edit # 1 . 0
; |\@| Suspicious website This web site at www.mozilla.com has beer_l reported as a web forgery
I o ; and has been blocked based on your security preferences.

This might be a phishing website,

Web forgeries are designed to trick you into revealing personal or financial

Phishing websites impersonate trustworthy information by imitating sources you may trust.

websites for the purpose of cbtaining

. - e X /> Reported Phishing Website: Navigation §
persenal or financial infermation.

@7‘\' v | htepf207.68. 155. 170 contoso fer

Microsoft recommends thatyoudo | © & 55 . @=. x @uw. @

any of your information to such web Why was this site blocked?

- . J ] This is a reported phishil
Report whether or not this is a phishif ¥

website, ttp//207.68.169.170/contoso

Entering any information on this web page may result in identity theft or
other fraud.

Ignore this warni

What is Phishing Filter?

Active (Firefox)

Microsoft Architect Insiaht Coj

Passive (IE)

@ Intemet H 100% v

Active (IE)
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[Egelman et al.]

Active vs. Passive Warnings

. Active warnings significantly more effective
« Passive (IE): 100% clicked, 90% phished
« Active (IE): 95% clicked, 45% phished
« Active (Firefox): 100% clicked, 0% phished

‘g UK Events : Event registration - Windows orel

|§ﬁ§_, ChUsers\Tim\Docurr + | '@' Suspicious ... | 4 ‘ X | | SR

Reported Web Forgery!
e X G'\v B ntw://207.58. 155. 170 contoso jerrol_suth. i v |1 Phshng Webate | K83 1< || . . )
l\\al Suspicious website R R = This web site at www.mozilla.com has been reported as a web forgery
= - i @ - 2e @R x| @as. Bves. @wec. Momsli » ‘2~ B - mm - [Teege N
s and has been blocked based on your security preferences.
This might be a phishing website, g|
his is a reported phi
Phishing websites impersonate trustworthy i e

Web forgeries are designed to trick you into revealing personal or financial

websites for the purpose of obtaining your information by imitating sources you may trust.

persenal or financial information.

Entering any information on this web page may result in identity theft or
other fraud.

Microsoft recommends that you do not give

any of your information to such websites, end that you close this webpage and do not continue to this website.

Why was this site blocked?

Report whether or not this is a phishing i e
website. eren & Continue to this we

Ignore this warning
What is Phishing Filter?

ht Cenfer

Microsoft Architect Insiaht Conference

é Intemet 00 -

Passive (IE) Active (IE) Active (Firefox)
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Modern anti-phishing

Largely driven by Google Safe Browsing
Browser sends 32-bit prefix of hash(url)
- APl says: good or bad

. (Also Microsoft SafeScreen)



Modern warnings

testsafebrowsing.appspot.com

A

Deceptive site ahead

Attackers on testsafebrowsing.appspot.com may trick you into doing something
dangerous like installing software or revealing your personal information (for example,

passwords, phone numbers, or credit cards). Learn more

Back to safety




Deceptive site ahead

Firefox blocked this page because it may trick you into doing something dangerous like installing software or

revealing personal information like passwords or credit cards.

Advisory provided by

CSE 484 - Spring 2024
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A

The page ahead may try to charge you money

These charges could be one-time or recurring and may not be obvious.

‘ Proceed ’

ring 2024
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The site ahead contains malware

Attackers currently on testsafebrowsing.appspot.com might attempt to install
dangerous programs on your computer that steal or delete your information (for example,

photos, passwords, messages, and credit cards). Learn more

Details Back to SafEty ® O3 Inspector Console [ Debugger T Network {3} Style Editor () Performance 4 Memory [E] Storag

@ Y Filter Output

A This page is in Quirks Mode. Page layout may be impacted. For Standards Mode use “<!DOCTYPE html>*. [Learn More]

A The resource at “https://testsafebrowsing.appspot.com/s/bad_assets/Large.png” was blocked by Safe Browsing.
P GET https://testsafebrowsing.appspot.com/favicon.ico

»
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Which warning is ‘better’?

. For user security?

- For user agency?

. For user understanding?
- For... what?



