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Logistics
* HW3 due Wednesday

* HW2 grades released

* Final project will be covered Monday and released



Why does 2FA (sometimes) work?

 Stops phishing, when it is hardware token

e Doesn’t when it is SMS ®



https://security.googleblog.com/2019/05/new-research-how-effective-is-basic.html

Secondary Factors Do Help!
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Both device- and knowledge-based challenges help thwart automated bots, while device-based challenges help

thwart phishing and even targeted attacks.
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https://security.googleblog.com/2019/05/new-research-how-effective-is-basic.html

Hardware 2FA tokens (U2F/FIDO)
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Graphical Passwords

* Many variants... one example: Passfaces
* Assumption: easy to recall faces
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Graphical Passwords

* Another varia

* Problem: users choose predictable points/lines
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Unlock Patterns

v & dx T il 95 @ 1:29PM

TS

* Problems:
Thu, August 16

Son, ry agein * Predictable patterns (familiar
Sahala 34°C
PartyCloudy AL o/ pattern by now)

* Smear patterns

SW 26knvh —

 Side channels: apps can use
accelerometer and gyroscope to
extract pattern!

- Emergenc
No SIM card \‘ & c\; |
v cal

5/10/2024 CSE 484 - Spring 2024



What About Biometrics?

e Authentication: What you are

* Unique identifying characteristics to authenticate user or create
credentials
* Biological and physiological: Fingerprints, iris scan
* Behaviors characteristics - how perform actions: Handwriting, typing, gait
* Advantages:
* Nothing to remember
* Passive

e Can’t share (generally)
* With perfect accuracy, could be fairly unique
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What are reasons to use/not use biometrics?



Issues with Biometrics

* Private, but not secret
* Maybe encoded on the back of an ID card?
 Maybe encoded on your glass, door handle, ...
e Sharing between multiple systems?

* Revocation is difficult (impossible?)

* Sorry, your iris has been compromised, please create a new one...
* Physically identifying

* Soda machine to cross-reference fingerprint with DMV?

* Birthday paradox

* With false accept rate of 1 in a million, probability of false match is above
50% with only 1609 samples
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Attacking Biometrics

* An adversary might try to steal biometric info

* Malicious fingerprint reader
e Consider when biometric is used to derive a cryptographic key

* Residual fingerprint on a glass

Touch ID

Security. Right at
your fingertip.

Complete /
[/
Your fingerprint is the perfect password. You
always have it with you. And no one can ever
guess what it is. Our breakthrough Touch ID
technology uses a unique fingerprint identity
sensor to make unlocking your phone easy
and secure. And with new developments in
iOS 8 and Touch ID, your fingerprint will grant
you faster access to so much more.
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Passkeys (2023)

* An actual, deployed, genuine password replacement
» Also a 2fa replacement!
* And a username replacement!

e Basic goals:
» Store some sort of key on user end-devices
* Use that key to login to Stuff
* Don’t allow losing the key
 Somehow make the key moving between devices Easy



Privacy and web tracking



A topic in flux

* Tracking via cookies
* Tracking via other methods

* Fingerprinting



Ads That Follow You

5/10/2024

SN o

kwebsite analytics, and personalized content.

VIDEO POLITICS SPORTS @ The Onion The Onion
3 YouTube [ETES 3,330,523 % Follow @TheOnion
the ONION B4tk prreaF

8006 / Converse Chuck Taylor® , x

C' [ www.zappos.com/converse-chuck-taylor-all-star-core-ox-black

Order before 1pom PST for FREE Next Business Day shipping on all Clo

(ald)
} e mC\‘\Ecom Breaking Ne

Advertisers (and others) track your browsing
behaviors for the purposes of targeted ads,

N

the -
sssss

T i y -7 % )
Click to play ’P \4 suspect had a run-in with another

moviegoer, prosecutors say. FULL

HHHHH

STORY

VVVVV

Why am | seeing this ad? Learn more

CSE 484 - Spring 2024



Third-Party Web Tracking

Browsing profile for user

Ao 123
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These ads allow criteo.com to link your visits

between sites, even if you never click on the
ads.
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Gradescope

* Do you take any particular precautions about tracking?
* For web browsing?
* Phone apps?
* Phone tracking?

* Why do you take or not take those actions?
* Any you would like to but don’t?
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visit martechmap.com to search, sort & filter




6,521% growth 2011 to 2022
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https://chiefmartec.com/2022/05/marketing-technology-landscape-2022-search-9932-solutions-on-martechmap-com/
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Concerns About Privacy

@he Washington Post

Democracy Dies in Darkness

TECH HelpDesk Artificial Intelligence  Internet Culture  Space  Tech Policy

House, Senate leaders nearing deal on
landmark online privacy bill

The expected agreement vaults Congress closer to legislation that lawmakers have sought for decades

@ By Cristiano Lima-Strong

April 5, 2024 at 7:26 p.m. EDT

Track mechanism that would give users control over how much of their data

m 1‘1‘1[[3}', WO DIUS We'e INr'oduced 1m v 351‘111‘15[[31‘1 m suppm'[ oT a Do Not als
identifies her ag

The file consisty .
101

was collected by advertisers and other online companies.

By JENNIFER VALENTINO-DEVRIES,
JEREMY SINGER-VINE and ASHKAN SOLTANI

December 24, 2012
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First and Third Parties

* First-party cookie: belongs to top-level domain.

* Third-party cookie: belongs to domain of embedded content (such as
image, iframe).

800 bar.com x

= C |9 bar.com

www.bar.com’s ——>| Bar’s Server
www.bar.com ——— T cookie (1% party)

www.foo.com’s
cookie (3" party)

www.foo.com Foo’s Server
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http://www.foo.com/

Anonymous Tracking

Trackers included in other sites use third-party cookies containing unique
identifiers to create browsing profiles.

...............................................................

s (2 the ONION . cookie: id=789 |

. user 789:
: . theonion.com, cnn.com,
" cookie:id=7e9 | adult-site.com, ...

................................................................

o
\
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Basic Tracking Mechanisms

* Tracking requires:
(1) re-identifying a user.
(2) communicating id + visited site back to tracker.

= Hypertext Transfer Protocol
[+ GET /pixel/p-3auddIeupdZeY.gif?labels=InvisibleBox&busty=2710 HTTP/L1. 1\ ryn
Connection: keep-alive\ryn
Accept: image/webp,*/%;q=0.8\r\n
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10 9 2} AppleWebKit/537.36

Referer: http://www.theonion.com/%r\n

Accept-Encoding: gzip,deflate, sdchhyrin
Accept Language en-Us,en;q=0.8%r\n
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Tracking Technologies

* HTTP Cookies * Flash cookies
e HTTP Auth * Silverlight storage
* HTTP Etags * TLS session ID & resume
* Content cache * Browsing history
* |IE userData  window.name
e HTMLS5 protocol and content ® HTTP STS
handlers e DNS cache

* HTMLS storage

 “Zombie” cookies that respawn
(http://samy.pl/evercookie)

5/10/2024 CSE 484 - Spring 2024


http://samy.pl/evercookie

Other Trackers?

8006 y @The Onion - America's Fir % |

&« C' [ www.theonion.com/?ref=auto

Why am | seeing this ad?
Learn more |

&

It's snowing today and Abundant ®
9 2 2 Life Christian Academy is the only t e %A
&= Zes. one with the balls to stay open America’s Finest News Source AY.CLUB  Youlil)

VIDEO POLITICS

the ONION the ONION

SPORTS @ The Onion The Onion
3 YouTube [EFEX 3,330,523 % Follow @TheOnion

In 1 Like [ Be the first of your friends to like this.

Trackers

“Persona

j) ﬁ Share ¥ Tweet +1 \ Digg
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Personal Tracking

! . cookie:
@ facebook | id=franzi.roesner

@Athe NI°N® i c°°k|e:

ca's Finest News Source E id=fl'anZi roesnher i

facebook.com
g5 Like €<—

. user franzi.roesner:

. theonion.com, cnn.com,
O\-l\l ! . adult-site.com, ...

i cookie: ; :
o Like / . id=franzi.roesner i

e Tracking is not anonymous (linked to accounts).
» Users directly visit tracker’s site 2 evades some defenses.
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How has this changed over time?

 The web has existed for a while now...
- What about tracking before 20117
- What about tracking before 20097

e Solution: time travel!

5/10/2024 CSE 484 - Spring 2024



The Wayback Machine to the Rescue

http://www.cs.washington.edu/ Go

1,260 captures
210ec96-70ct16 1 u ws il » sl .L..um-lm..u s sl il i i, oo PERYY 1998

INTERNEY ARCHIVE

an overview of the department, visitor
colloquia, televised talks, what's new in
our web, construction prog of our new
building, department newsletter, and more.
course list
time

program, and the under;
and compute neering programs, final ex:

schedules, and more.

ARCH Including research project web pagt
reports and abstra “omputing R
Association, and mor

PEOPLE &
ORGANIZATIONS

organizatio:

graduating Ph.D. students, and more.
ncluding local information, desktop references,

and m

SPOTLIGHT

initiatives
° Our colloquia are now live on the MBONE

Time travel for web tracking: http://trackingexcavator.cs.washington.edu
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1996-2016: More & More Tracking

* More trackers of more types, more per site, more coverage

0.45

0.4

Coverage (of Top 500)

0.1

5/10/2024

Rise And Fall of Historical Champion Trackers

come.to
go.com
v3.com
doubleclick.net
allyes.com

207 .net
google-analytics.com
google.com
quantserve.com
scorecardresearch.com
gstatic.com

5 6 © N A BH b H o A D S O AN A A K b 6
3 o o o o o & 00 & @ 9 A A A A AT 42 A
A AL LR PP DR PP PP
Years
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Defenses to Reduce Tracking

* Do Not Track?

5/10/2024

o Send a 'Do Not Track’ reguest with your browsing traffic

Do Not Track is not a technical defense:
trackers must honor the request.
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Defenses to Reduce Tracking

* Do Not Track proposal?
* Private browsing mode?

Private browsing mode doesn’t protect
against network attackers fully.

You've gone incognito

Now you can browse privately, and other people who use this device won't see your
activity. However, downloads and bookmarks will be saved. Learn more

Chrome won't save the following information: Your activity might still be visible to:

» Your browsing history « Websites you visit
» Cookies and site data » Your employer or school
« Information entered in forms « Your internet service provider
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Defenses to Reduce Tracking

* Do Not Track proposal?

* Private browsing mode?

* Third-party cookie blocking?

5/10/2024

@00

bar.com N

€« C |9 bar.com

www.bar.com ——— ]

www.foo.com

www.bar.com’s —>
— cookie (1t party)

Bar’s Server

w m’s
coolg arty)

Foo’s Server
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3" party cookies

e Safari and FF (mostly) now block 3" party cookies
* https://webkit.org/blog/10218/full-third-party-cookie-blocking-and-more/

* https://blog.mozilla.org/blog/2019/09/03/todays-firefox-blocks-third-party-
tracking-cookies-and-cryptomining-by-default/

“By undermining the business model of many ad-supported
websites, blunt approaches to cookies encourage the use
of opaque techniques such as fingerprinting (an invasive
workaround to replace cookies), which can actually reduce
user privacy and control. We believe that we as a
community can, and must, do better.”

e Chrome...

Aug 2022: Remove 3" party cookies by 2024
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