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Announcements

* Lab 2 and Homework 3 are ongoing
* Friday: Guest lecture —in person!
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Importance of Usability in Security

* Why is usability important?
— People are the critical element of any computer system
* People are the reason computers exist in the first place ©

— Evenif it is possible for a system to protect against an adversary,
people may use the system in other, less secure ways
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Usable Security Roadmap

* 3 case studies
— HTTPS indicators + SSL warnings
— Phishing
— Password managers

* Step back: root causes of usability problems, and how to
address

CSE 484 - Fall 2024



Case Study #1: Browser HTTPS Indicators

* Design question 1: How to indicate encrypted connections to
users?

* Design question 2: How to alert the user if a site’s SSL
certificate is untrusted?
— You discussed this in section last week
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The Lock Icon

@ Secure https://mail.google.com/mail/u/O/#inbox

* Goal: identify secure connection

— SSL/TLS is being used between client and server to
protect against active network attacker

* Lockicon should only be shown when the page is
secure against network attacker
— Semantics subtle and not widely understood by users

— Whose certificate is it??
— Problem in user interface design
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[Moxie Marlinspike]

Will You Notice?

s~ A e A A R e L%“ i A B A A A 2 Ltﬁ:‘u
ookmarks Tools Help :

I!" ] http://www.google.com/accounts/Servici

Clever favicon inserted
by network attacker

CSE 484 - Fall 2024



Do These Indicators Help? (2007)

* “The Emperor’s New Security Indicators”
— http://www.usablesecurity.org/emperor/emperor.pdf

Group

Score | First chose not to enter password... 1 2 3 1U2 Total

upon noticing HTTPS absent

after site-authentication image removed
2 after warning page 847% | 529% | 12 55% | 13 37% || 25 44%
3 never (always logged in) 1053% | 12 71% | 8 36% | 22 63% || 30 53%

Total | 18 17 22 35 57
Lesson:

Users don’t notice the absence of indicators!
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http://www.usablesecurity.org/emperor/emperor.pdf

Newer Versions of Chrome

C. 2017

@ Secure https://mail.google.com/mail/u/O/#inbox

2023 2024
@ mail.google.com/mail/u/1/#inbox 2% mail.google.com/mail/u/1/#inbox
A Not Secure | hitps://revoked.badssl.com © Not Secure hitps://revoked.badssl.com

Secure has become the invisible default.
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Case Study #1: Browser HTTPS Indicators

* Design question 1: How to indicate encrypted connections to
users?

* Design question 2: How to alert the user if a site’s SSL

certificate is untrusted? A
— You discussed this in section last week
Your connection is not private
— Recall: Opinionated design tackers might b tin f il your formation ro rvoked badssl.com (o

example, passwords, messages, or credit cards). Learn more

Q To get Chrome's highest level of security, turn on enhanced protection
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Challenge: Meaningful Warnings

a248.e.akamai.net

Client clock wrong

Client missing
root certificate

Anti-virus software

>
|: l
(V)
S 9000000000000
9
<
"~ | captive School or employer
portal Gov't content filter

Expired certificate

..Q......T ®

ISP adding

Certificate
mis-issuance

AOVLLY 1V3Y

Malware

State attacks

advertisements

See current designs for different conditions at https://badssl.com]/.
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https://badssl.com/

Case Study #2: Phishing

* Design question: How do you help users avoid falling
for phishing sites?
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A Typical Phishing Page

B PayPal - Welcome

| http:/fwww.ipaypal.szm.sk/login.html | = B ES
Q » Najit dalsi # Hias | Autorsky méd

~ |[E|VSechny obrézky - J+Pfizpdsobit Sifce | @ 100% v

RayPall Weird URL i Up | Log In | Help :
http instead of https

Welcome

Auction Tools

- Forgot vour email address?
Member Log-In Forgot your password? Join PayPal Today .
Now Over 4 \
Email Address 100 million accounts { Learn more about
- Y \S ‘?J PayPal Worldwide
Password Log In © Sign Up Now! —

N

Your Financial Information

Learn more

withouSharin g “ovPayPal

PayPal. Privacy is built in.

Learn more

Text To Buy
X-Men 2
Buyers eBay Sellers Merchants for only $5:98
Buy How
Send money to anyone Free eBay tools make Accept credit cards on
yvnth an ema_ll address selling easier. your website using PayPal Mobile
in 55 countries and PayPal.
R Learn more
regions. PayPal works hard to
help protect sellers. Compare our solutions

PavPal is free for to merchant accounts Wh=at'c Nowr i
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Safe to Type Your Password?

@& Bank of the West | - Mozilla Firefox

e -

File Edit View History Bookmarks Tools

Help

PERSONAL SMALL BUSINESS

Products & Services

Checking

Savings & CDs

Credit Cards

Loans

Wealth Management & Trust
Insurance

BANK#:WEST Z£3.

COMMERCIAL

Achieve Your Goals

Buy a home

Buy a new car

Save for college
Maximize home equity
Consolidate debt

Try our financial calculators

See all our Personal banking products »

B—

: Bank of the West (US) /www.bankofthewest.com OW/home

G-

oy -

Home Search

Sign in v : Have a question? Contact Us.

Bank Online

Apply for an account online
Learn about online banking
Enroll in eTimeBanker

APPIY O

Findus  ZIP code or city & state

elimeBanker

I

Where do | enter my password?

Alternate Login

-

A
& L

o

Done

A

>

—_—— G

As; A‘\r

LA "

www.bankoftest.com *
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Safe to Type Your Password?

[ O Bank of the West Phishing Page - Mozilla Firefox E@g
File Edit View History Bookmarks Tools Help
@ v c (: ‘ httﬁ/attacker.com)ogin 2> - ‘ {" Google ,O‘
v
Bank of the West
Gives me you pa5Sw0rds!
User name:
Password:
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Safe to Type Your Password?

@ 8an kfhWest|M (= E [

File Edit View Histo

Vv Tools Hel
@7v c @ .//www.bankofthevvest.com

thewezt u:n:nrm

thewest.com/

444444444444444



Safe to Type Your Password?

[ @& Mozilla Firefox E@lﬁ
File Edit View History Bookmarks Tools Help
L ———
@ - c < http://attacker.com/ > > - [.' Goog /O‘
ESIE X
Google p‘
Home Search [Apply onfine v Wi}
Sign inv : Have a question? Con, Findus ' ZIP code or city & state
PERSONAL SMALL BUSINESS COMMERCIAL
Products & Services = Achieve Your Goals eTimeBanker 8

Checking Buy a home
Savings & CDs Buy a new car
Credit Cards Save for college
Loans Maximize home g

Wealth Management & Trust

Insurance 4l calculators

See all our Personal banking produ

“Picture-in-picture attacks”

Trained users are more likely
to fall victim to this!
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Phishing Warnings (2008)

/& UK Events : Event registration - Windows ore
U Q ‘@J C\Users\Tim\Docurr v | (¥ Suspicious .. | ¥ ] X ‘ | Live Se Reported Web Forgery!

X

This web site at www.mozilla.com has been reported as a web forgery
and has been blocked based on your security preferences.

() . _
@) Suspicious website

This might be a phishing website.

Web forgeries are designed to trick you into revealing personal or financial

Phishing websites impersonate trustworthy information by imitating sources you may trust.

websites for the purpose of obtaining
personal or financial information.

/2 Reported Phishing Website: Navigation B

Entering any information on this web page may result in identity theft or
G- (e mmimres s mimme other fraud.

2

Microsoft recommends thatyoudo § @ < 52 . @r. x |[@uw. @
any of your information to such web Why was this site blocked?

.. . 3 This is a reported phishii
Report whether or not this is a phishif  *
website, 69.170/contoso

Ignore this warnii

What is Phishing Filter?

You We recommend that you close this page and do not i to this

; Active (Firefox)

Microsoft Architect Insight Co|

Passive (IE)

@ Intemet % 0% v

Active (IE)

CSE 484 - Fall 2024



[Egelman et al.]

Active vs. Passive Warnings

* Active warnings significantly more effective
— Passive (IE): 100% clicked, 90% phished
— Active (IE): 95% clicked, 45% phished
— Active (Firefox): 100% clicked, 0% phished

I '€ UK Events : Event registration - Windows rel

'jﬁL C:\Users\Tim\Docurr v I l\ij‘ Suspicious ... ‘7’ X I l Ren.

p Reported Web Forgery!

X m- B ht:/[207.68. 65, 170 contosa ervol_suth.himd v [ Prishing wiesate | K83 11 I . _ :
‘-;" Suspicious website ~ & ~o - This web site at www.mozilla.com has been reported as a web forgery
&/ v iy @ P 58 /@R. x| @uas. @ves. @wec. | Moveti » ‘2 - B - =m - [DPage -
8 and has been blocked based on your security preferences.
This might be a phishing website. 5
@ This is a reported phishing website

Web forgeries are designed to trick you into revealing personal or financial
information by imitating sources you may trust.

Phishing websites impersonate trustworthy
websites for the purpose of obtaining your

personal or financial information.
Entering any information on this web page may result in identity theft or

other fraud.

Why was this site blocked?

Microsoft recommends that you do not give
any of your information to such websites.

Report whether or not this is a phishing
website,

eren

lgnore this warning

What is Phishing Filter?
i ht Confer}

Microsoft Architect Insiaht Conference

Passive (IE) Active (IE) Active (Firefox)
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Another Idea: Site Authentication Image

/- Bank of America | Online Banking | SiteKey | Verify SiteKey - Windows Internet Explorer

2 v & https://sitekey.bankofamerica.com/sas/signonSetup.do

N/

w R ‘gBank of America | Online Banking |... [7]

= . .
Bankof America 27 Higher Standards Online Banking

Confirm that your SiteKey is correct

If you recognize your SiteKey, you'll know for sure that you
are at the valid Bank of America site. Confirming your SiteKey is
also how you'll know that it's safe to enter your Passcode and click the Sign In button.

An asterisk (*) indicates a required field.

If you don’t recognize your personalized
“SiteKey”’, don’t enter your Passcode

pelicans

1100 dontecognizs ouprsonaled Stk But... users don’t
T notice the absence
[Sign in . e |
of indicators!
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Modern Anti-Phishing

* Largely driven by Google Safe Browsing
— Browser sends 32-bit prefix of hash(url)
— API says: good or bad

S Q Deceptive site ahead

Firefox blocked this page because it may trick you into doing something dangerous like installing software or
revealing personal information like passwords or credit cards.

n Advisory provided by
Deceptive site ahead m

Attackers on testsafebrowsing.appspot.com may trick you into doing something

dangerous like installing software or revealing your personal information (for example,

passwords, phone numbers, or credit cards). Learn more

Back to safety



Case Study #3: Password Managers

* Password managers handle creating and “remembering” strong
passwords

* Potentially:
— Easier for users
— More secure

* Early examples with some usable security lessons:

— PwdHash (Usenix Security 2005) Note: The goal of these case

— Password Multiplier (WWW 2005) studies is not really about these
specific (now very dated) tools,

but to show you the process
and lessons (see also HW3!).
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PwdHash

Sign in to Gmail with your
Google Account

Username: lsomeone@gmail.com

| cannot access m accoun@@ de

@@ in front of passwords
to protect; or F2

sitePwd = Hash(pwd,domain)

Password Multiplier

Authoread For comoS402@yanoo. com

Master pasoaced: |

[] rememier password for this sessicn

Site name: | yao0o.com

| oK I [ Cancel

Activate with Alt-P or
double-click

sitePwd = Hash(username,
pwd, domain)

Prevent phishing attacks

Both solutions target simplicity and transparency.
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[Chiasson, van Oorschot, Biddle]

Usability Testing

* Are these programs usable? If not, what are the problems?
* Approaches for evaluating usability:

— Usability inspection (no users)
* Cognitive walkthroughs

* Heuristic evaluation

— User study
* Controlled experiments

* Real usage
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[Chiasson, van Oorschot, Biddle]

Task Completion Results

Success Potentially Causing Security Exposures
Dangerous Failures
Success Failure False Failed due to
Completion Previous
PwdHash
Log In 8% 0% N/A
Migrate Pwd 11% 11% N/A
Remote Login 31% 0% N/A
Update Pwd 8% 8% N/A
Second Login 4% 0% 16%
Multiplier

LogIn 8% 0% N/A
Migrate Pwd 28% 20% N/A
Remote Login N/A N/A N/A
Update Pwd 44% 28% N/A
Second Login 16% 0% 16%
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[Chiasson, van Oorschot, Biddle]

Problem: Mental Model

* Users seemed to have misaligned mental models

— Not understand that one needs to put “@@’’ before each password to be
protected.

— Think different passwords generated for each session.
— Think successful when were not.
— Not know to click in field before Alt-P.

— Don’t understand what’s happening: “Really, | don’t see how my password is
safer because of two @’s in front”
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[Chiasson, van Oorschot, Biddle]

Problem: Transparency

 Unclear to users whether actions successful or not.

— Should be obvious when plugin activated.
— Should be obvious when password protected.

* Users feel that they should be able to know their own password.
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[Chiasson, van Oorschot, Biddle]

Problem: Dangerous Errors

* Tendency to try all passwords

— A poor security choice — phishing site could collect many passwords!

— May make the use of PwdHash or Password Multiplier worse than not using
any password manager.

* Usability problem leads to security vulnerabilities.

— Theme in course: sometimes things designed to increase security can also
increase other risks
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Root Causes? How to Improve?
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Stepping Back: Root Causes?

Computer systems are complex; users lack intuition

Users in charge of managing own devices
— Unlike other complex systems, like healthcare or cars.

Hard to gauge risks
— “It won’t happen to me!”’

Annoying, awkward, difficult

Social issues
— Send encrypted emails about lunch?...
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How to Improve?

Security education and training

Hel
Ma
Ma

5

D users build accurate mental models
Ke security invisible

Ke security the least-resistance path
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Closing Thought: Different User Groups

* Not all users are the same!

* Designing for one group of users, or “generic” users, may lead to
dangerous failures or reasons that people will not use security tools

» Examples from (qualitative) research at UW:
— Journalists (most sources are not like Snowden!)

— Refugees in US (security measures may embed US cultural assumptions!)
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