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Announcements

• Where are we?
– Lab 2 due next Friday (11/15)
– Homework 3 will be out on ~Wednesday, due 11/22
– Final project will be out on 11/18, due 12/10
– Topics:

• Finishing web security, followed by a “grab bag” of topics (authentication, 
mobile platforms, usable security, anonymity, side channels, …)
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XSRF (aka CSRF): Summary
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Attack server

Server victim 

User victim

establish session

send forged request

visit serverreceive malicious page
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Q: how long do you stay logged on to Gmail?  Financial sites?
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Broader View of XSRF

• Abuse of cross-site data export
– SOP does not control data export
– Malicious webpage can initiates requests from the user’s browser 

to an honest server
– Server thinks requests are part of the established session between 

the browser and the server (automatically sends cookies)
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Login XSRF: Attacker logs you in as them!
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User logged in 
as attacker

Attacker’s account reflects user’s behavior



XSRF Defenses
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• Secret validation token

• Referer validation

<input type=hidden value=23a3af01b>

Referer: 
http://www.facebook.com/home.php
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Referer Validation

• Lenient referer checking – header is optional
• Strict referer checking – header is required
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Referer: 
http://www.facebook.com/home.php

Referer: 
http://www.evil.com/attack.html

Referer: 

ü
û
?
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Why Not Always Strict Checking?

• Why might the referer header be suppressed?
– Stripped by the organization’s network filter
– Stripped by the local machine
– Stripped by the browser for HTTPS ® HTTP transitions
– User preference in browser
– Buggy browser

• Web applications can’t afford to block these users
• Many web application frameworks include CSRF 

defenses today
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Better Idea: Add Secret Token to Forms

• “Synchronizer Token Pattern”
• Include a secret challenge token as a hidden input in forms
– Token often based on user’s session ID
– Server must verify correctness of token before executing sensitive 

operations
• Why does this work?
– Same-origin policy: attacker can’t read token out of legitimate 

forms loaded in user’s browser! 
– So: can’t create fake forms with correct token!
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<input type=hidden value=23a3af01b>
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Web App Vulnerabilities: Summary

• XSS (CSS) – cross-site scripting
– Malicious code injected into a trusted context (e.g., malicious data presented 

by an honest website interpreted as code by the user’s browser)

• SQL injection
– Malicious data sent to a website is interpreted as code in a query to the 

website’s back-end database

• XSRF (CSRF) – cross-site request forgery
– Bad website forces the user’s browser to send a request to a good website
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Stepping Back: Two Sides of Web Security

(1) Web browser
– Responsible for securely confining content presented by visited 

websites

(2) Web applications
– Online merchants, banks, blogs, Google Apps …
– Mix of server-side and client-side code

• Server-side code written in PHP, JavaScript, C++ etc.
• Client-side code written in JavaScript (… sort of)

– Many potential bugs: XSS, XSRF, SQL injection
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Review: Browser Security Model

Goal 1: Protect local system from web attacker
à Browser Sandbox

Goal 2: Protect/isolate web content from other web content
àSame Origin Policy
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Cross-Origin Communication

• Sometimes you want to do it…
• Cross-origin Resource Sharing (CORS)
– Access-Control-Allow-Origin: <list of domains>

• Unfortunately, often:
Access-Control-Allow-Origin: *

• Cross-origin client side communication
– HTML5 postMessage between frames

• Unfortunately, many bugs in how frames check sender’s origin
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What about Browser Plugins?

• Examples: Flash, Silverlight, Java, PDF reader
• Goal: enable functionality that requires transcending 

the browser sandbox
• Increases browser’s attack surface

• Good news: plugin sandboxing improving, and need for 
plugins decreasing (due to HTML5 and extensions)

CSE 484 / CSE M 584 - Fall 2024 14



Goodbye Flash
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“As of mid-October 2020, users started being prompted by Adobe to 
uninstall Flash Player on their machines since Flash-based content will 
be blocked from running in Adobe Flash Player after the EOL Date.”
https://www.adobe.com/products/flashplayer/end-of-life.html
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What about Browser Extensions?

• Most things you use today are probably extensions
• Examples: AdBlock, Ghostery, Mailvelope
• Goal: Extend the functionality of the browser

• (Chrome:) Carefully designed security model to protect from 
malicious websites
– Privilege separation: extensions consist of multiple components with well-

defined communication
– Least privilege: extensions request permissions
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What about Browser Extensions?

• But be wary of malicious extensions: not subject to the same-origin 
policy – can inject code into any webpage!

• Today: Extensions in flux – new “Manifest v3” specification from 
Google, trying to make things safer.
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Web Security Summary

• Browser security model
– Browser sandbox: isolate web from local machine
– Same origin policy: isolate web content from different domains
– Also: Isolation for plugins and extensions

• Web application security
– How (not) to build a secure website

• Next: web privacy
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Ads That Follow You

Advertisers (and others) track your browsing 
behaviors for the purposes of targeted ads, 
website analytics, and personalized content.
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Third-Party Web Tracking

These ads allow criteo.com to link your visits 
between sites, even if you never click on the ads.

Browsing profile for user 123:

cnn.com
theonion.com
adult-site.com
political-site.com
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Concerns About Privacy
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Reminder: First and Third Parties

• First-party cookie: belongs to top-level domain.
• Third-party cookie: belongs to domain of 

embedded content (such as image, iframe).

www.bar.com

www.foo.com

Bar’s Server

Foo’s Server

www.bar.com’s
cookie (1st party)

www.foo.com’s
cookie (3rd party)
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http://www.foo.com/


Cookies (etc.) Enable “Anonymous” Tracking

Trackers included in other sites use third-party cookies containing unique 
identifiers to create browsing profiles.

criteo.com
cookie: id=789

user 789: 
theonion.com, cnn.com, 
adult-site.com, …cookie: id=789
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Basic Tracking Mechanisms

• Tracking requires:
(1) re-identifying a user.
(2) communicating id + visited site back to tracker.
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Lots of Places to Store Identifiers…

• HTTP Cookies
• HTTP Auth
• HTTP Etags
• Content cache
• IE userData
• HTML5 protocol and 

content handlers
• HTML5 storage

• Flash cookies
• Silverlight storage
• TLS session ID & resume
• Browsing history
• window.name
• HTTP STS
• DNS cache

• “Zombie” cookies that respawn
(http://samy.pl/evercookie)
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You Don’t Need Identifiers: Fingerprinting

• User agent
• HTTP ACCEPT headers
• Browser plug-ins
• MIME support
• Clock skew

• Installed fonts
• Cookies enabled?
• Browser add-ons
• Screen resolution
• HTML5 canvas 

(differences in 
graphics SW/HW!)

• Etc. etc.
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https://www.amiunique.org/fingerprint
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Other Trackers?

“Personal” Trackers
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“Personal” Tracking

• Tracking is not anonymous (linked to accounts).
• Users directly visit tracker’s site à evades some defenses.

facebook.com

user franzi.roesner: 
theonion.com, cnn.com, 
adult-site.com, …cookie: 

id=franzi.roesner

cookie: 
id=franzi.roesner

cookie: 
id=franzi.roesner
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