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Announcements

* Physical security lecture: Wednesday, March 9



Begin Review Slides



RSA Signatures

* Public key is (n,e), private key is (n,d)

* To sigh message m: s = m“ mod n
e Signing & decryption are same underlying operation in RSA
* It's infeasible to compute s on m if you don’t know d

e To verify signature s on message m:

verify that s mod n=(m9)¢ mod n=m
 Just like encryption (for RSA primitive)
* Anyone who knows n and e (public key) can verify signatures produced with d
(private key)
* In practice, also need padding & hashing
* Without padding and hashing: Consider multiplying two signatures together
 Standard padding/hashing schemes exist for RSA signatures

3/4/2022 CSE 484 - Winter 2022



End Review Slides

* To sigh messagem: s =
e Supposesignm=1=2s= is 1
* Suppose sigh m foranym =2 s = is 1
e Adversary gets mand s
» Adversary computes s’ = s> mod n and m’ = m? mod n

* Adversary sends s’,m’ to receiver

e Signature s’ on m’ verifies as correct
e (s’)emod n = (s2)¢ mod n =(m92)¢ mod n = m?

» Suppose adversary receives two message-signature pairs (m1,s1), (m2,s2)?

e Thus, sign H(m), not m, where H hashes to a number between 0 and n-1

3/4/2022 CSE 484 - Winter 2022



DSS Signatures

* Digital Signature Standard (DSS)
e U.S. government standard (1991, most recent rev. 2013)

* Public key: , private key:

* Each signing operation picks a new random value, to use during signing. Security breaks if two messages are
signed with that same value.

* Security of DSS requires hardness of discrete log
 If could solve discrete logarithm problem, would extract x (private key) from g* mod p (public key)

e Again: We've discussed discrete logs modulo integers; significant advantages to
using elliptic curve groups instead.
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Post-Quantum

* If guantum computer become a reality

* It becomes much more efficient to break conventional asymmetric encryption
schemes (e.g., factoring becomes “easy”)

* For block ciphers (symmetric encryption), use 256-bit keys for 128-bits of
security

* There exists efforts to make quantum-resilient asymmetric encryption
schemes



Authenticity of Public Keys
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Problem: How does Alice know that the public key
they received is really Bob’s public key?
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Distribution of Public Keys

* Public announcement or public directory
* Risks: forgery and tampering

* Public-key certificate

 Signed statement specifying the key and identity
* sigca(“Bob”, PKg)
e Additional information often signed as well (e.g., expiration date)

e Common approach: certificate authority (CA)

 Single agency responsible for certifying public keys

* After generating a private/public key pair, user proves their identity and
I(<nf(]2|wle;1|ge of the private key to obtain CA’s certificate for the public key
offline

e Every computer is pre-configured with CA’s public key
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You encounter this every day...
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- Zmail.google.com/mail/u/0/#inbox

SSL/TLS: Encryption & authentication for connections
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SSL/TLS High Level

* SSL/TLS consists of two protocols
* Familiar pattern for key exchange protocols

* Handshake protocol

* Use public-key cryptography to establish a shared secret key between
the client and the server

* Record protocol

* Use the secret symmetric key established in the handshake protocol to
protect communication between the client and the server
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Example of a Certificate

R R
General Details  Certification Path General Details  Certification Path General Details  Certification Path
Show:  <All> o Show:  <All= e
ﬁ Certificate Information
Field Value Figld Value
This certificate is intended for the following purpose(s): ] ]
i ] DSlgnature hash algorithm sha25a Bﬁ.-'alid from Thursday, February 17, 2022 ...

*» Ensures the identity of a remote computer i

323140121 [ ssuer GTS CA 1C3, Google Trust Ser... =] valid to Thursday, May 12, 2022 2:21:...
D'u'alid from Thursday, February 17, 2022 ... BSuhject * google.com
=] valid to Thursday, May 12, 2022 2:21:... [=|Public key ECC (256 Bits)
DSul:qun:t *.google.com BF'uhIin: key parameters ECDSA_P256
DF‘ublic key ECC (256 Bits) Enhanced Key Usage Server Authentication (1.3.6....
=l Public key parameters ECDSA_P256 55| subject Key Identifier 6fc94c6ebb334f348dccs 1290. .
anhnnrpH Kav | leans Cerver Anthenticratinm 1 3 A ."?\_'] Anrthinrity Kew Tdeantifiar KevwlN=Ra747=fR6 desQ5-13

Issued to: *.google.com

Thursday, May 12, 2022 2:21:59 AM 04 39 De 6f =0 aa bZ 99 6d =3 d2 f4 £f8 Ga 97
c7 65 e0 b da 5d da bd 7e 10 fc 82 f1 b@ f5
Issued by: GTS CA 1C3 ba =3 23 =f 80 £2 o7 73 £9 5o ac 2c 40 Sh 4o
87 f5 11 b5 bé f8 b0 97 dc el 57 15 33 f£8 dS
ac 7e 0o la 26

valid from 2/17/2022 to 5/12/2022

Edit Properties... Copy to File... Edit Properties. .. Copy to File...

Ok oK Ok
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| Certificate
General Detzilz Certification Path

Certification path

5] GlobalsSign Root CA -R1

@ GTS CA 1C3

..... =] *.google.com

Certificate status:

View Certificate

is certificate is Ok,

Ok
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Hierarchical Approach

* Single CA certifying every public key is impractical
* Instead, use a trusted root authority (e.g., Verisign)

* Everybody must know End-entity Certificate
the root’s public key Ounersrene
. Cwner's public key
* Instead of single cert, suers (CAS) reference
use a certificate chain EE— * Intermediate Certiicate
H “ ” Owner's (CA's) name
* S!gVerisign( A(I:]Othe”rCA ’ PKAnotherCA)l * Sign owner's public key
SIgAnotherCA( A||Ce ’ PKA) Issuer's (root CA's) reference
* Not shown in figure but important: e Y
* Part of each cert includes whether A sgn | FOOLCAS name
party is a CA or not AR s e
self-sign FRoot CA's signature

Root Certificate

 What happens if root authority is ever compromised?
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Trusted(?) Certificate Authorities

00 Keychain Access
M . ,
[ 3 Click to unlock the System Roots keychain. Q
Keychains
‘ i . Apple Root CA
Eii login %}wﬂﬁi{w{‘ﬂ PP . .
@ Local ltems Poas Root certificate authority
(1 System " % | Expires: Friday, February 9, 2035 at 1:40:36 PM Pacific Standard Time
[~ Syst Root @ This certificate is valid
| System Roots
Name ~ Kind Expires
AdminCA-CD-TO1 certificate Jan 25, 2016, 4:36:19 AM
Category AffirmTrust Commercial certificate Dec 31, 2030, 6:06:06 AM
ﬁ All tems AffirmTrust Networking certificate Dec 31, 2030, 6:08:24 AM
/ Passwords AffirmTrust Premium certificate Dec 31, 2040, 6:10:36 AM
Secure Notes AffirmTrust Premium ECC certificate Dec 31, 2040, 6:20:24 AM
Mv Certificat America Onli...cation Authority 1 certificate Nov 19, 2037, 12:43:00 PM
i ertificates
y America Onli...cation Authority 2 certificate Sep 29, 2037, 7:08:00 AM

i Keys
Certificates

:
5

Apple Root CA certificate Feb 9, 2035, 1:40:36 PM

Apple Root CA - G2 certificate Apr 30, 2039, 11:10:09 AM

Apple Root CA - G3 certificate Apr 30, 2039, 11:19:06 AM

Apple Root Certificate Authority certificate Feb 9, 2025, 4:18:14 PM

Application CA G2 certificate Mar 31, 2018, 7:59:59 AM

ApplicationCA certificate Dec 12, 2017, 7:00:00 AM
& i Copy 213 items
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Turtles All The Way Down...

8 & S

The saying holds that the &
world is supported by a chain
of increasingly large turtles.
Beneath each turtle is yet
another: it is "turtles all the
way down".

[Image from Wikipedia]
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Many Challenges...

* Hash collisions

* Weak security at CAs
* Allows attackers to issue rogue certificates

e Users don’t notice when attacks happen
 We'll talk more about this later in the course

* How do you revoke certificates?



[Sotirov et al. “Rogue Certificates”]

Colliding Certificates

set by serial number serial number
the CA - ) - )
€ validity period _ validity period
chosen prefix
(difference)
real cert rogue cert
domain name domain name

<—— Hash to the same |—>

real cert MD5 value! .
RSA key o
collision bits
. . - ted
Valid for both certificates! (computed)
\ X.509 extensions identical bytes X.509 extensions
\ signature (copied from real cert) signature
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DigiNotar Hacked by Black.Spook and Iranian Hackers Posted by Mikko @ 09:05 GMT | Comments

[ J
DigiNotar is a Dutch Certificate Authority. They sell SSL certificates. Att a C kl n g C As

| @ DigiNotar B.V. (0034104347) INL]| hittps://www.diginotar.nl = kg
DigiNotar’ ot e .| Security of DigiNotar
e w— - —— e All core certificate

servers controlled by a

| (Prod@dm1n)

N | « Software on public-

' facing servers out of
date, unpatched

* No anti-virus (could
have detected attack)

/,;,/ x, | ) 3 single admin password

Wi

b,

Ga direct naar ...

DigiNotar®, Internet Try

Certificaat voor Digipoort g A -
[e onafhankeliike oartil voor

Somehow, somebody managed to get a rogue SSL certificate from them on July 10th, 2011, This certificate was issued for domain
name .google.cam.

What can you do with such a certificate? Well, vou can impersonate Google — assuming you can first reroute Internet traffic for
google.com to yvou. This is something that can be done by a government or by & rogue ISP. Such & reroute would anly affect users

within that country or under that ISP.



Consequences

e Attacker needs to first divert users to an attacker-controlled site
instead of Google, Yahoo, Skype, but then...

* For example, use DNS to poison the mapping of mail.yahoo.com to an IP
address

e ... “authenticate” as the real site

e ... decrypt all data sent by users
* Email, phone conversations, Web browsing
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More Rogue Certs

* In Jan 2013, a rogue *.google.com certificate was issued by an
intermediate CA that gained its authority from the Turkish root CA
TurkTrust

e TurkTrust accidentally issued intermediate CA certs to customers who requested
regular certificates

* Ankara transit authority used its certificate to issue a fake *.google.com certificate in
order to filter SSL traffic from its network

* This rogue *.google.com certificate was trusted by every browser in the
world
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Bad CAs

. Da rkMatter (https://groups.google.com/g/mozilla.dev.security.policy/c/nnLVNfqgz7g/m/TseYqDzaDAAJ and
https://bugzilla.mozilla.org/show bug.cgi?id=1427262)

e Security company wanted to get CA status
* Questionable practices

i Syma ntecl (https://wiki.mozilla.org/CA:Symantec Issues)

e Major company, regular participant in standards
* Poor practices, mismanagement 2013-2017
e CAdistrusted in Oct 2018

e Recall: Turtles all the way down. How can we trust the CAs? What happens if we
can’t?

CSE 484 - Winter 2022


https://groups.google.com/g/mozilla.dev.security.policy/c/nnLVNfqgz7g/m/TseYqDzaDAAJ
https://bugzilla.mozilla.org/show_bug.cgi?id=1427262
https://wiki.mozilla.org/CA:Symantec_Issues

Certificate Revocation

* Revocation is very important

 Many valid reasons to revoke a certificate

* Private key corresponding to the certified public key has been

compromised
* User stopped paying their certification fee to this CA and CA no longer

wishes to certify them
e CA’s private key has been compromised!

* Expiration is a form of revocation, too
 Many deployed systems don’t bother with revocation
* Re-issuance of certificates is a big revenue source for certificate
authorities
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Certificate Revocation Mechanisms

e Certificate revocation list (CRL)

* CA periodically issues a signed list of revoked certificates
e Credit card companies used to issue thick books of canceled credit card numbers

e Canissue a “delta CRL” containing only updates

* Online revocation service

* When a certificate is presented, recipient goes to a special online
service to verify whether it is still valid

* Like a merchant dialing up the credit card processor
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Attempt to Fix CA Problems:
Certificate Transparency

* Problem: browsers will think nothing is wrong with a rogue certificate
until revoked

* Goal: make it impossible for a CA to issue a bad certificate for a
domain without the owner of that domain knowing

* Approach: auditable certificate logs
 Certificates published in public logs
* Public logs checked for unexpected certificates

www.certificate-transparency.org
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Attempt to Fix CA Problems:
Certificate Pinning

* Trust on first access: tells browser how to act on subsequent
connections

e HPKP — HTTP Public Key Pinning

* Use these keys!
* HTTP response header field "Public-Key-Pins”

* HSTS — HTTP Strict Transport Security
* Only access server via HTTPS
* HTTP response header field "Strict-Transport-Security"

CSE 484 - Winter 2022



