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Targeted Ads
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Agenda
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How are advertisers able to infer your interests?

What technical mechanisms do advertisers use to get that information?

How prevalent are these practices on the internet?

How can users protect their privacy on the internet?



Third party 
organization

Third party organizations on 
multiple websites

Third party organizations on multiple websites

Third-party tracking

Websites load 100s of third-party organizations

Infer sensitive information

Medical history Financial situation

Cross-site tracking

Weight conscious

Religious cause donor

Gambler

Drug addict Single mom …

DataCloudOptOut.oracle.com



User data is sold online!
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Online Behavior Advertising Data Brokers

$120+ billion yearly 
revenue [IAB]

Sold for less 
than $1K



The modular web
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Add functionality by embedding third-party organizations



Advertising & tracking services
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“Trusted” organizations
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Tracking mechanisms



Online tracking
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USER-1

USER-1 USER-2 USER-3

FoxNews NewYorkPost CNN

Database

USER-2 USER-3

USER-1 USER-2 USER-3

FoxNews NewYorkPost CNN

NewYorkPost CNN NBC News

Brietbart ABC News CBS News

AD AD AD



Cookies
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Third-party cookies: belong to the domain of embedded content (image, iframes)

Store state in the browser
Shopping carts, User preferences, Online tracking

bar.com

foo.com

bar.com

abc.com

bar.com

xyz.com



Tracking prevalence[1]

12[1] Measurements conducted on ~8 Million websites: https://almanac.httparchive.org/en/2022/privacy

~16% contain one tracker

~10% contain 4 tracker

Long tail with more than 10 trackers

82% of all websites 
contain at least one 
tracker

https://almanac.httparchive.org/en/2022/privacy


Tracking prevalence[1]

13[1] Measurements conducted on ~8 Million websites: https://almanac.httparchive.org/en/2022/privacy

https://almanac.httparchive.org/en/2022/privacy


Trackers share data with 
each other

Even with trackers not present on the website to enhance their 
coverage!



What are request chains?
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NEWS.COM

NEWS.COM

GET NEWS.COM

3XX REDIRECT: LO
CAL-NEWS.COM 

LOCAL----NEWS.COM

GET LOCAL-NEWS.COM

200 OK

200 OK

RESPONSE REQUEST RESPONSE….REQUEST



Cookie syncing
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ADVERTISER.COM TRACKER.COM

Same-origin policy
COOKIE: USER_ID=123

ACCESS TRACKER.COM COOKIE
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Tracking information shared across origin



Tracking prevalence[1][2]

17[1] https://umariqbal.com/papers/khaleesi-usenix2022.pdf , [2] https://senglehardt.com/papers/ccs16_online_tracking.pdf

doubleclick.net synced 
its cookies with
118+ third parties 
(2016)

https://umariqbal.com/papers/khaleesi-usenix2022.pdf
https://senglehardt.com/papers/ccs16_online_tracking.pdf


Privacy protections by 
main-stream browsers

How can users protect their privacy?



Cookie-based tracking
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USER-1 USER-2 USER-3

FoxNews NewYorkPost CNN

Database
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NewYorkPost CNN NBC News

Brietbart ABC News CBS News



Impact of cookie blocking
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Cookie Blocking
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NEWS.COM
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NEWS.COM ADVERTISER.COM TRACKER.COM NEWS.COM/STORY

ADVERTISER.COM

TRACKER.COM

Third-party cookie access granted

Bounce tracking: bypassing cookie blocking

Has user visited 
this domain as a 

website?



Bounce tracking prevalence[1]
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[1] https://umariqbal.com/papers/khaleesi-usenix2022.pdf

~14 vendors involved 
in this practice on top 
10K websites

https://umariqbal.com/papers/khaleesi-usenix2022.pdf


Impact of cookie blocking
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Browser fingerprinting: alternative tracking techniques
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Database

USER-1 USER-2 USER-3

FoxNews NewYorkPost CNN

NewYorkPost CNN NBC News

Brietbart ABC News CBS News

https://amiunique.org



Browser fingerprinting prevalence[1]

26
[1] https://umariqbal.com/papers/fpinspector-sp2021.pdf

>1/3rd of popular 
websites deploy 
fingerprinting scripts

https://umariqbal.com/papers/fpinspector-sp2021.pdf


Browser fingerprinting prevalence[1][2]
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[1] https://umariqbal.com/papers/fpinspector-sp2021.pdf [2] https://almanac.httparchive.org/en/2022/privacy

Popular trackers & Ad fraud services 

DoubleVerify Integral Ad Service

https://umariqbal.com/papers/fpinspector-sp2021.pdf
https://almanac.httparchive.org/en/2022/privacy


Privacy protections by 
browser extensions

How can users protect their privacy?



Privacy-enhancing tools
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Browser extensions 
& 

Privacy focused browsers

Crowdsourced

[canvas fingerprinting]
canvas width, height > 15 px
calls to save, restore = None
[Blocked]

Heuristic based

Filter lists of known 
advertising and tracking 

domains



Tracker blocking

30



Limitations of ad/tracker blockers [1]
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||1juxicz.tkepyc.com,domain=pch.com
||1a112zu.tkepyc.com,domain=pch.com

Brittle

Slow

Manual

Mistakes

Circumvention Redundant
[1] https://umariqbal.com/papers/adblock-imc2017.pdf

https://umariqbal.com/papers/adblock-imc2017.pdf


Why is it challenging to protect?

ScalabilityAdversarial Evasions
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How can we address this problem?

Fundamentally change in approach
May be detect tracking behavior instead of trackers?
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Flawed approach
Cannot possibly put all the trackers in the world in a list!



Key insight
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Execution traces as a signature of tracking behaviors

Interaction with different elements on a webpage
External network requests initiated by a script

……



Visibility through observing execution behavior

Key insight
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Request to a third party with device 
parameters

Inline Script

Visibility of filter lists 

Created an iframe HTML

Request to a third party to load 
the iframe markup

iframe Script

Loaded iframe
content



Generalize behaviors across trackers

Browser instrumentation & Machine learning

Instrument browsers Machine learning 
based detection
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Capture execution provenance at 
multiple layers

Reveal any evasion attempts

Crucial for robustness

Detect tracking behavior

Crucial for scalability



Regulations
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Ask for user permission before collecting their data



Regulations
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https://cookieconsentspeed.run/

https://cookieconsentspeed.run/
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