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Announcements

• Homework 3 due today
– OK to use late days

• Final project due Mon, Dec 12 @ 11:59pm
– No late days

• Please let us know asap if your late days seem incorrect
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SECURITY AND PRIVACY FOR EMERGING 
TECHNOLOGIES
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(1) Connected Automobiles

• Already emerged by now, but a fun story J

• Automobiles were only just being connected to the internet 
when we (UW+UCSD) studied them (~2009)
– Had not faced significant adversarial pressure
– Won a “Test of Time” Award in 2020

www.autosec.org
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http://www.autosec.org/
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Experiments with a Real Car
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Experiments with a Real Car
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https://www.youtube.com/watch?v=917VOx6tBKA

Example: Force Brakes On/Off

https://www.youtube.com/watch?v=H6o0zuid1K4
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https://www.youtube.com/watch?v=917VOx6tBKA
https://www.youtube.com/watch?v=H6o0zuid1K4


Impacts

• Impact on automotive industry
– Significant investment by automotive companies
– Spurred vendor industry around automotive security

• Impact on standards, regulation, and legislation
– SAE International (de facto standards body for the U.S. automotive 

industry) created committee and standards
– Resources committed by NHTSA
– U.S. bills on automotive cybersecurity

• Impact on research
– New subfield of automotive security and significant DARPA and other 

funding efforts

CSE 484 - Fall 2022



(2) Security and Privacy for 
Augmented Reality
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AR Input Privacy
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AR Input Privacy
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• Jana et al., USENIX Security ’13
• Roesner et al., CCS ’14
• Templeman et al., NDSS ’14
• Raval et al., MobiSys ’16
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AR Output Security
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Hyper Reality (https://www.youtube.com/watch?v=YJg02ivYzSs)

https://www.youtube.com/watch?v=YJg02ivYzSs


AR Output Security
A buggy or malicious app might…

Obscure another app’s virtual content to hide or modify its meaning
Obscure important real-world content, such as traffic signs or cars
Disrupt the user physiologically, such as by startling them
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AR Output Security
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Many Other Questions

• How to handle multiple apps augmenting reality at the same time?
– Lebeck et al., HotMobile ‘19

• How to handle interactions between multiple users who may see 
different realities?
– Ruth et al., USENIX Security ’19

• Can AR-based attacks be effective on users in practice, and how do 
people react?
– Cheng et al., USENIX Security ’23

https://ar-sec.cs.washington.edu
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https://ar-sec.cs.washington.edu/


(3) Technology-Enabled Disinformation
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Serious Potential Consequences
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Many Types of “False News”
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From Claire Wardle, https://medium.com/1st-draft/fake-news-its-complicated-d0f773766c79

https://medium.com/1st-draft/fake-news-its-complicated-d0f773766c79


What’s New? 
The Technology, Not the Incentives

• How content is created
– Scale and democratization
– Automated fake content creation (e.g., “Deep Fakes”)

• Video: https://grail.cs.washington.edu/projects/AudioToObama/
• Text: https://rowanzellers.com/grover/

• How content is disseminated
– Scale and democratization
– Tracking and targeting
– Algorithmic curation
– Anonymity and bots
– Immediate reach and feedback

• How content is consumed
– Attention economy
– Filter bubbles
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https://grail.cs.washington.edu/projects/AudioToObama/
https://rowanzellers.com/grover/


Not Just a Technical Problem:
Human Cognitive Vulnerabilities
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(e.g., confirmation bias, backfire effect)



(4) Text and Image Generation

• Large language models: BERT, GPT-3, etc.
• Text-to-image models: DALL-E, Stable Diffusion, etc.
• Code generation: GitHub CoPilot

CSE 484 - Fall 2022 https://chat.openai.com

https://chat.openai.com/


Potential Misuses, Harms, and Concerns

• Disinformation (text and images)
• Inclusion of private or copyrighted 

information in models
• Insecure code generation
• Bias, hate, problematic content

– Current approach is whack-a-mole
– Examples with ChatGPT: 

https://twitter.com/zswitten/status/15
98380220943593472

• …
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From: https://twitter.com/zswitten/status/1598088267789787136

https://twitter.com/zswitten/status/1598380220943593472
https://twitter.com/zswitten/status/1598088267789787136
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WRAP-UP
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This Quarter
• Overview of:

– Security mindset
– Software security
– Cryptography
– Web security
– Web privacy
– Authentication
– Mobile platform security
– Usable security
– Physical security
– Anonymity
– Smart home security
– Side channels
– Security for emerging tech
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Lots We Didn’t Cover…
• Really deep dive into any of the above topics
• (Most) Network security
• (Most) Traditional OS security
• (Most) Recent attacks/vulnerabilities
• (Most) Specific protocols (e.g., SSL/TLS, Kerberos)
• Access control
• Spam
• Malware / Bots / Worms
• Social engineering
• Cryptocurrencies (e.g., Bitcoin)
• Other emerging technologies
• …
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Thanks for a great quarter!

• Stay in touch
I’m always happy to answer questions or point you in directions on S&P J

• Not ready to be done?
– CSE 426 Cryptography 
– CSE 481S Security Capstone in the winter
– CSE 564 Graduate Computer Security
– TAing for 484

• Please fill out course evaluation: 
https://uw.iasystem.org/survey/264178
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https://uw.iasystem.org/survey/264178

