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Announcements

• Lab 2: Ongoing
• Today and this week’s section: Authentication
• Guest lecture on Wednesday
– Emily McReynolds
– Topic: Law & policy
– No recording (please attend in person)
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Cross-Origin Communication

• Sometimes you want to do it…
• Cross-origin Resource Sharing (CORS)
– Access-Control-Allow-Origin: <list of domains>

• Unfortunately, often:
Access-Control-Allow-Origin: *

• Cross-origin client side communication
– HTML5 postMessage between frames

• Unfortunately, many bugs in how frames check sender’s origin
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What about Browser Plugins?

• Examples: Flash, Silverlight, Java, PDF reader
• Goal: enable functionality that requires transcending 

the browser sandbox
• Increases browser’s attack surface

• Good news: plugin sandboxing improving, and need for 
plugins decreasing (due to HTML5 and extensions)
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Goodbye Flash
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“As of mid-October 2020, users started being prompted by Adobe to 
uninstall Flash Player on their machines since Flash-based content will 
be blocked from running in Adobe Flash Player after the EOL Date.”
https://www.adobe.com/products/flashplayer/end-of-life.html

https://www.adobe.com/products/flashplayer/end-of-life.html


What about Browser Extensions?

• Most things you use today are probably extensions
• Examples: AdBlock, Ghostery, Mailvelope
• Goal: Extend the functionality of the browser

• (Chrome:) Carefully designed security model to protect from 
malicious websites
– Privilege separation: extensions consist of multiple components with well-

defined communication
– Least privilege: extensions request permissions
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What about Browser Extensions?

• But be wary of malicious extensions: not subject to the same-origin 
policy – can inject code into any webpage!

• Today: Extensions in flux – new “Manifest v3” specification from 
Google, trying to make things safer.
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Web Security Summary

• Browser security model
– Browser sandbox: isolate web from local machine
– Same origin policy: isolate web content from different domains
– Also: Isolation for plugins and extensions

• Web application security
– How (not) to build a secure website
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Basic Problem
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?

Challenge: How do you prove to someone 
that you are who you claim to be?

Any system with access control must solve this problem.



Many Ways to Prove Who You Are

• What you know
– Passwords
– Answers to questions that only you know

• Where you are
– IP address, geolocation

• What you are
– Biometrics

• What you have
– Secure tokens, mobile devices
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Passwords and Computer Security

• In 2012, 76% of network intrusions exploited weak or 
stolen credentials (username/password)
– Source: Verizon Data Breach Investigations Report

• In Mitnick’s “Art of Intrusion” 8 out of 9 exploits 
involve password stealing and/or cracking

• First step after any successful intrusion: install sniffer 
or keylogger to steal more passwords

• Second step: run cracking tools on password files
– Cracking needed because modern systems usually do 

not store passwords in the clear
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Password Storage

• How should we store passwords on a server?
– In cleartext?
– Encrypted?
– Hashed?
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t4h97t4m43
fa6326b1c2
N53uhjr438
Hgg658n53
…

user

system password file
“cypherpunk”

hash
function



Password Hashing

• Instead of user password, store H(password)
• When user enters password, compute its hash and compare 

with entry in password file
– System does not store actual passwords!
– System itself can’t easily go from hash to password

• Which would be possible if the passwords were encrypted

• Hash function H must have some properties
– One-way: given H(password), hard to find password

• No known algorithm better than trial and error
– “Slow” to compute
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UNIX Password System

• Approach: Hash passwords
• Problem: passwords are not truly random
– With 52 upper- and lower-case letters, 10 digits and 32 punctuation 

symbols, there are 948 == 6 quadrillion possible 8-character 
passwords (~252)

– BUT: Humans like to use dictionary words, human and pet names ==      
1 million common passwords 
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Dictionary Attack

• Dictionary attack is possible because many passwords come 
from a small dictionary
– Attacker can pre-compute H(word) for every word in the 

dictionary. This only needs to be done once!
• This is an offline attack
• Once password file is obtained, cracking is instantaneous

– Sophisticated password guessing tools are available
• Take into account freq. of letters, password patterns, etc.
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Salt
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username:fURxfg,4hLBX:14510:30:UserName:/u/username:/bin/csh

/etc/passwd entry
salt
(chosen randomly when
password is first set)

hash(salt,pwd)Password

• Users with the same password have different entries in the password file 
• Offline dictionary attack becomes much harder



Advantages of Salting

• Without salt, attacker can pre-compute hashes of all dictionary 
words once for all password entries
– Same hash function on all UNIX machines
– Identical passwords hash to identical values; one table of hash values can be 

used for all password files

• With salt, attacker must compute hashes of all dictionary words once 
for each password entry
– With 12-bit random salt, same password can hash to 212 different hash values
– Attacker must try all dictionary words for each salt value in the password file

• Pepper:  Secret salt (not stored in password file)
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Shadow Password

Hashed passwords are stored in /etc/shadow file 
which is only readable by system administrator (root)
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username:x:14510:30:User Name:/u/username:/bin/csh

/etc/passwd entry

Hashed password is no longer
stored in a world-readable file



Other Password Security Risks
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• Keystroke loggers
– Hardware
– Software (spyware)

• Shoulder surfing
• Same password at multiple sites
• Broken implementations
– Recall TENEX timing attack

• Social engineering



Other Issues

• Usability
– Hard-to-remember passwords?
– Carry a physical object all the time?

• Denial of service
– Attacker tries to authenticate as you, account locked after 3 failures
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Default Passwords

• Examples from Mitnick’s “Art of Intrusion”
– U.S. District Courthouse server: “public” / “public”

– NY Times employee database: pwd = last 4 SSN digits

• Mirai IoT botnet
– Weak and default passwords on routers and other devices
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Weak Passwords

• RockYou hack
– “Social gaming” company
– Database with 32 million user passwords from partner social 

networks
– Passwords stored in the clear
– December 2009: entire database hacked using an SQL injection 

attack and posted on the Internet
– One of many such examples!
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Weak Passwords

• RockYou hack
– “Social gaming” company
– Database with 32 million user passwords from partner social 

networks
– Passwords stored in the clear
– December 2009: entire database hacked using an SQL injection 

attack and posted on the Internet
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Password Policies

• Old recommendation:
– 7 or 8 characters, at least 3 out of {digits, upper-case, lower-case, 

non-alphanumeric}, no dictionary words, change every 4 months, 
password may not be similar to previous 12 passwords…

• But … results in frustrated users and less security
– Burdens of devising, learning, forgetting passwords
– Users construct passwords insecurely, write them down

• Can’t use their favorite password construction techniques (small changes 
to old passwords, etc.)

– Heavy password re-use across systems 
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[Inglesant and Sasse, “The True Cost of Unusable Password Policies”]
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Image from http://www.interactivetools.com/staff/dave/damons_office/

http://www.interactivetools.com/staff/dave/damons_office/


Password Policies

• Old recommendation:
– 7 or 8 characters, at least 3 out of {digits, upper-case, lower-case, non-

alphanumeric}, no dictionary words, change every 4 months, password 
may not be similar to previous 12 passwords…

• But … results in frustrated users and less security
– Burdens of devising, learning, forgetting passwords
– Users construct passwords insecurely, write them down

• Can’t use their favorite password construction techniques (small changes to      
old passwords, etc.)

– Heavy password re-use across systems 
– (Password managers can help)
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[Inglesant and Sasse, “The True Cost of Unusable Password Policies”]



“New” (2017) NIST Guidelines J

• Remove requirement to periodically change passwords
• Screen for commonly used passwords
• Allow copy-paste into password fields
– But concern: what apps have access to clipboard?

• Allow but don’t require arbitrary special characters
• Etc.

https://pages.nist.gov/800-63-3/sp800-63b.html
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Recovering Passwords: A Weak Link
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Improving(?) Passwords

• Add biometrics
– For example, keystroke dynamics or voiceprint

• Graphical passwords
– Goal: easier to remember?  no need to write down?

• Password managers
– Examples: LastPass, KeePass, built into browsers
– Can have security vulnerabilities…

• Two-factor authentication
– Leverage phone (or other device) for authentication
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Multi-Factor Authentication
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FIDO + Hardware Two Factors
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