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Administrivia

• Lab 2 due May 25May 27
• Final Project Checkpoint due May 26
• Friday (May 28): Guest Lecture: Charlie Reis (Google)
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How prevalent is tracking? (2011)
524 unique trackers on Alexa top 500 websites (homepages 

+ 4 links)
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457 domains (91%) embed at least one tracker.
(97% of those include at least one cross-site tracker.)

50% of domains embed 
between 4 and 5 trackers.

One domain 
includes 
43 trackers.



Who/what are the top trackers? (2011)
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How has this changed over time?

• The web has existed for a while now…
- What about tracking before 2011? 
- What about tracking before 2009?

• Solution: time travel!
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The Wayback Machine to the Rescue

Time travel for web tracking: http://trackingexcavator.cs.washington.edu
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http://trackingexcavator.cs.washington.edu/


1996-2016: More & More Tracking
• More trackers of more types, more per site, more coverage
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Defenses to Reduce Tracking

• Do Not Track?
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Do Not Track is not a technical defense: 
trackers must honor the request.



Defenses to Reduce Tracking

• Do Not Track proposal?
• Private browsing mode?
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Private browsing mode protects against 
local -- not network -- attackers.



Defenses to Reduce Tracking

• Do Not Track proposal?
• Private browsing mode?
• Third-party cookie blocking?
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www.bar.com

www.foo.com

Bar’s Server

Foo’s Server

www.bar.com’s
cookie (1st party)

www.foo.com’s
cookie (3rd party)

http://www.foo.com/


Its real!

• Safari and FF now block 3rd party cookies
• https://webkit.org/blog/10218/full-third-party-cookie-blocking-and-more/
• https://blog.mozilla.org/blog/2019/09/03/todays-firefox-blocks-third-party-tracking-

cookies-and-cryptomining-by-default/

• Chrome: 
• Older quote: “By undermining the business model of many ad-supported websites, 

blunt approaches to cookies encourage the use of opaque techniques such as 
fingerprinting (an invasive workaround to replace cookies), which can actually 
reduce user privacy and control. We believe that we as a community can, and must, 
do better.”

• January 2021 article: Start removing in ~April 2021: 
https://www.pcmag.com/news/google-effort-to-kill-third-party-cookies-in-chrome-
rolls-out-in-april
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https://blog.mozilla.org/blog/2019/09/03/todays-firefox-blocks-third-party-tracking-cookies-and-cryptomining-by-default/
https://www.pcmag.com/news/google-effort-to-kill-third-party-cookies-in-chrome-rolls-out-in-april


Fingerprinting is out there

• Better than a ‘voluntary’ cookie: involuntary, unchangeable id!
• “Fingerprint”

• Idea: Measure ‘behavior’ of browser
• Smash into unique ID
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Fingerprinting Web Browsers
• User agent
• HTTP ACCEPT headers
• Browser plug-ins
• MIME support
• Clock skew
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• Installed fonts
• Cookies enabled?
• Browser add-ons
• Screen resolution
• HTML5 canvas 

(differences in graphics 
SW/HW!)



HTML5 Canvas Fingerprinting - Text
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Mowery and Shacham, 2012



HTML5 Canvas Fingerprinting - Image
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Mowery and Shacham, 2012



Fingerprinting Web Browsers
• User agent
• HTTP ACCEPT headers
• Browser plug-ins
• MIME support
• Clock skew
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• Installed fonts
• Cookies enabled?
• Browser add-ons
• Screen resolution
• HTML5 canvas 

(differences in graphics 
SW/HW!)



One in 145,235 browsers have 
the same fingerprint
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https://coveryourtracks.eff.org/

https://coveryourtracks.eff.org/


Fingerprinting as a security measure

• Blocking bots (e.g., reCAPTCHA)

• Validating credit card transactions

• Validating users over-time
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Federated Learning of Cohorts (FLoC)

• Stop: Tracking individual browsers / users
• Start: Tracking cohorts (groups) of browsers / users
• Derive cohort ID (FLoC ID) based on last week of browser history
• Users with similar browsing profiles would have similar FLoC IDs

• Google / Chrome currently (Spring 2021) testing with small fraction of 
users (still many, many users)
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FLoC IDs Derived from Browser History
Any Site

User 2’s Browser

User 1’s Browser

User 4’s Browser User 5’s Browser User 6’s Browser
User 3’s Browser

ID = 1234

ID = 1234

ID = 1234 ID = ABCD ID = ABCD ID = ABCD

User 1’s Browser



New, Many Questions Remain

• Old 3rd-party cooky days: 1st party not learn information about 
browsing history (unless 3rd-party reveals that information)

• FLoC: 1st party learns FLoC ID
• May not be big privacy risk for small sites with few users? 
• May be larger privacy risk for large sites, with many users (e.g., Facebook, 

Amazon)
• Emphasis on word “may”: Lots of unknowns
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New, Many Questions Remain

• Web Incubator CG / FLoC: https://github.com/WICG/floc
• EFF, March 2021: Google’s FLoC is a Terrible Idea: 

https://www.eff.org/deeplinks/2021/03/googles-floc-terrible-idea
• “The technology will avoid the privacy risks of third-party cookies, but it will 

create new ones in the process. It may also exacerbate many of the worst 
non-privacy problems with behavioral ads, including discrimination and 
predatory targeting.”

• “FLoC is part of a suite intended to bring targeted ads into a privacy-
preserving future. But the core design involves sharing new information 
with advertisers. Unsurprisingly, this also creates new privacy risks.”
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https://github.com/WICG/floc
https://www.eff.org/deeplinks/2021/03/googles-floc-terrible-idea


Discussion of FLoC
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Physical security
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Physical Security and Computer Security

• Relate physical security to computer security
• Locks, safes, etc

• Why?
• More similar than one might think!!
• The more places one sees “the Security Mindset” and security issues 

manifest, the more opportunities “the Security Mindset Muscle” can 
grow

• After CSE 484, please do try to keep thinking about security everywhere –
computers, locks, windows, …
• Of course, take a balanced perspective, consider risk management, and note that 

“the sky is not falling” 
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Switching Slide Decks

• We will switch to a slide deck that will not be online

• But if you’re interested in the subject of lockpicking, see:
• Blaze, “Cryptology and Physical Security:  Rights Amplification in Master-

Keyed Mechanical Locks”
• Blaze, “Safecracking for the Computer Scientist”
• Tool, “Guide to Lock Picking”
• Tobias, “Opening Locks by Bumping in Five Seconds or Less”
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