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https://security.googleblog.com/2019/05/new-research-how-effective-is-basic.html

Secondary Factors Do Help!
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Account takeover prevention rates,

by challenge type
Device-based challenges Knowledge-based challenges
o
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b e Phone
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Security —= Last sign-in
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. Automated bot @ EBulk phishing attack Targeted attack - 95% confidence interval

Both device- and knowledge-based challenges help thwart automated bots, while device-based challenges help

thwart phishing and even targeted attacks.
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Graphical Passwords

* Many variants... one example: Passfaces
* Assumption: easy to recall faces
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Graphical Passwords

* Another varia

* Problem: users choose predictable points/lines
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Unlock Patterns
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What About Biometrics?

e Authentication: What you are

* Unique identifying characteristics to authenticate user or create
credentials
* Biological and physiological: Fingerprints, iris scan
* Behaviors characteristics - how perform actions: Handwriting, typing, gait
* Advantages:
* Nothing to remember
* Passive

e Can’t share (generally)
* With perfect accuracy, could be fairly unique
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Issues with Biometrics

* Private, but not secret
* Maybe encoded on the back of an ID card?
 Maybe encoded on your glass, door handle, ...
e Sharing between multiple systems?

* Revocation is difficult (impossible?)

* Sorry, your iris has been compromised, please create a new one...
* Physically identifying

* Soda machine to cross-reference fingerprint with DMV?

* Birthday paradox

* With false accept rate of 1 in a million, probability of false match is above
50% with only 1609 samples
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Shifting Threat Models...

BIB|C News services
E=EEDY The News In 2 minutes Your news whe
NEWS
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Page B E-mail this to a friend & Pprintable version

'ﬁ %7 Malaysia car thieves steal finger
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Attacking Biometrics

* An adversary might try to steal biometric info

* Malicious fingerprint reader
e Consider when biometric is used to derive a cryptographic key

* Residual fingerprint on a glass

Touch ID

Security. Right at
your fingertip.

Complete /
[/
Your fingerprint is the perfect password. You
always have it with you. And no one can ever
guess what it is. Our breakthrough Touch ID
technology uses a unique fingerprint identity
sensor to make unlocking your phone easy
and secure. And with new developments in
iOS 8 and Touch ID, your fingerprint will grant
you faster access to so much more.
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[Starbug -- http://istouchidhackedyet.com/]

Attacking Biometrics
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Attacking Biomet
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[Starbug -- http://istouchidhackedyet.com/]
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Attacking Biometrics

[Starbug -- http://istouchidhackedyet.com/]
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Attacking Biometrics

Using dummy print

[Starbug -- http://istouchidhackedyet.com/]
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Privacy and web tracking



A topic in flux

* Tracking via cookies
* Tracking via other methods

* Fingerprinting



Ads That Follow You
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Yole

VIDEO POLITICS SPORTS @ The Onion @ The Onion — :
T (IR0 3,330,523 % Follow @TheOnion
D YouTube [EPES el 3 Like |

\website analytics, and personalized content.

8006 / Converse Chuck Taylor® ; x

&~ C | [ www.zappos.com/converse-chuck-taylor-all-star-core-ox-black

Order before 1om PST for FREE Next Business Day shipping on all Clo

m 6o
} e mc\‘\'.co'n Breaking Ne

~
Advertisers (and others) track your browsing

behaviors for the purposes of targeted ads,

the ONION

SSSSS

suspect had a run-in with another
moviegoer, prosecutors say. FULL
STORY

Why am | seeing this ad? Learn more
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Third-Party Web Tracking

11/12/2021

VIDEO POLITICS

Y . I

Browsing profile for user
123:

cnn.com
theonion.com ‘
adult-site.com
political-site.com

Why am | seeing this ad? Learn more

These ads allow criteo.com to link your visits
between sites, even if you never click on the

ads.
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S chiefmartec.com April 2020

Marketing Technology Landscape
The Martech 5000

Total Solutions 8,000
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2019

7.040 solutions.

2018

6.829 solutions

2017

5381 solutions

2016

3.874 solutions

2015

1876 solutions

2014

947 solutions

f

Copyright © 2020 Marketing Technology Media, LLC. See https://chiefmartec.com/2020/04/marketing-technology-landscape-2020-martech-5000/ for details and sources.
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Concerns About Privacy
THE WALL STREET JOURNAL.

11/12/2021

WHAT THEY KNOW | JULY 30, 2010

11 mrxr*

The W

A Journal in

bug
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May &, 2011, 5:01 pm | B 3 Comments

‘Do Not Track’ Privacy Bill Appears in

Congress
By TANZINA VEGA

And the privacy legislation just keeps on coming,

On Friday, two bills were introduced in Washington in support of a Do Not
Track mechanism that would give users control over how much of their data
was collected by advertisers and other online companies.

als
ion

By JENNIFER VALENTINO-DEVRIES,
JEREMY SINGER-VINE and ASHKAN SOLTANI
December 24, 2012
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First and Third Parties

* First-party cookie: belongs to top-level domain.

* Third-party cookie: belongs to domain of embedded content (such as
image, iframe).

My
e O bar.com x

= C |9 bar.com

www.bar.com’s ——>| Bar’s Server
www.bar.com —— 1 cookie (1%t party)

www.foo.com’s
cookie (3" party)

www.foo.com Foo’s Server
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http://www.foo.com/

Anonymous Tracking

Trackers included in other sites use third-party cookies containing unique
identifiers to create browsing profiles.

E s @ Atmbicgs Fineﬂelwgﬂ E COOkIe: |d=789 E E

. theonion.com, cnn.com,

/ " cookie:ig=789 | adult-site.com, ... .

____________________________________________________________

user 789:

{ a
1
ll.
Y
II
A 0
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Basic Tracking Mechanisms

* Tracking requires:
(1) re-identifying a user.
(2) communicating id + visited site back to tracker.

= Hypertext Transfer Protocol
[+ GET /pixel/p-3auddIeupAdZeY.gif?labels=InvisibleBox&busty=2710 HTTP/L1. 1\ ryn
Connection: keep-alive\riyn
Accept: image/webp,*/%;q=0.8\r\n
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10 9 2} AppleWebKit/537.36

Referer: http://www.theonion.com/%r\n

Accept-Encoding: gzip,deflate, sdchhyrin
Accept Language en-Us, en;q=0.8%r\n

11/12/2021 CSE 484 / CSE M 584 - Autumn 2019
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Tracking Technologies

11/12/2021

HTTP Cookies
HTTP Auth
HTTP Etags
Content cache

|[E userData

* Flash cookies

* Silverlight storage

* TLS session ID & resume
* Browsing history
 window.name

HTMLS5 protocol and content * HTTP STS

handlers
HTML5 storage

e DNS cache

 “Zombie” cookies that respawn
(http://samy.pl/evercookie)

CSE 484 / CSE M 584 - Autumn 2019
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Other Trackers?

11/12/2021

8006 y @The Onion - America's Fir % |

@

€« C [ www.theonion.com/?ref=auto

92

——

“Persona

VIDEO

I”

A
PpPOsS:=
asine
Why am | seeing this ad?
Learn more 54
o]

It's snowing today and Abundant

Life Christian Academy is the only

one with the balls to stay open

POLITICS SPORTS

Trackers
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the ONION

The Onion

I3 YouTube [

the ONION

@ The Onion
3,330,523

AY.CLUB

Youlild

%% Follow @TheOnion

£ Like [ Be the first of your friends to like this.

j} E Share

a3 Tweet

+1

| Digg 1 |
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Personal Tracking

: | cookie:
§ @ facebook i id=franzi.roesner

@Atheoﬂloﬂfk i cookie:

erica’s Finest News Source E id=fl'anZi roesnher i

facebook.com

g5 Like €<—

. user franzi.roesner:

theonion.com, cnn.com,
O\Jd : . adult-site.com, ...

. cookie: ; :
o Like / . id=franziroesner | !

e Tracking is not anonymous (linked to accounts).
» Users directly visit tracker’s site 2 evades some defenses.
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How prevalent is tracking? (2011)

524 unique trackers on Alexa top 500 websites (homepages

# 4 links

100%
£ 457 domains (91%) embed at least one tracker.
e 80% (97% of those include at least one cross-site tracker.)
)
% 60%
9 50% of domains embed
S 40% between 4 and 5 trackers.
o
= 20% .
o One domain

0% < includes
0 10 20 30 40 43 trackers.

Minimum Number of Trackers on Domain
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Who/wha

400
350
300
250
200
150
100

Tracker Prevalence (# Domains)
un
o

o

t are the top trackers? (2011)

Top 20 Cross-Site Trackers on Top 500 Domains

M Cross-Site (Personal)

M Cross-Site (Anonymous)

189

154 149
109105
93 g,
IIII454440343332323029272525
AEERRER

e@@é‘@é‘@@@ CECLSESESESSSsSE

CL“'Q g <Zl(p \Q(,o eoo L E eoo ¥ ¢<)(p & oo (,o c,?'o epo Q(,o & (,o ,\0
& & R L& & & Q@ \‘f’ 8 E>° b‘ RIS NG ,\)\Qf 0
\\){)\& Qg’ef’ed“c"- ’bfaf‘k\b (°E> @Q/@\\\(\% 0&\ \\}b\'b
S N N & ,bb“ & D N
> @& N
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How has this changed over time?

 The web has existed for a while now...
- What about tracking before 20117
- What about tracking before 20097

e Solution: time travel!

11/12/2021 CSE 484 / CSE M 584 - Autumn 2019
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The Wayback Machine to the Rescue

http://www.cs.washington.edu/ Go

1,260 captures
210ec96-70ct16 1 u ws il » sl .L..um-lm..u s sl il i i, oo PERYY 1998

INTERNEY ARCHIVE

an overview of the department, visitor
colloquia, televised talks, what's new in
our web, construction prog of our new
building, department newsletter, and more.
course list
time

program, and the under;
and compute neering programs, final ex:

schedules, and more.

ARCH Including research project web pagt
reports and abstra “omputing R
Association, and mor

PEOPLE &
ORGANIZATIONS

organizatio:

graduating Ph.D. students, and more.
ncluding local information, desktop references,

and m

SPOTLIGHT

initiatives
° Our colloquia are now live on the MBONE

Time travel for web tracking: http://trackingexcavator.cs.washington.edu
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1996-2016: More & More Tracking

* More trackers of more types, more per site, more coverage

0.45

0.4

0.1

Coverage (of Top 500)

11/12/2021

Rise And Fall of Historical Champion Trackers

come.to

go.com

v3.com
doubleclick.net
allyes.com

207.net
google-analytics.com
google.com
quantserve.com

scorecardresearch.com S
gstatic.com e~
f
R T S N P P I P T T T B T T T
3 o O O © © O O O N AN NN
VPR PP PP PP P PP PP P PP
Years
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Defenses to Reduce Tracking

* Do Not Track?

11/12/2021

o Send a 'Do Not Track’ reguest with your browsing traffic

Do Not Track is not a technical defense:
trackers must honor the request.

CSE 484 / CSE M 584 - Autumn 2019
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Defenses to Reduce Tracking

* Do Not Track proposal?

* Private browsing mode?
4 I

Private browsing mode protects
against local, not network, attackers.

-

You've gone incognito

Now you can browse privately, and other people who use this device won't see your
activity. However, downloads and bookmarks will be saved. Learn more

Chrome won't save the following information: Your activity might still be visible to:

» Your browsing history « Websites you visit
» Cookies and site data » Your employer or school
« Information entered in forms « Your internet service provider

11/12/2021 CSE 484 / CSE M 584 - Autumn 2019



Defenses to Reduce Tracking

* Do Not Track proposal?

* Private browsing mode?

* Third-party cookie blocking?

11/12/2021

@00

bar.com N

€ ¢ [Y bar.com

www.bar.com —— ]

www.foo.com

www.bar.com’s —>
— cookie (1%t party)

Bar’s Server

w m’s
coolg arty)

Foo’s Server
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Its reall

e Safari and FF (mostly) now block 3" party cookies

* https://webkit.org/blog/10218/full-third-party-cookie-blocking-and-more/

* https://blog.mozilla.org/blog/2019/09/03/todays-firefox-blocks-third-party-
tracking-cookies-and-cryptomining-by-default/

* Chrome...
“By undermining the business model of many ad-supported
websites, blunt approaches to cookies encourage the use
of opaque techniques such as fingerprinting (an invasive
workaround to replace cookies), which can actually reduce
user privacy and control. We believe that we as a
community can, and must, do better.”

11/12/2021 CSE 484 / CSE M 584 - Autumn 2019 36
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Fingerprinting is out there

e Better than a ‘voluntary’ cookie: involuntary, unchangeable id!
* “Fingerprint”

e |dea: Measure ‘behavior’ of browser
* Smash into unique ID



Fingerprinting Web Browsers

* User agent

* HTTP ACCEPT headers
* Browser plug-ins

* MIME support

* Clock skew

Installed fonts

Cookies enabled?
Browser add-ons
Screen resolution

HTMLS canvas
(differences in graphics
SW/HW!)



HTMLS5 Canvas Fingerprinting - Text

11/12/2021

Original Image:

How quickly daft jumping zebras vex. (

Linux:
How quickdy disit junmpampzeiitassye (q
How quickly dalt jJumping zebrag vex. (

0OS5X:

AL RN o

How quickdy diafit ik (ﬂ

Windows (XP, Vista, 7):

ﬁaw 5 ) {k NoF s FIEREM RO A £ £ PED SR Wﬁ;\x ]
—my
e BN w2 el Uw E: W T e e P o, o a2 Ve %)
b &

e

~low guickly daft [umping zsbras vax, (

~low guickly deft [umping zsikras vax.

Windows &:

Figure 7: Difference maps for a group on text_arial
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HTMLS5 Canvas Fingerprinting - Image

(a) Original (b) Group 1 (¢) Group 20 (d) Group 23 (e) Group 25 (f) Group 36
(Intel G41) (Radeon HD 2400) (Intel 82945G) (Intel G33/G31) (Intel HD Graphics) (GeForce 6200)

Figure 10: Original render and difference maps for Group 24

Mowery and Shacham, 2012
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And its out there!

11/12/2021

Cywii/ Gorabank JNENE:xtOquiz Ve x| (
http:/ivalve.github. iGN
hitp://admicro.vn/ [ ER
http://oaow. plentyof fiSIGORIN

ABCDEFGHIJKLMNOPQRSTUVWXY Zabodefghikimnopqgrstuvwxyz0123456 789+/

Figure 4: Different images printed to canvas by fingerprint-
ing scripts. Note that the phrase “Cwm fjordbank glyphs
vext quiz” in the top image is a perfect pangram, that is, it
contains all the letters of the English alphabet only once to
maximize diversity of the outcomes with the shortest possi-
ble string.

CSE 484 / CSE M 584 - Autumn 2019
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COVER
YOUR
TRACKS

See how trackers view your browser

Learn About

HOW TO READ YOUR REPORT

You will see a summary of your overall
tracking protection. The first section gives
you a general idea of what your browser
configuration is blocking (or not blocking).
Below that is a list of specific browser
characteristics in the format that a tracker
would view them. We also provide
descriptions of how they are incorporated
into your fingerprint.

HOW CAN TRACKERS TRACK
You?

Trackers use a variety of methods to
identify and track users. Most often, this
includes tracking cookies, but it can also
include browser fingerprinting.
Fingerprinting is a sneakier way to track
users and makes it harder for users to
regain control of their browsers. This report
measures how easily trackers might be
able to fingerprint your browser.

HOW CAN | USE MY RESULTS
TO BE MORE ANONYMOUS?

Knowing how identifiable you are, or
whether you are blocking trackers, can
help you take steps to better protect your
privacy. Browser add-ons or protection

chanisms built into the browser can
11/12/2&F£Even s0, the sneakiest trackers have

ways around even the strongest security.

RPN IR PR T . P

[ S

Here are your Cover Your Tracks results. They include an overview of how visible you are to trackers, with
an index (and glossary) of all the metrics we measure below.

Our tests indicate that you have strong protection against Web
tracking.

IS YOUR BROWSER:

Blocking tracking ads? Yes

Blocking invisible trackers? Yes

Protecting you from fingerprinting? | Your browser has a nearly-unique fingerprint

Still wondering how fingerprinting works?

LEARN MORE

Note: becausd Fasure all forms of

tracking and g

Your R

Within our datgset/fse\@IrlNWaired thowsand yisitors tested in the past 45 days, only one in 145235.5 42
browsers have the same fingerprint as yours.



Fingerprinting as a security measure

* Blocking bots (e.g. reCAPTCHA)

 Validating users over-time



How should we view tracking and
fingerprinting efforts?




“Privacy preserving” personalized ads

* https://github.com/WICG/turtledove

 The browser, not the advertiser, holds the information about what the
advertiser thinks a person is interested in.

* Advertisers can serve ads based on an interest, but cannot combine that
interest with other information about the person — in particular, with who
they are or what page they are visiting.

* Web sites the person visits, and the ad networks those sites use, cannot learn
about their visitors' ad interests.
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