Section 8:
Vulnerability Lifecycle and Lab 3

CB: Edan, Matt, Phillip and Karman



Administrivia
Upcoming due dates:

e December 8th, 11:59pm: Lab 3 Due
e December 13th, 11:59pm: Final Project Due



Lab 3: Getting started

~/Downloads

rsync -av lab3.tar.gz philipmg@attu.cs.washington.edu:~
ssh philipmg@attu.cs.washington.edu
tar -xzvf lab3.tar.gz



mailto:philipmg@attu.cs.washington.edu
mailto:philipmg@attu.cs.washington.edu

cd lab3 data/target/
cat README.md

cd tinyserv/

make




Don’t use 7099: Use a port
number that ends with your
group number! Otherwise you
will conflict with others

A Notsecure | 128.208.1.138:7099
——

ifconfig | head -2
./tinyserv 128.208.1.138 7099 files/

e




Lab 3: The admin interface

@ 128.208.1.138:7099/login.| X  + @ 128.208.1.138:7099/admir X  +

< C A Notsecure | 128.208.1.138 Q ¢ < C A Notsecure | 128.208.1.138 @ v @ Incognito

GET / HTTP/1.1
GET /pictures/saturn.gif HTTP/1.1
‘ GET /pictures/cheetoh.png HTTP/1.1
GET /pictures/lil.png HTTP/1.1
esssssscesssssscesss ‘ GET /pictures/athena.png HTTP/1.1
/ GET /pictures/boof.png HTTP/1.1
’Login ‘ GET /pictures/background.jpg HTTP/1.1
- GET /favicon.ico HTTP/1.1
GET /pictures/saturn.gif HTTP/1.1
GET /pictures/cheetoh.png HTTP/1.1
GET /pictures/athena.png HTTP/1.1
GET /pictures/lil.png HTTP/1.1
H GET /pictures/boof.png HTTP/1.1
Password was prl,nted t(,) GET /pictures/background.jpg HTTP/1.1
console (see previous slide) GET /login.html HTTP/1.1
GET /login.html HTTP/1.1
CIVV()\A/\/H1Z". GET /login.html?user=admin&password=QwQWVmzk4FVyqjYX3RUT
HTTP/1.1
GET /admin.txt HTTP/1.1

‘adnﬂn




Lab 3: The sploits

Exploit 1 is incomplete, clearly. The copy you've recovered appears to be
missing the payload (no shellcode!) but it certainly looks exploitable. You'll
need to at least identify the crash.

Exploit 2 doesn’'t seem to do anything bad to the server, no crash, no
changes to any files. But it looks like someone has found a way to read the
admin logs without logging in!




Lab 3: Using the sploits

Terminal 1: run tinyserv

Don’t use 7099: Use a port
number that ends with your
group number! Otherwise
you will conflict with others

cd lab3 data/sploit/
make
./sploit2 128.208.1.138 7099

Terminal 2:

run a sploit




Lab 3: Tips

Your job: write two Root Cause Analyses, one for each sploit, using our template
Check that you understand broadly what tinyserv does. Run it and use it a little bit
The source code sploitl.candsploit2.c are provided. Read them!
You can run tinyserv with gdb: this is especially handy for debugging a crash. E.g.:
o $ gdb tinyserv
o (gdb) run 127.0.0.1 7099 files
You'll need to identify (among other things) a bug class. Look at OWASP Top 10 for some example
bug classes

tinyserv is very vulnerable: what other vulnerabilities can you find?



https://courses.cs.washington.edu/courses/cse484/21au/assignments/Lab%203%20Handin%20Template.pdf
https://owasp.org/Top10/

Vulnerability Lifecycle



Overview: Options

e Detectioninthe Wild
o RCA

e Responsible Disclosure
o BugBounties

e Gray Markets



In the Wild



Zero-Day Exploits

e Zero-Day Attack timeline

e Once apatchis written, the exploit is no
longer zero-day

e Also, if avulnerability is responsibly
disclosed and not being exploited in the
wild, it is not a zero-day vulnerability

Zero-Day Attacks Explained

¢

1

A security flaw exists but is
unbeknown to developers,

making it vulnerable to attacks.

3

A cyberattack ensues from
the malware, potentially
resulting in data loss.

3 4

2

A hacker discovers the
vulnerability and exploits it
by malware injection.

4

Developers detect the
attack and have zero days
to mitigate it.



How are zero-day exploits created?

e STEP 1: Attack Surface Analysis

o  Anadversary will study part of the system that they have legitimate access to

e STEP 2:Fuzz Testing

o  Youtest the edge cases of the system and feed unexpected or random values and monitor the behavior of the
system

e STEP 3: Development
o  After avulnerability has been identified, it needs to be implemented into the target system
o lItisalsoimportant to hide exploit code in case of discovery, there are two protection techniques:
m  Metamorphic
(] Polymorphic
e STEP 4: Delivery:
o Deliver the malware to the target system, which can be done through the network automatically or user
interaction



How do we detect them, then?

e Statistics-based detection
o  Relies ondata about previously detected exploits
e Signature-based detection
o  Relies on existing databases of exploit signatures, but this
doesn’t work on zero-day attacks
e Behavior-based detection
o  Relies onlooking for how the exploit interacts with the target
system and focusing on interactions with existing software
rather than code itself




RCA (Root Cause Analysis)

e Theobjective of RCA is to find the root cause of a
problem and eliminate it for good
e Analysis steps

o

O O O O O

Define event

Find causes

Finding the root cause - asking why
Find solutions

Take action

Verify solution effectiveness

<UWE-484-01>: <Description/Title>

Authors:

The Basics

Disclosure Date: 11/24/2021
Product: tinysery
Reporter(s): CSE 484 Staff

The Code

Exploit sample: see sploit{1,2}.c
Did you have access to the exploit sample when doing the analysis? yes

The Vulnerability

Bug class (1p):

Vulnerability details (3p):

Thoughts on how this vuln might have been found (fuzzing, code auditing, variant
analysis, etc.) (1p):

The Exploit

(The terms exploit primitive, exploit strategy, exploit technique, and exploit flow are defined
here.)

Exploit primitive (1p):

Exploit strategy (or strategies) (2p):

The Next Steps

Proposed patch plan (2p):

What are potential detection methods for similar 0-day vulnerabilities? (bonus 1p):



Responsible Disclosures



Bug Bounties

e Created by companies

e Bounties typically range from
$100-50000 depending on the
severity of the bug.

e Used to counteract gray markets

$3.4 MILLION

TOTAL REWARDS IN 2018

$1.7 MILLION

REWARDED FOR ANDROID AND
CHROME VULNERABILITIES

$15 MILLION

TOTAL REWARDS SINCE THE PROGRAM

GOOGLE VULNERABILITY REWARD PROGRAM

2018 Year in Review

g -n =

1,319 317 78

INDIVIDUAL PAID RESEARCHERS COUNTRIES
REWARDS REPRESENTED IN
BUG REPORTS AND
REWARDS

P ¥

$41,000 $181,000

BIGGEST DONATED TO
SINGLE REWARD CHARITY



3rd party vs 1st party

liackerone

Report a security or privacy vulnerability

If you believe you have discovered a security or privacy vulnerability in an Apple product,

please report it to us

If you need technical support for a security issue—for example, to reset your Apple ID
password or to review a recent iTunes charge—view the Get help with security
issues support article or contact Apple Support.

If you have questions or concerns about Apple’s Privacy Policy or data processing, you
can ask us about privacy.

How to report a security or privacy vulnerability

If you believe you have discovered a security or privacy vulnerability that affects Apple devices, software,
services, or web servers, please report it to us. We welcome reports from everyone, including security
researchers, developers, and customers.

To report a security or privacy vulnerability, please send an email to product-security@apple.com that



Bug Bounty Incentives

Not always just money.
Clear submission guidelines

Underpaying or downplaying severity

Safety

Computer Fraud and Abuse Act (Hacking == lllegal)



Ignoring Vulnerabilities

Many companies choose to ignore vulnerabilities or take
long processing times to fix a bug.

These types of behaviors incentives researchers to explore
alternatives to bug bounty programs.

Disclosure of three 0-day iOS vulnerabilities and critique
of Apple Security Bounty program

Common paradigm: Time-limited disclosures

‘ N illusionofchaos 23 September at 16:08

Disclosure of three 0-day iOS vulnerabilities and critique of Apple
Security Bounty program

Information Security *, Development for iOS *, Development of mobile applications *, Reverse engineering *

Translation

Original author: illusionofchaos

{ Privacy. ™/
That'siPhone. =

o
[N

‘ -
' y apple.com/privacy .
\ '
" . w-



Gray Markets



Various
government agencies

Exploit Brokers

GRUMMAN_I

Private defense
companies
Brokers buy zero-days...

and sell them to ?707? Who knows what else?



Gray market bounties

Upto
$2,500,000

Up to
$2,000000

Upto
$1500,000

Upto
$1,000,000

Upto
$500,000

Upto
$200,000

Upto
$100,000

* All payouts are subject to change or cancellation without notice. All trademarks are the property of their respective owners.
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Google’s maximum bug
bounty payout for android is
just $1 million

Why are these governments
and private companies willing
to pay so much more for the
exploits?



Gray Markets: How is this legal?

e Exploit sales have some first-amendment protection in the USA

e Exploits have some legitimate uses
o You're selling knowledge of how to infiltrate a computer system
o but you're not necessarily going to do something illegal with it

e Governments buy the exploits, so largely haven’t cracked down



Ethics Question

Imagine that you are on the security team for Tesla and you received 100
bug disclosures among 3 security engineers. How would you handle this
situation?



