
Section 8:
Vulnerability Lifecycle and Lab 3

CB: Edan, Matt, Phillip and Karman



Administrivia
Upcoming due dates:

● December 8th, 11:59pm: Lab 3 Due

● December 13th, 11:59pm: Final Project Due



Lab 3: Getting started

rsync -av lab3.tar.gz philipmg@attu.cs.washington.edu:~

ssh philipmg@attu.cs.washington.edu

tar -xzvf lab3.tar.gz

mailto:philipmg@attu.cs.washington.edu
mailto:philipmg@attu.cs.washington.edu


cd lab3_data/target/
cat README.md 
cd tinyserv/
make



ifconfig | head -2
./tinyserv 128.208.1.138 7099 files/

Don’t use 7099: Use a port 
number that ends with your 
group number! Otherwise you 
will conflict with others



Lab 3: The admin interface

Password was printed to 
console (see previous slide) 
QwQWVmz...



Lab 3: The sploits

Exploit 1 is incomplete, clearly. The copy you’ve recovered appears to be 

missing the payload (no shellcode!) but it certainly looks exploitable. You’ll 

need to at least identify the crash.

Exploit 2 doesn’t seem to do anything bad to the server, no crash, no 

changes to any files. But it looks like someone has found a way to read the 

admin logs without logging in!



Lab 3: Using the sploits

cd lab3_data/sploit/
make
./sploit2 128.208.1.138 7099

Terminal 1: run tinyserv

Terminal 2: run a sploit

Don’t use 7099: Use a port 
number that ends with your 
group number! Otherwise 
you will conflict with others



Lab 3: Tips

● Your job: write two Root Cause Analyses, one for each sploit, using our template

● Check that you understand broadly what tinyserv does. Run it and use it a little bit

● The source code sploit1.c and sploit2.c are provided. Read them!

● You can run tinyserv with gdb: this is especially handy for debugging a crash. E.g.:
○ $ gdb tinyserv

○ (gdb) run 127.0.0.1 7099 files

● You’ll need to identify (among other things) a bug class. Look at OWASP Top 10 for some example 

bug classes

● tinyserv is very vulnerable: what other vulnerabilities can you find?

https://courses.cs.washington.edu/courses/cse484/21au/assignments/Lab%203%20Handin%20Template.pdf
https://owasp.org/Top10/


Vulnerability Lifecycle



Overview: Options

● Detection in the Wild
○ RCA

● Responsible Disclosure
○ Bug Bounties

● Gray Markets



In the Wild



Zero-Day Exploits

● Zero-Day Attack timeline

● Once a patch is written, the exploit is no 

longer zero-day

● Also, if a vulnerability is responsibly 

disclosed and not being exploited in the 

wild, it is not a zero-day vulnerability



How are zero-day exploits created?

● STEP 1: Attack Surface Analysis
○ An adversary will study part of the system that they have legitimate access to

● STEP 2: Fuzz Testing
○ You test the edge cases of the system and feed unexpected or random values and monitor the behavior of the 

system

● STEP 3: Development
○ After a vulnerability has been identified, it needs to be implemented into the target system
○ It is also important to hide exploit code in case of discovery, there are two protection techniques:

■ Metamorphic
■ Polymorphic

● STEP 4: Delivery:
○ Deliver the malware to the target system, which can be done through the network automatically or user 

interaction



How do we detect them, then?

● Statistics-based detection
○ Relies on data about previously detected exploits

● Signature-based detection
○ Relies on existing databases of exploit signatures, but this 

doesn’t work on zero-day attacks

● Behavior-based detection
○ Relies on looking for how the exploit interacts with the target 

system and focusing on interactions with existing software 

rather than code itself



RCA (Root Cause Analysis)

● The objective of RCA is to find the root cause of a 

problem and eliminate it for good

● Analysis steps
○ Define event 

○ Find causes 

○ Finding the root cause - asking why

○ Find solutions

○ Take action

○ Verify solution effectiveness 



Responsible Disclosures



Bug Bounties

● Created by companies

● Bounties typically range from 

$100-50000 depending on the 

severity of the bug.

● Used to counteract gray markets



3rd party vs 1st party



Bug Bounty Incentives

Not always just money.

Clear submission guidelines

Underpaying or downplaying severity

Safety

Computer Fraud and Abuse Act (Hacking == Illegal)



Ignoring Vulnerabilities

Many companies choose to ignore vulnerabilities or take 

long processing times to fix a bug.

These types of behaviors incentives researchers to explore 

alternatives to bug bounty programs.

Disclosure of three 0-day iOS vulnerabilities and critique 

of Apple Security Bounty program

Common paradigm: Time-limited disclosures



Gray Markets



and sell them to

Exploit Brokers

Brokers buy zero-days...

???

Various 
government agencies

Private defense
companies

Who knows what else?



Gray market bounties
Google’s maximum bug 
bounty payout for android is 
just $1 million

Why are these governments 
and private companies willing 
to pay so much more for the 
exploits?



Gray Markets: How is this legal?

● Exploit sales have some first-amendment protection in the USA

● Exploits have some legitimate uses

○ You’re selling knowledge of how to infiltrate a computer system

○ but you’re not necessarily going to do something illegal with it

● Governments buy the exploits, so largely haven’t cracked down



Ethics Question

Imagine that you are on the security team for Tesla and you received 100 

bug disclosures among 3 security engineers. How would you handle this 

situation?


