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Admin

Lab 2 due on Friday
Homework 3 out, due May 29
There will be a Lab 3 (it is easier than 1+2)

— Smart home security, preview in Section this week

This week’s lectures:
— Usable security

— Mobile platform security
— Anonymity



Importance of Usability in Security

* Why is usability important?
— People are the critical element of any computer
system
* People are the reason computers exist in the first place
— Even ifit is possiblefor a systemto protect against
an adversary, people may use the system in other,
less secure ways
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Usable Security Roadmap

* 2 case studies
— HTTPS indicators + SSL warnings
— Phishing

* Step back: root causes of usability problems,
and how to address
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Case Study #1: Browser HTTPS Indicators

* Design question 1: How to indicate encrypted
connections to users?

* Design question 2: How to alert the user if a site’s
SSL certificate is untrusted?



The Lock Icon
i Secure https://mail.google.com/mail/u/O/#inbox

* Goal: identify secure connection

— SSL/TLS is being used between client and server to
protect against active network attacker

* Lockicon should only be shown when the page is
secure against network attacker
— Semantics subtle and not widely understood by users
— Whose certificate is it?? ¢—
— Problem in user interface design
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[Moxie Marlinspike]

Will You Notice?

5
- Lo
el e E

ookmarks Tools Help : Bookrrerke.Tools Help

E ttp://Www.googIe.com/accounts/Servic'

: i
G

.google.com/accounts/S

Clever favicon inserted
by network attacker
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Do These Indicators Help? (2007)

* “The Emperor’s New Security Indicators”

— http://www.usablesecurity.org/emperor/emperor.pdf

] . tieation ;
2 after warning page 8 47% 529% | 12 55% | 13 37% || 25 44%
3 never (always logged in) 10 23% | 12 71% | 8 36% | 22 63% | 30 53%
Total | 18 17 22 35 57
Lesson:
, ° ) °
Users don’t notice the absence of indicators!
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Newer Versions of Chrome

C. 2017

-9 @ Secure https://mail.google.com/mail/u/O/#inbox

2020

& mail.google.com/mail/u/O/#inbox

(® Not Secure | http-password.badssl.com

(20f)

A
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Case Study #2: Browser HTTPS Indicators

* Design question 1: How to indicate encrypted
connections to users?

* Design question 2: How to alert the user if a site’s
SSL certificate is untrusted?



[Feltetal.]

Firefox vs. Chrome Warning

(rcde\rfé wmu%r;

33% vs. 70% clickthrough rate
Trrefox Agsign

% This Connection is Untrusted

You have asked Chrome o conmedt securely to redditcom, but we can't confirm that your

This is probably not the site you are looking for!
connection is secure.
7 ¥ pttempte to resch meddileom, bt insfesd you schnlly sached 5 serve identifying fea as
Harmally, when you by to conned securely, sites will present brusted identification to prove A48 . abenmad ot TS iy B Catssnd by & Missennlpuralion oo (1 Safear of by SOMGIRNG Mon 5o
that you ane going to the right place. However, this site's identity can't be verified. AT i 0 oot X i Ny o 0 T WA o ) kst ) e ko if
redkiin com
What Should | Da?

Wi Gl Al PiCsed, aipaclalliy i you Rined el S Ih warmilng beloes Ior s &

I yau ua.u.ull;. eonnict bo this site without prablems, thes efror ¢ould mean Lhat someond is
et M site, and you shoulda't continge. Frosomd oy

Biacks In safety

# Holp M unseritare

Technical Details

I Understand the Risks 7~ 2 Cltb]: )
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[Feltetal.]

Experimenting w/ Warning Design

Mock Firefox, no image
Mock Firefox with corporate styling

Table 1. Click-through rates and sample size for conditions.

# Condition CTR N
1 Control (default Chrome warning)

2 Chrome warning with policeman

3 Chrome warning with criminal

4 Chrome warning with traffic light

5 Mock Firefox

6

7
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[Feltetal.]

Experimenting w/ Warning Design

Condition CTR N
Control (default Chrome warning) 679% 17,479
Chrome warning with policeman e

Chrome warning with criminal °

Chrome warning with traffic light .

Mock Firefox

Mock Firefox, no image

Mock Firefox with corporate styling

Table 1. Click-through rates and sample size for conditions.

=] On h b = 3

This is probably not the site you are looking for!

Vo pttampied i reach reddi com. DUf Inslead you actuplly seached o senee identitying deel as

A . sl el TR Ty DO Gl by & MiseS Ol Wl s O ITw S’ OF Dy Bl iTRON Sdnlnch
An allacher on pogr retwork cold B frying ioged yog in visl o Baks (e polenlialy harmiial) semsion of
ekl COam

ins Ghoumd SOl Pocesd, epaclmlly T ycu Rines e Son Thil s arminsg Defors Tor Dhes &

Procesd soyeway | Biack o epfely

¥ Hulp me underang

Figure 1. The default Chrome SSL warning (Condition 1).
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[Feltetal.]

Experimenting w/ Warning Design

5/18/2020

Mock Firefox, no image
Mock Firefox with corporate styling

# Condition CTR N

1 Control (default Chrome warning) 679% 17,479
2 Chrome warning with policeman 68.9% 17,977
3 Chrome warning with criminal 66.5% 18,049
4 Chrome warning with traffic light 68.8% 18,084
5 Mock Firefox

6

7

Table 1. Click-through rates and sample size for conditions.

This is probably not the site you ar

Vg ptbampied 6o reach reddi. com. Do insiead you actunlly s
A . sl el TR Ty DO Gl by & MiseZ Ol il ™ O 11
An aliacher on pogr redtwork coid B Grying Iooged yos ln visd o ks
ekl COam

¥ inn Ghouid Sl Peocessd, aipaclmlly T o Rires e soan TS e x

Prcead aryway Biack In safety

¥ Hulp me underang

Figure 1. The default Chrome SSL warning (Condition 1).
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[Feltetal.]

Experimenting w/ Warning Design

# Condition CTR N

1 Control (default Chrome warning) 679% 17,479
2 Chrome warning with policeman 68.9% 17,977
3 Chrome warning with criminal 66.5% 18,049
4 Chrome warning with traffic light 68.8% 18,084
5 Mock Firefox 56.1% 20,023
6 Mock Firefox, no image 55.9% 19.297
7

Mock Firefox with corporate styling
Table 1. Click-through rates and sample size for conditions.

‘a This Connection is Untrusted

You have asked Chrome Lo conmrect securely b f!ﬂ'ml‘ﬂ, but we can't confirm that Wour
cccccc tion is secure.

Harmally, when yeu bry o conmect securely, sites will present brusted identification bo prove
that you are going o the right place. However, this site's idenbity can't be venified,

wWhat Should | Do?

W pow wsuslly connect bo this ite without problems, thes error could mesn Ehat someoans is
Lrying bo imgersonate the site, and you sheulda’t conkine.

el vl ol hepend
Technical Details

1 Understand the Risks
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[Feltetal.]

Experimenting w/ Warning Design

5/18/2020

# Condition CTR N

1 Control (default Chrome warning) 679% 17479

2 Chrome warning with policeman 68.9% 17,977

3 Chrome warning with criminal 66.5% 18,049

4 Chrome warning with traffic light 68.8% 18,084

5 Mock Firefox — 20,023
6 Mock Firefox, no image 55.9% 19,297

7

Mock Firefox with corporate styling 55.8% 19,845
Table 1. Click-through rates and sample size for conditions.

This Connection is Untrusted

You hive asked Chrome bo connect secunely bo reddit.com, but we can't confirm that
A —

armally, when vou try bo conmect seourely, sites will present trusted identification ta
t wou are gaing ko the right place. However, this site's identity can't be

Figure 3. The FirefoX SSE \Wdrnifig with (o0 styling (Condition 7). 16



Opinionated Design Helps!

The site's security certificate is not trusted!

You attempted to reach 192.168.17.129, but the server presented a certificate issued by an entity that is not
trusted by your computer's operating system. This fhay mean that the server has generated its own security

credentials, which Chrome cannot rely on for identity information, or an attacker may be trying to intercept
your communications.

You should not proceed, especially if you have never seen this warning before for this site.

Proceed anyway Back to safety

P Help me understand

5/18/2020

[Feltetal.]

Adherence

30.9%

4,551

CSE 484/ CSE M 584 - Spring 2020
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" JovE pateva ™ & goels are Yaod [Feltetal.]

Opinionated Design Helps!

«'/» - ' - - - -
/‘ | The site's security certificate is not trusted! I
Chsh
You attempted to reach 192.168.17.129, but the server presented a certi i i )
trusted by your computer's operating system. This may mean that the se Your connection is not private
credentials, which Chrome cannot rely on for identity information, or an a - Attackers might be trying to steal your information from reddit.com (for example, passwords,
your communications messages, or credit cards).
ﬂ Proceed to the site (unsafe) || Back to safety
You should not proceed, especially if you have never seen this warning
» Advanced
Proceed anyway Back to safety
» Help me understand l

_(gﬂcs)“’( OF‘?H‘*‘ F)
Adherence | N

(o)
Your connection is not private 30‘9/’ 4)551

Attackers might be trying to steal your information from www.example.com (for

example, passwords, messages, or credit cards). 3 2 01 % 4, O 7 5
Advanced C ‘ 58.30/0 4’644
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Today’s Warning

Your connection is not private

Attackers might be trying to steal your information from untrusted-root.badssl.com )
(for example, passwords, messages, or credit cards). Learn more

NET::ERR_CERT_INVALID

[ ] Help improve Chrome security by sending URLs of some pages you visit, limited system

information, and some page content to Google. Privacy policy

s | &

?
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[Feltetal.]

Challenge: Meaningful Warnings

a248.e.akamai.net

Client missing

. Anti-virus software
root certificate

>
=
m l
Y o?oooooo
Y
<C
"~ | captive School or employer
portal GoV't content filter

Expired certificate

Client clock wrong

Certificate
mis-issuance
/—\

ADVLLY 1V3Y

Malware

State attacks

ISP adding

advertisements

See current designs for different conditions at https://badssl.com/.
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Case Study #2: Phishing

* Design question: How do you help users
avoid falling for phishing sites?

5/18/2020 CSE 484 [ CSE M 584 - Spring 2020
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Paypai. o prypel- et gtk e

A Typical Phishing Page

E PayPal - Welcome

=13
| | http:/fwww.ipaypal.szm.sk/login. html hdQE: A -J}

Q\ k Majit dalsi # Hlas [ Autorsky mad

= K| Viechny obrazky - |*PFfizpdsobit Sifce (f.g. 100% |

[lPayPalj Weird URL in Up | LogIn | Help :
http instead of https

Welcome Auction Tools

Member Log-In Forgot vour email address? ]
9 Forgot your password? Join PayPal Today
Mow Ower
Email Address 100 milli " Learn more about
rmitien accounts PavFal Worldwide
Passwaord Login |° Sign Up Nowl!

Your Financial Information

withouSharin g

PayPal. Privacy is built in. Learn more

Text To Buy
X-Men 2
Buyers eBay Sellers Merchants for only $5-98
Euy How
Send money to anyone Free eBay tools make Accept credit cards on
fmth an ema_ll address selling easier. your website using PayPal Mobile
in 55 countries and PayPal.
. Learn rare
regions. PayPal works hard to —
help protect sellers. Compare our solutions

PavPal is free for

to merchant acconnts Wihat'c Mawr
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Safe to Type Your Password?
oxdendod valtdeboe Ot

@& Bank of the West | - Mozilla Firefox

File Edit View History Bookmarks Tools Help

CS = i v ( r p 4

BANK#WEST Z£3. tose: || Seeith co}

Signinv : Have a guestion? Contact Us.

PERSONAL SMALL BUSINESS COMMERCIAL

Products & Services  Achieve Your Goals  Bank Online elimeBanker B
Checking Buy a home Apply for an account online —
Savings & CDs Buy a new car Learn about online banking Phere GEPSNEY TR SRR
Credit Cards Save for college Enroll in eTimeBanker Aternaie e

Loans Maximize home equity :

Wealth Management & Trust | Consolidate debt

Insurance . Try our financial calculators

See all our Personal banking prbducts »
Done

5/18/2020
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Safe to Type Your Password?

Bank of the West

Gives me vou pas Swirds!

User name:

@ Bank of the West Phishing Page - Mozilla Firefox IE'E'&J
File Edit View History Bookmarks Tools Help
f c '\ htt ogin * Google R

5/18/2020
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Safe to Type Your Password?

(= [ o]

8/2020
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thewest.com/



Safe to Type Your Password?

5/18/2020

@ Morzilla Firefox (= | B |
File Edit View History Bookmarks Tools Help
‘@«— v c X < http://attacker.com/ > Google ,O]
~
( . Z
0
@ Bank of the West | - irefox =RECIC X

File Edit View History Bo

PERSONAL SMALL BUSINESS

Products & Services

Checking

Savings & CDs

Credit Cards

Loans

Wealth Management & Trust
Insurance

c ( ) Ba ‘the West (US) L s//www bankofthewest.com/EJ

BANKREWEST £

i Tryourfi

See all our Personal banking prbdu

irks Tools Help

Home

Searcn

Sign in v : Have a question? Con

COMMERCIAL

Achieve Your Goals l' Online

Buy a home
Buy a new car
Save for college
Maximize home g
Consolidate g
Bl calculators

Done
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QN\"K/‘S alSo C1°
s -VDV vefe o

Phishing Warnings (2008

g UK Events : Event registration - Windows

orel

Q'\___J |§ﬂ§_, ChUsers\Tim\Docurr ~ w 4 [ % [ Live Se Reported Web Forgery!

- : . x

File Edit |\’| Suspicious website This web site at www.mozilla.com has been reported as a web forgery
. w7/ and has been blocked based on your security preferences.

This might be a phishing website.

websites for the purpose of cbtaining
personal or financial informaticon.

Microsoft recommends that you do

Phishing websites impersonate trustworthy

/> Reported Phishing Website: Navigation §

v | ht:[207.68. 255. 170 contosojer

@ P 53 8R.x @uo. @

other fraud.

any of your information to such wel

Report whether or not this is a phishif
website,

What is Phishing Filter?

Microsoft Architect Insiaht Coj

Passive (IE)

g} This is a reported phishil

........ hing website

Web forgeries are designed to trick you into revealing personal or financial
information by imitating sources you may trust.

Entering any information on this web page may result in identity theft or

Why was this site blocked?

Ignore this warni

Active (Firefox)

R 00% v

5/18/2020

Active (IE)
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[Egelman et al.]

Are Phishing Warnings Effective?

* CMU study of 60 users
* Asked to make eBay and Amazon purchases

* All were sent phishing messages in addition to the
real purchase confirmations

* Goal: compare active and passive warnings
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[Egelmanetal.]

Active vs. Passive Warnings

* Active warnings significantly more effective
— Passive (IE): 100% clicked, 90% phished
— Active (IE): 95% clicked, 45% phished
— Active (Firefox): 1gaZclicked, 0% phished

g UK Events : Event registration - Windows orel
UU |§ﬁL ChUsers\Tim\Docurr - | '@' Suspicious .. 43 ‘ .4 | | o g m— F i Re Orted Web Forgery!
x @'—\v 2 ht1//207.68. 155. 170 contosofervol_suth.hend v |1 Prshng Wesate | K33 <1 ||
o & P e e BB - D This web site at www.mozilla.com has been reported as a web forgery
ol = = - —— = and has been blocked based on your security preferences.

Web forgeries are designed to trick you into revealing personal or financial
websijf for the purpose of oBXgining your information by imitating sources you may trust.

pergfhal or financial informatiof.

Entering any information on this web page may result in identity theft or
other fraud.

Microseft recommends that you dy not give

any of your information to such weksites. We recommend that you close this webpage and do not continue to this website.

O Cit e i e o wkimon e__ Why was this site blocked?

Report whether or not this is a phishing
website,
gnore this warning

What is Phishing Filter?
ht Confer]

Microsoft Architect Insiaht Conference

] 6:rmt W‘. Wo% ~

Passive (IE) Active (IE) Active (Firefox)
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[Egelman et al.]

Active vs. Passive Warnings

* Some fail to notice warnings entirely
— Passive warning takes a couple of seconds to appear; if
user starts typing, his keystrokes dismiss the warning
* Some saw the warning, closed the window, went
back to email, clicked links again, were presented
with the same warnings... repeated 4-5 times
— Conclusion: “website is not working”

— Users never bothered to read the warnings, but were
still prevented from visiting the phishing site

— Active warnings work!
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[Egelman et al.]

Why Warnings Fail

* Don’t trust the warning

— “Since it gave me the option of still proceeding to the
website, | figured it couldn’t be that bad”

* Ignore warning because it’s familiar (IE users)

— “Oh, I alwaysignorethose”

— “Looked like warnings | see at work which I know to ignore”

— “lthought that the warnings were some usual ones displayed by IE”
— “My own PC constantly bombards me with similar messages”

* Common issue: Warning/prompt fatigue
— We’ll see this issue again re: mobile security...
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FYI: Site Authentication Image

/= Bank of America | Online Banking | SiteKey | Verify SiteKey - Windows Internet Explorer

5/18/2020

W lg Bank of America | Cnline Banking |... I l

=4 v |&] https: [/sitekey.bankofamerica.com/sas/signonSetup.do

— . .
Bankof Am ericaq'}!igher Standards Online Bankin g

Confirm that your SiteKey is correct

If you recognize your Sitekey, you'll know for sure that you
are at the valid Bank of America site. Confirming your Sitekey is
also how you'll know that it's safe to enter your Passcode and click the Sign In button.

An asterisk (*) indicates a required field.

If you don’t recognize your personalized
“SiteKey”, don’t enter your Passcode

pelicans

If you don't recognize your personalized SiteKey,
don't enter your Passcode.

* Passcode: |

(4 - 20 Characters, case sensitive)

CSE 484/ CSE M 584 - Spring 2020
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Root Causes? How to Improve?

q{,\ fort ack ag dosps aobugete
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Stepping Back: Root Causes?

* Computer systems are complex; users lack intuition

Users in charge of managing own devices
— Unlike other complex systems, like healthcare or cars.

Hard to gauge risks
— “lt won’t happen to me!”

* Annoying, awkward, difficult

* Social issues
— Send encrypted emails about lunchz...
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How to Improve?

Security education and training

Hel
Ma
Ma

5

b users build accurate mental models
Ke security invisible

Ke security the |least-resistance path



Beyond Specific Tools:
Different User Groups

e Not all users are the same!

* Designing for one group of users, or “generic”
users, may leads to dangerous failures or reasons
that people will not use security tools

* Examples from (qualitative) research at UW:
— Journalists (most sources are not like Snowden!)

— Refugees in US (security measures may embed US
cultural assumptions!)
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