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Admin

ÅLab3 due Friday

ÅLast extra credit reading due Thursday
ï No late days

ÅFinal project due next Monday (12/14)
ïNo late days

ïMake sure you:
ÅInclude references

ÅInclude at least one legal/ethics discussion slide

ÅCreate original content

Å'Ï ÂÅÙÏÎÄ ÃÌÁÓÓ ÍÁÔÅÒÉÁÌÓ ɉÉÆ ÉÔȭÓ Á ÔÏÐÉÃ ×Å ÁÌÓÏ ÃÏÖÅÒÅÄɊ

ÅWednesday: Guest panel on ethics
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Side Channel Attacks

ÅAttacks based on information that can be gleaned 
from the physical implementation of a system, 
rather than breaking its theoretical properties

ïInitially most commonly discussed in the context of 
cryptosystems

ïBut also prevalent in many contexts
ÅE.g., we discussed the TENEX password implementation

ÅE.g., we discussed browser fingerprinting
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Examples on Cryptosystems

ÅTiming attacks

ÅPower analysis

ÅGood overview: 
http://www.nicolascourtois.com/papers/sc/side
ch_attacks.pdf

If you do something different for secret key bits 1 
ÖÓȢ Φȟ ÁÔÔÁÃËÅÒ ÃÁÎ ÌÅÁÒÎ ÓÏÍÅÔÈÉÎÇȣ
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Example Timing Attacks

ÅRSA: Leverage key-dependent timings of 
modular exponentiations
ïhttps://www.rambus.com/timing-attacks-on-implementations-of-

diffie-hellman-rsa-dss-and-other-systems/

ïhttp://crypto.stanford.edu/~dabo/papers/ssl-timing.pdf

ÅBlock Ciphers: Leverage key-dependent 
cache hits/misses
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Power Analysis

ÅSimple power analysis: Directly read off bits from 
powerline traces

ÅDifferential power analysis: Look for statistical 
differences in power traces, based on guesses of a key bit
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Key Extraction via Electric Potential

GenkinÅÔ ÁÌȢ Ȱ'ÅÔ 9ÏÕÒ (ÁÎÄÓ /ÆÆ -Ù ,ÁÐÔÏÐȡ 0ÈÙÓÉÃÁÌ 3ÉÄÅ-Channel Key-Extraction 
!ÔÔÁÃËÓ /Î 0#Óȱ #(%3 ΤΡΣΦ
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Keyboard Eavesdropping

ZhuangÅÔ ÁÌȢ Ȱ+ÅÙÂÏÁÒÄ !ÃÏÕÓÔÉÃ %ÍÁÎÁÔÉÏÎÓ 2ÅÖÉÓÉÔÅÄȱ ##3 ΤΡΡΧ
VuagnouxÅÔ ÁÌȢ Ȱ#ÏÍÐÒÏÍÉÓÉÎÇ %ÌÅÃÔÒÏÍÁÇÎÅÔÉÃ %ÍÁÎÁÔÉÏÎÓ ÏÆ 7ÉÒÅÄ ÁÎÄ 7ÉÒÅÌÅÓÓ 
+ÅÙÂÏÁÒÄÓȱ 53%.)8 3ÅÃÕÒÉÔÙ ΤΡΡΫ
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Identifying Web Pages: Traffic Analysis

(ÅÒÒÍÁÎÎ ÅÔ ÁÌȢ Ȱ7ÅÂÓÉÔÅ &ÉÎÇÅÒÐÒÉÎÔÉÎÇȡ !ÔÔÁÃËÉÎÇ 0ÏÐÕÌÁÒ 0ÒÉÖÁÃÙ %ÎÈÁÎÃÉÎÇ 
Technologies with the Multinomial Naïve-"ÁÙÅÓ #ÌÁÓÓÉÆÉÅÒȱ ##37 ΤΡΡΫ
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Spectre

Exploit (1)speculative execution and               
(2) cache timing informationto extract 
private information from the same process

ïExample: JavaScript running in web page

ÅUntil recently, iframes were in the same process as 
their parent pages (big effort to change this, Site 
Isolation: https://support.google.com/chrome/answer/7623121?hl=en)

ïNote there are other variants(new ones still 
appearing often!)
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Instruction Speculation
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Many steps (cycles) to execute one instruction; time flows left to right Ÿ

add

Predict direction: target or fall thru

Go Faster! Pipelining, branch prediction, & instruction speculation

add

load

branch

and Speculate!

store Speculate more!

load

If speculation correct: Commit architecturalchanges of and (register) & store

(memory) --quick!

If mis-speculate: Abort architecturalchanges (registers, memory); go in other branch 
direction   

Material from http://research.cs.wisc.edu/multifacet/papers/hill_mark_wisconsin_meltdown_spectre.pptx

Speculation affects the cache!



Cache Timing Attacks

ÅBasic idea: Manipulate cache to a known 
state, wait for victim activity, then examine 
what has changed.

ÅExample: Ȱ&ÌÕÓÈ Ϲ 2ÅÌÏÁÄȱ

1. Flush relevant addresses from cache

2. Wait for victim (here: execute Spectreattack)

3. Reload relevant addresses, time accesses

If timing was fast, victim accessed relevant address; if   
timing was slow, victim did not.
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https://conference.hitb.org/hitbsecconf2016ams/materials/D2T1%20-%20Anders%20Fogh%20-%20Cache%20Side%20Channel%20Attacks.pdf

https://conference.hitb.org/hitbsecconf2016ams/materials/D2T1%20-%20Anders%20Fogh%20-%20Cache%20Side%20Channel%20Attacks.pdf


SpectreThreat Model
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ÅGiven code above, suppose that:

ïAdversary can run code, in the same process.

ïAdversary can control the value x.

ïAdversary has access to array2.

ïAdversary cannot just read arbitrary memory in the process.

ïThere is some secret value, elsewhere in the process, that the 
adversary would like to learn.

ÅSpecifically: !ÔÔÁÃËÅÒȭÓ ÇÏÁÌ ÉÓ ÔÏ ÒÅÁÄ ÓÅÃÒÅÔ ÍÅÍÏÒÙ ÁÔ ÁÄÄÒÅÓÓ 
array1+x, for some too-large x



SpectreAttack Sketch

1. Train branch predictorto follow one branch of conditional.

2. After training, make the followed branch access information 
that the code should not be allowed to access
(secret=array1[x] ).

3. The secret information will affect which part of array2 is 
loaded into the cache (array2[secret*4096] ).

4. After the hardware determines that the branch was 
incorrectly executed, the logic of the program will be rolled 
back but the cache will still be impacted.

5. Time reads to cache(e.g., Flush+Reload)for accesses to 
array2 , to see which cache lines are read more efficiently.
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)ÔȭÓ ! 0ÁÒÔÙ

17[From Canella et al.]

More and more:

ǒ Foreshadow ɀattacks SGX

ǒ SPOILER ɀmem dependence

ǒ Etc. etc. 
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-ÏÒÅ %ØÁÍÐÌÅÓȣ
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Accelerometer Eavesdropping

!ÖÉÖ ÅÔ ÁÌȢ Ȱ0ÒÁÃÔÉÃÁÌÉÔÙ ÏÆ !ÃÃÅÌÅÒÏÍÅÔÅÒ 3ÉÄÅ #ÈÁÎÎÅÌÓ ÏÎ 3ÍÁÒÔÐÈÏÎÅÓȱ !#3!# ΤΡΣΤ
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Gyroscope Eavesdropping
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MichalevskyÅÔ ÁÌȢ ȰGyrophone: Recognizing Speech 
ÆÒÏÍ 'ÙÒÏÓÃÏÐÅ 3ÉÇÎÁÌÓȱ 53%.)8 3ÅÃÕÒÉÔÙ ΤΡΣΦ



More Gyroscope

#ÈÅÎ ÅÔ ÁÌȢ ȰTouchLogger: Inferring Keystrokes On Touch Screen From Smartphone 
-ÏÔÉÏÎȱ HotSec2011
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Compromising Reflections
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[Backeset al.]


