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Q1: Which property or properties of cryptographic hash functions (one-wayness, collision
resistance, weak collision resistance) are needed for the following applications, and why?

(a) Storing password hashes?

(b) Integrity of software distribution?

(c) Private auction bidding?

Q2: What problem do you see with the “Encrypt-and-MAC” approach for authenticated
encryption?



