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Challenges with Isolated Apps

So mobile platforms isolate applications for
security, but...

1. Permissions: How can applications access
sensitive resources?

2. Communication: How can applications
communicate with each other?
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(2) Inter-Process Communication

* Primary mechanism in Android: Intents

— Sent between application components
* e.g.,withstartActivity(intent)

— Explicit: specify component name
* e.g., com.example.testApp.MainActivity
— Implicit: specify action (e.g., ACTION_VIEW)
and/or data (URI and MIME type)
* Apps specify Intent Filters for their components.



[Chin et al.]

Unauthorized Intent Receipt

* Attack #1: Eavesdropping [ Broadcast Thefts
— Implicit intents make intra-app messages public.

* Attack #2: Activity Hijacking
— May not always work:

* Attack #3: Service Hijacking

— Android picks one at random Hl Live vattpapers
upon conflict! Pictures

;/: Wallpapers

. Use by default for this action.
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[Chin et al.]

Intent Spoofing

* Attack #1: General intent spoofing
— Receiving implicit intents makes component public.
— Allows data injection.

* Attack #2: System intent spoofing

— Can’t directly spoof, but victim apps often don’t check
specific “action” in intent.



[Felt et al.]

Permission Re-Delegation

* An application without a permission gains
additional privileges through another application.

e Demo video

Demo
malware

pressButton(0)
* Settings application is

deputy: has permissions,
and accidentally exposes
APIs that use those
permissions.

toggleWifi() Settings

toggleWifi()

Permission System
API
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More on Android...
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Number of apps.

Aside: Incomplete Isolation

Embedded Uls and libraries always run with the host
application’s permissions! (No same-origin policy here...)

N
S
w

] 3253
979
489
173
75
16
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H |i‘
0 1 2 3 4 5 6 7 8
Number of ad libraries installed.
[Shekhar et al.]
5/24/17

Hello America.
Spotify here.

America -

Pacific

&k 1:26

Sh, g Ad from
] ad library
Atlantic Map from
Google
library

America

Social button
from Facebook
library
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Android Application Signing

* Apps are signed
— Often with self-signed certificates

— Signed application certificate defines which user ID is
associated with which applications

— Different apps run under different UIDs

e Shared UID feature

— Shared Application Sandbox possible, where two or
more apps signed with same developer key can declare
a shared UID in their manifest
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Shared UIDs

App 1: Requests GPS [ camera access
App 2: Requests Network capabilities

Generally:
— First app can’t exfiltrate information
— Second app can’t exfiltrate anything interesting

With Shared UIDs (signed with same private key)
— Permissions are a superset of permissions for each app

— App 1 can now exfiltrate; App 2 can now access GPS/
camera
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File Permissions

* Files written by one application cannot be
read by other applications

— Previously, this wasn’t true for files stored on the SD
card (world readable!) — Android cracked down on this

* Itis possible to do full file system encryption
— Key = Password/PIN combined with salt, hashed
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Memory Management

* Address Space Layout Randomization to
randomize addresses on stack

* Hardware-based No eXecute (NX) to prevent code
execution on stack/heap

* Stack guard derivative

* Some defenses against double free bugs (based on
OpenBSD’s dmalloc() function)

* etc.

[See http://source.android.com/tech/security/index.html]
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Android Fragmentation

* Many different variants of 233-  Gingerbread 10 1.0%
2.3.7
AndrOId (unllke IOS) 4.0.3- Ice Cream 15 0.8%
— Motorola, HTC, Samsung, ... 404 | Sandwich
4.1.x Jelly Bean 16 3.2%
* Less secure ecosystem 42 17 as%
— Inconsistent or incorrect - bl B
. . 4.4 KitKat 19 18.8%
implementations |
5.0 Lollipop 21 8.7%
— Slow to propagate kernel 5.1 2 233%
updates and new versions 6.0 Marshmallow 23 31.2%
7.0 Nougat 24 6.6%
7.1 25 0.5%

[https://developer.android.com/about/dashbo
ards/index.html] Data collected during a 7-day period ending on May 2, 2017.

Any versions with less than 0.1% distribution are not shown.
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What about iOS?

* Apps are sandboxed * No “sideloading” apps
* Encrypted user data — Unless you jailbreak

— See recent news...

* App Store review process is

(maybe) stricter

— But notinfallible: e.g., see
Wang et al. “Jekyll on iOS:
When Benign Apps Become
EVil”” (USENIX SE@CUritY 2013) | cro b inveting poces. et bysaic CFG i ictio's device aer

node represents the vulnerabilities. exploiting vulnerabilities.

Figure 1: High Level Intuition
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Poor Usability Causes Problems

FFICIAL BALLOT, GENERAL ELECTION
2 PALM BEACH COUNTY, FLORIDA
NOVEMBER 7, 2000

OFFICIAL BALLOT, GENERAL ELECTION
PALM BEACH COUNTY, FLORIDA
NOVEMBER 7, 2000

(REPUBLICAN)
GEORGE W. BUSH . presioent I |
DICK CHENEY - vice presioent | (REFORM)
e HANAN . pRESIDENT
(DEMOCRATIC) @ | < PAT BUC .
AL GORE - resioent 55 . ‘ EZOLA FOSTER - vice PRESIDENT
JOE LIEBERMAN - vice pResinent l ‘ (SOCIALIST)
|
| D McREYNOLDS - presioent
; (LIBERTARIAN) | | <6 i
Nt HARRY BROWNE..presioent { MARY CAL HOLLIS - vice presioent
T ART OLIVIER - vice presioent . (CONSTITUTION)
HOWARD PHILLIPS . presioent
Jates wil (GREEN) || <8
eir electors) | RALPH NADER - pResioent 1 J. CURTIS FRAZIER - vice PRESIDENT
P WINONA LaDUKE - vice paesioent | ‘ (WORKERS WORLD)
|| 10 MONICA MOOREHEAD - presioent
(SUEIA TN CAkER 2} GLORIA La RIVA . vice prestoent
JAMES HARRIS . presinent
MARGARET TROWE - vice presinent } WRITEIN CANDIDATE
(NATURAL LAW) | To vote for a write-in candidate, follow the
JOHN HAGELIN - presioent f ‘ directions on the long stub of your ballot card.
NAT GOLDHABER - vice PRestoENT

/’; /’// :
4///////////154“””//
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Importance in Security

* Why is usability important?
— People are the critical element of any computer
system

* People are the real reason computers exist in the first
place

— Even if it is possible for a system to protect against
an adversary, people may use the system in other,
less secure ways
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Usable Security Roadmap

e 2 case studies
— Phishing
— SSL warnings

* Step back: root causes of usability problems,
and how to address
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Case Study #1: Phishing
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A Typical Phishing Page

B PayPal - Welcome
v 2 N http:/fwww.ipaypal.szm.sk/login.html | L= | L=

Q ¥ Najit dalsi # Hias |_J Autorskyméd - |[|vSechny obrazky - |+Pfizpisobit Sifce | & 100% =l

Pa,yPal Weird URL hn Up | Log In | Help
http instead of https

-

Auction Tools

Welcome

- Forgot vour email address?
Memshes Log-1n Forgot vour password? Join PayPal Today
. Now Over
Email Address 100 million accounts A LESE Nors Stos:

¥ / PayPal Worldwide

Password Log In © sign Up Now!

HowPayPal

Your Financial Information

WithoutSha ri ng

PayPal. Privacy is built in. Learn more
Text To Buy
X-Men 2
Buyers eBay Sellers Merchants for only $5:98
Buy How
Send money to anyone Free eBay tools make Accept credit cards on
_wnth an ema_ll address selling easier. your website using PayPal Mobile
in 55 countries and PayPal.
. Learn more
regions. PayPal works hard to
help protect sellers. Compare our solutions
PavPal is free for to merchant accounts What'c Nowr B
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Safe to Type Your Password?

@ Bank of the West | - Moxilla Firefox

File Edit View History Bookmarks Tools Help

’ g ———— Ty B—
@ “? s c e E Bank of the West (US) /www.bankofthewest.com OW/home
e

oy -

BANK#:WEST Z£3. o

Signinv

PERSONAL SMALL BUSINESS COMMERCIAL
Products & Services  Achieve Your Goals
Checking Buy a home

Savings & CDs Buy a new car

Credit Cards Save for college

Loans Maximize home equity
Wealth Management & Trust Consolidate debt

Insurance Try our financial calculators

See all our Personal banking products »

Search

Have a question? Contact Us.

Bank Online

Apply for an account online
Learn about online banking
Enroll in eTimeBanker

Findus  ZIP code or city & state

elTimeBanker @

I

Where do | enter my password?
Alternate Login ‘

e’ “N
AN |

& Lo ¢
Ba7 A

' | By
g4 AN

Done

www.bankofthewest.com |}

5/24/17
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Safe to Type Your Password?

@& Bank of the West Phishing Page - Mozilla Firefox
File Edit View History Bookmarks Tools Help

@ - c ' ‘htt‘://attacker.com)ogin > -

Bank of the West

Gives me you pa5Sw0rds!

User name:
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Safe to Type Your Password?

@& Bank of the West | - Moxzilla Firefox =N X

File Edit View History Bookmarks Tools Hel

f c @tt :/fwww.bankofthevvest.com/BOW/home w T ' Google pe
BANK $:WEST 223 :_Cme i |

thewes.t com,

thewest.com,/
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Safe to Type Your Password?

@ Morzilla Firefox (=] G )

File Edit View History Bookmarks Tools Help

——
@ "9 A4 c A < http://attacker.com/ ? »> - I 'l Google P‘
&) Bank of the West | - M8 irefox E@‘g
File Edit View History Bo grks Tools Help
CS'-”- - c A ( z Ba. “the West (US) IZ- s://www.bankofthewest.com/ED | Google P‘

Home

BANKAWEST £

Signinv : Have a question? Co

Find us | ZIP code or city & state i

PERSONAL SMALL BUSINESS COMMERCIAL

Products & Services - Achieve Your Goals ” X Online eTimeBanker

Checking Buy a home

Savings & CDs Buy a new car

Credit Cards Save for college

Loans Maximize home g

Wealth Management & Trust Consolidate g

Insurance Try our fig Al calculators

See all our Personal banking produ
Done
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Experiments at Indiana University

* Reconstructed the social network by crawling sites
like Facebook, MySpace, LinkedIn and Friendster

* Sent 921 Indiana University students a spoofed
email that appeared to come from their friend

* Email redirected to a spoofed site inviting the user
to enter his/her secure university credentials
— Domain name clearly distinct from indiana.edu

o 72% of students entered their real credentials into
the spoofed site
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More Details

» Control group: 15 of 94 (16%) entered personal
information

* Social group: 349 of 487 (72%) entered personal
information

* 70% of responses within first 12 hours
* Adversary wins by gaining users’ trust

* Also: If a site looks “professional’’, people likely to
believe that it is legitimate
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Phishing Warnings

| /& UK Events : Event registration - Win

U Q ‘rHL C:\Users\Tim\Docurr v | (¥ Suspicious .. | ¥ | X ‘ ‘ Live Se Reported Web Forgery!

X
@ suspicious website This web site at www.mozilla.com has been reported as a web forgery
\-’/ . and has been blocked based on your security preferences.

File Edit

Rt e e

This might be a phishing website.

Web forgeries are designed to trick you into revealing personal or financial

Phishing websites impersonate trustworthy information by imitating sources you may trust.

websites for the purpose of obtaining

X . . /> Reported Phishing Website: Navigation B
personal or financial information.

G- [Ehmimres s inimme
Microsoft recommends thatyoudo § @ < 22 . @r. x |[@uw. @

any of your information to such web Why was this site blocked?

L ] This is a reported phishii
Report whether or not this is a phishif
website. http://207.6 0/contoso

Entering any information on this web page may result in identity theft or
other fraud.

Ignore this warnii

What is Phishing Filter?

You

Active (Firefox)

Microsoft Architect Insight Co|

Passive (IE)

@ Intemet * 0% v

Active (IE)
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[Egelman et al.]

Are Phishing Warnings Effective?

* CMU study of 60 users
* Asked to make eBay and Amazon purchases

* All were sent phishing messages in addition to the
real purchase confirmations

* Goal: compare active and passive warnings
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[Egelman et al.]

Active vs. Passive Warnings

* Active warnings significantly more effective
— Passive (IE): 100% clicked, 90% phished
— Active (IE): 95% clicked, 45% phished
— Active (Firefox): 100% clicked, 0% phished

I '€ UK Events : Event registration - Windows rel

’,1;11_, C:\Users\Tim\Docurr vil\b’ Suspicious ... ‘r‘ X | ’ e

W Reported Web Forgery!

& X 6'\- 8 hte:/[207.68. 69, 170 contoso ervol_suth i v [ g wiesate | K83 11 I . ) .
‘-‘-.ﬁ Suspicious website =F - ~o — - This web site at www.mozilla.com has been reported as a web forgery
L4 ) @ - 5. B X @as. @ves.. @wec. |Movet. » ‘2~ B - mm - [OPege "
8 and has been blocked based on your security preferences.
This might be a phishing website. .
@ This is a reported phishing website
Phishing websites impersonate trustworthy Web forgeries are designed to trick you into revealing personal or financial

websites for the purpose of obtaining your L L e e e T information by imitating sources you may trust.
personal or financial information.

Entering any information on this web page may result in identity theft or

Microsoft recommends that you do not give other fraud.
any of your information to such websites. We recommend that you close this webpage and do not continue to this website.

Report whether or not this is a phishing
website,

B P — Why was this site blocked?

eren O ———

lgnore this warning

What is Phishing Filter? @ More informatio
o ht Confer] R

Microsoft Architect Insiaht Conference

Passive (IE) Active (IE) Active (Firefox)
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[Egelman et al.]

User Response to Warnings

* Some fail to notice warnings entirely

— Passive warning takes a couple of seconds to appear; if
user starts typing, his keystrokes dismiss the warning
* Some saw the warning, closed the window, went
back to email, clicked links again, were presented
with the same warnings... repeated 4-5 times

— Conclusion: “website is not working”

— Users never bothered to read the warnings, but were
still prevented from visiting the phishing site

— Active warnings work!
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[Egelman et al.]

Why Do Users Ignore Warnings?

* Don’t trust the warning

— “Since it gave me the option of still proceeding to the
website, | figured it couldn’t be that bad”

* lgnore warning because it’s familiar (IE users)

— “Oh, I always ignore those”

— “Looked like warnings | see at work which | know to
ignore”

— “I thought that the warnings were some usual ones
displayed by IE”

— “My own PC constantly bombards me with similar
messages’
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The Lock Icon

€ VeriSign - Security (SSL Certificate), Communications, and Information Services - Windows Internet Explorer =RICIEL X

N ) + [ https/fwwwvensigncom/ v £ Verisign, Inc. [US] | 43 | x | | Google o -
o

* Goal: identify secure connection

— SSL/TLS is being used between client and server to
protect against active network attacker

* Lockicon should only be shown when the page is
secure against network attacker
— Semantics subtle and not widely understood by users
— Whose certificate is it??
— Problem in user interface design
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[Moxie Marlinspike]

Will You Notice?

, Ire o
ookmarks Tools Help :>

*3 ‘ http://www.google.com/accounts/Servici

Clever favicon inserted
by network attacker
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Site Authentication Image (SiteKey

5/24/17

/- Bank of America | Online Banking | SiteKey | Verify SiteKey - Windows Internet Explorer

-~ | https://sitekey.bankofamerica.com/sas/signonSetup.do

w & ‘gBank of America | Online Banking |... ’7\

= . .
Bankof America 227 Higher Standards Online Banking

Confirm that your SiteKey is correct

If you recognize your SiteKey, you'll know for sure that you
are at the valid Bank of America site. Confirming your SiteKey is
also how you'll know that it's safe to enter your Passcode and click the Sign In button.

An asterisk (*) indicates a required field.

If you don’t recognize your personalized
SiteKey, don’t enter your Passcode

pelicans

If you don't recognize your personalized SiteKey,
don't enter your Passcode.

* Passcode: l

(4 - 20 Characters,case sensitive)

[Son 1|

CSE 484 [ CSE M 584 - Spring 2017
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Do These Indicators Help?

* “The Emperor’s New Security Indicators”

— http://www.usablesecurity.org/emperor/emperor.pdf

Score

First chose not to enter password...
upon noticing HTTPS absent

Group

2

3

1U2

Total

after site-authentication image removed

2 after warning page 847% | 529% | 12 55% | 13 37% || 25 44%
3 never (always logged in) 1053% | 12 71% | 8 36% | 22 63% || 30 53%
Total | 18 17 22 35 57

Users don’t notice the absence of indicators!

5/24/17
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Case Study #2: Browser SSL Warnings

* Design question: How to alert the userif a
site’s SSL certificate is untrusted?

5/24/17 CSE 484 [ CSE M 584 - Spring 2017
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[Felt et al.]

Firefox vs. Chrome Warning
33% vs. 70% clickthrough rate

'i This Connection is Untrusted

You have asked Chrome to connect securely to reddit.com, but we can't confirm that your
connection is secure.

This is probably not the site you are looking for!

. " You sttempied 1o reach reddit com. But Instead you actually seached a sarver Identitying itsel as
Normally, when you try to connect securely, sites will present trusted identification to prove a248 ¢.akamal net. This May D6 CaUSE by & MSCONNGUANON 0 IS SAner of by SOMGINNG MO SEI0US
that you are going to the right place. However, this site's identity can't be verified. An attacker on your rstwork coukd e Sying 1o gt you 10 vist 3 take (and polentisty hanmA) version of

reddt com
What Should 1 Do?

Yo shousd sof procesd, especiily If you Rave Never Seen I miaming Defone for ths sie.
If you usually connect Lo this site without problems, thes error could mean that someone is

trying to impersonate the site, and you shoulda't continue. Proceed anyway | Dack 10 safety

Gl e ot of heend » ) (T Understans

Technical Details

1 Understand the Risks
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[Felt et al.]

Experimenting w/ Warning Design

Mock Firefox, no image
Mock Firefox with corporate styling
Table 1. Click-through rates and sample size for conditions.

# Condition CTR N
1 Control (default Chrome warning)

2 Chrome warning with policeman

3 Chrome warning with criminal

4 Chrome warning with traffic light

S Mock Firefox

6

7
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[Felt et al.]

Experimenting w/ Warning Design

Condition CTR N
Control (default Chrome warning) 679% 17479
Chrome warning with policeman

Chrome warning with criminal

Chrome warning with traffic light

Mock Firefox

Mock Firefox, no image

Mock Firefox with corporate styling

Table 1. Click-through rates and sample size for conditions.

NN R W = 3

This is probably not the site you are looking for!

You sttempied o reach reddt com, Dot Insiead you actually seached a server identifying ise¥ as

AME e.akamalnetl. This May D CausSOd by & MSCONIGUAlon On INS SANer of by SOMAINNG MO Salous
An alincker on your network could be Sying 1o ot your 10 vist & fake (and potentially harrriul) version of
redadt com

You shousd sot procesd, especiaily If you Nirve Never soeen his waning Defore for thes sie.

Procesd amyway | Back 10 safety

P Holp me understandg

Figure 1. The default Chrome SSL warning (Condition 1).
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[Felt et al.]

Experimenting w/ Warning Design

5/24/17

Mock Firefox, no image
Mock Firefox with corporate styling
Table 1. Click-through rates and sample size for conditions.

# Condition CTR N

1 Control (default Chrome warning) 679% 17479
2 Chrome warning with policeman 689% 17,977
3 Chrome warning with criminal 66.5% 18,049
4 Chrome warning with traffic light 68.8% 18,084
5 Mock Firefox

6

7

This is probably not the site you ar

You sttempted 10 reach reddt com, Dt Insiead you actually seache
AME e.akamal nel. This May De Caused by a maconfiguraton on th
An alincker on your network could be Sying o oot you 10 vist & fake

regdtcom —
You shousd sot procesd, especiaily If you Rarve Never Soen NS wint

Procesd anyway Back 10 safety

P Holp me understandg

Figure 1. The default Chrome SSL warning (Condition 1).

CSE 484 [ CSE M 584 - Spring 2017

Figure 4. The three images used in Conditions 2-4.
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[Felt et al.]

Experimenting w/ Warning Design

# Condition CTR N

1 Control (default Chrome warning) 679% 17479
2 Chrome warning with policeman 689% 17,977
3 Chrome warning with criminal 66.5% 18,049
4 Chrome warning with traffic light 68.8% 18,084
5 Mock Firefox 56.1% 20,023
6 Mock Firefox, no image 559% 19.297
7 Mock Firefox with corporate styling

Table 1. Click-through rates and sample size for conditions.

‘i This Connection is Untrusted

You have asked Chrome to connect securedy to reddit.com, but we can't confirm that your
connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove

that you are going to the right place. However, this site's identity can't be verified.
What Should | Do?

If you usually connect to this site without problems, thes error could mean that someone is
trying to impersonate the site, and you shouldn't continue.

Gt e oot of heendt
Technical Details

1 Understand the Risks

5/24/17 Figure 2. Thé otk Firbfox SSIPWarning (Condition 5).

42



[Felt et al.]

Experimenting w/ Warning Design

5/24/17

# Condition CTR N

1 Control (default Chrome warning) 679% 17479
2 Chrome warning with policeman 689% 17,977
3 Chrome warning with criminal 66.5% 18,049
4 Chrome warning with traffic light 68.8% 18,084
5 Mock Firefox 56.1% 20,023
6 Mock Firefox, no image 559% 19,297
7 Mock Firefox with corporate styling 55.8% 19,845

Table 1. Click-through rates and sample size for conditions.

% This Connection is Untrusted

have asked Chrome to connect securely to reddit.com, but we can't confirm that

nnect securely, sites will present trusted identification to
J going to the right place, However, this site's identity can't be

What Should | De?

s Ste without problems, this error could mean that someone is trying to
mpersonate the site, and you shouldn't continue.

Figure 3. The Firefok $SI- Warning with Googlé styling (Condition 7).
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Opinionated Design Helps!

The site's security certificate is not trusted!

You attempted to reach 192.168.17.129, but the server presented a certificate issued by an entity that is not
trusted by your computer's operating system. This may mean that the server has generated its own security

credentials, which Chrome cannot rely on for identity information, or an attacker may be trying to intercept
your communications.

You should not proceed, especially if you have never seen this warning before for this site.

Proceed anyway Back to safety

P Help me understand

5/24/17

[Felt et al.]

Adherence

30.9%

4,551

CSE 484 [ CSE M 584 - Spring 2017
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[Felt et al.]

Opinionated Design Helps!

/1 ] The site's security certificate is not trusted!

L
You attempted to reach 192.168.17.129, but the server presented a certi . i .
trusted by your computer's operating system. This may mean that the se Your connection is not private
credentials, which Chrome cannot rely on for identity information, or an a 5 Attackers might be trying to steal your information from reddit.com (for example, passwords,

your communications messages, or credit cards).

Proceed to the site (unsafe) || Back to safety
You should not proceed, especially if you have never seen this warning
» Advanced

Proceed anyway Back to safety

P Help me understand ]

Adherence |N
Your connection is not private 30'9% 4}551

Attackers might be trying to steal your information from www.example.com (for

7

example, passwords, messages, or credit cards). 3 2 01 o 4, O 7 5
(o)

s 58.37% 4,644
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[Felt et al.]

Challenge: Meaningful Warnings

a248.e.akamai.net Certificate

: o mis-issuance
Client missing

root certificate Anti-virus software

FALSE POSITIVE

P
T
o0 10?000000 000000000 ® >
>
~
Captive School or employer Malware
portal GoVv't content filter State attacks
Expired certificate ISP adding
advertisements

Client clock wrong
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Stepping Back: Root Causes?

Computer systems are complex; users lack intuition
Users in charge of managing own devices

— Unlike other complex systems, like healthcare or cars.

Hard to gauge risks
— “It won’t happen to me!”

Annoying, awkward, difficult

Social issues
— Send encrypted emails about lunchz?...
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How to Improve?

Security education and training
Help users build accurate mental models
Make security invisible

Make security the least-resistance path
?



