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Logistics
* Lab #1 due next Friday

* Today:
— Lab 1 questions.
— Authentication grab bag.
— (if time) Cryptography



Password Salting

* Servers shouldn’t store passwords, but
password hashes. (Why?)

* Threat: rainbow tables (pre-computed
password hashes)

e Solution: salt

— Each password is hashed/stored with a random
value. Now a pre-computed table is useless.

— Other benefits?



Measuring Password Strength

How many possible passwords are there?
How many passwords are likely to be chosen?

How long will it take to guess?

Bits of entropy: log,(# of guesses)

Example: password of 10 bits chosen randomly

Possible passwords = 2210 Additional bit of
- — | IA10) = 1 entropy doubles
Bits of entropy = log,(2710) = 10 mber of

guesses needed.



Password Meters

Just colored words

Facebook
New: seese
Re-type new: | eeces |
Passwords match
Baidu

The structure of your password is 100 simple 10 replace the more complex the password, otherwise unable to register successfully

Password is 00 simpls hazards

Green bars / Checkmark-x

Twitter
essscnee X Password is too obvious
sessssnnee = v Password is okay

Password must:

Checklists

Apple O Have at least one capital letter
O Have at least one number

Not contain more than 3
consecutive identical characters

@ Not be the same as the account
name

® Be at least 8 characters

Segmented bars

Weibo
%75
* Createa eesesees &
3
Mail.ryu  Yoosere croxocne & cnabuin
Yposere cnomasocri: &, €, ), cwnsmniit
Paypal

Fair

Include at least 8 characters

EEE NN

Dont use your name or emal address

Use a mix of uppercase and lowercase
lottors, numbers, and symbols

v Make your password hard 10 Quess - even
for a close friend

Yahoo.jp and Yahoo

baseballl e 2= x

Acgaaall SR2_Foret

Gradient bars
Wordpress.com [

Live.com [Weak
:Mm-mv

[Strong

&®® Strong

Fair
Weak

Color changing bars

Medicfire
|
soes| )
Password Strength  Too short
Password Strength  Weak
je=

soword Shensih
Password Streng

Password Strength

Blogger ........
Password strength Weak
Google
Create a password
Password strength: Weak = ... o

Use at least 8 characters. Don't use a
password from another site, or something
too obvious like your pet's name. Why?

Password strength: Strong

Password strength: Good

Password strength: Too short

[From “How does your password measure up? The Effect of Strength
Meters on Password Creation”, Ur et al., USENIX Security 2012]



Password Meters

* Meters lead to longer passwords.

* Are passwords harder to guess?
— Visual feedback alone has no effect.
— More stringent meters do lead to stronger
passwords.
* Meters lead to people taking longer to create
passwords, and change their mind during
creation.

 Meters don’t affect memorability.

[From “How does your password measure up? The Effect of Strength
Meters on Password Creation”, Ur et al., USENIX Security 2012]



Usable Two-Factor Authentication

* Use phone as a second factor automatically.

&/

\V4 1
click —9»
— origin-bound cookie — 2

« — login ticket =—
3 Server
<@— login ticket - — id assertion — 4 _
— id assertion ——p» -«

login

 What if phone is not present?

— Server can treat login session differently (e.g., don’t
allow transactions above a threshold S amount).

[From “Strengthening User Authentication through Opportunistic
Cryptographic Identity Assertions”, Czeskis et al., CCS 2012]



Cryptography



Caesar Cipher (Shift Cipher)

* Plaintext letters are ~TBIcIoTETT
replaced with letters
a fixed shift away in \\\\
the alphabet. A|B[CID|E|F

* Example:
— Plaintext: The quick brown fox jumps over the lazy dog.
— Key: Shift 3

ABCDEFGHIJKLMNOPQRSTUVWXYZ
DEFGHIJKLMNOPQRSTUVWXYZABC

— Ciphertext: wkaTx LFNEU RZQIR AMXPS VRYHU WKHOD CBGRJ



Caesar Cipher (Shift Cipher)

e ROT13: shift 13 (encryption and decryption are symmetric)

* What is the key space?
— 26 possible shifts.

 How to attack shift ciphers?

— Brute force.



Substitution Cipher

e Superset of shift ciphers: each letter is
substituted for another one.

* Monoalphabetic substitution cipher: fixed
substitution over the entire message.

* Example:
— Plaintext: ABCDEFGHIJKLMNOPQRSTUVWXYZ
— Cipher: ZEBRASCDFGHIJKLMNOPQTUVWXY



Substitution Cipher

 What is the key space? 26! ~= 2788

e How to attack?

— Frequency analysis.
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Transposition Cipher

* Ciphertext is permutation of plaintext.

 Example: Route cipher
— Plaintext: WE ARE DISCOVERED, FLEE AT ONCE

— Arrangement:
WRIORTFEOE
EESVELANJ
ADCEDETCZX

— Key: “spiral inwards, clockwise, starting from top right”

— Ciphertext: EJXCTEDECDAEWRIORFEONALEVSE



What is this?
Scytale

(used by ancient
Greeks/Spartans)

How is it used to

do transposition?
1. Wrap

2. Write horizontally

3. Encrypt =unwrap

4. Decrypt =rewrap



Transposition/Substitution

 How to tell if ciphertext was encrypted using
substitution or transposition cipher?

— If letter frequencies are normal, it’s transposition.

 What happens if you combine substitution
and transposition?

— Substitution prevents anagram finding,
transposition prevents digram/trigram analysis.



Cipher (~1467)

\

igenere

V

use multiple

ABCDEFGHI JKLMNOPQRSTUVWXYZ

N<oLUQWLOI—-——-¥15Z20a0x0nk2D>=2X >
>N UQWLOI——-¥d15SZ20a0x0nkF>D>>2X
X>N<oUQWwOOI—-——-¥1ZZ00a0xcwnk>D>=2
SX>N<ooOQAQWWLOI —-——¥Y¥ 152000 x0nkFD>
SSX>NCoLVAWLUOUI ——=¥ 152000 x0nikD>D
OD>SX>NC<oVDQAQWLOI —-——-¥Y 15200 0xwuvi
FODO>SX>N<oVUQWLOI—-——-¥YJdSZ0a0a0xw0m
NVEFEFD>SX>NCoODQAQWLOI ——-¥Y 1352000
CVFD>SX>NC<oVAQAWLOI ——-¥ 1352000
OxVEFDOD>TX>NCDUVAWLOI —-——-¥ 15200
O 0xXxNEFD>SX>NCoVQAQWLOI ——-¥Jd=3Z20
Qa0 VMED>SX>NCOVOAQAWLOI ——Y¥Y 432
Z000xVNEFD>SX>NCooOQAWLOTI ——¥ a3
SZ0a0xWVEFID>TX>NCOUVOAOWWL O ——¥ 4
A4S Z000xVNEFD>X>NCOUQOWLOI ——¥
¥ 1S Z000x0nkFD>X>N<o0QWw O ——
Y 1S Z00a0xWVEFD>SX>NCOOQOWLWL O —
— =Y 135 Z00a0x0VEFD>TX>NC<oUVUQWW O
I—-——-N¥d3Z20a0a0x0nkFD2>X>N<o0owuw O
O - Jd3SZ20a0a0x0nkFD>2X>NCdnOOWW
LOI - J5Z0a0xwnkFD>X>NC<n0QoW
WL OI—-——=¥135Z00a0x0nkFD2>TX>NC<noN
QDWULOI—-——-¥J15SZ00a0x0nkFD2>=2X>Na<nU
OoWLUOUI—-——-¥Jd3SZ0a0xwnkFD2>2X>Na4m
DU WLUOI - J3SZ200a0x0nkFD>2X>NCJI
<COUVUAWLOI—-——-¥Jd5Z0a0xwnkF>D>>=2X>N

* Polyalphabetic substitution cipher

substitution alphabets.

<COoVAWULUOI—-—-—-¥J13Z20a0x0nkE>D>=2X>N

ATTACKATDAWN
LEMONLEMONLE
LXFOPVEFRNHR

— Plaintext:

— Ciphertext

— (Key-Row, Msg-Col)

— Or just addition mod 26

 Example
— Key:
* Encrypt



Vigenere Cipher (~1467)

* Does this defeat frequency analysis?

— Not if you know the length of the (repeating) key
(e.g., if key length =5, do frequency analysis on
set of every 5t |etter).

— Even if you don’t know the key length, just iterate
with length=1...n until decryption looks sensible.

 What if the key doesn’t repeat (i.e., length of key
>= |ength of plaintext)?

— One-time pad. (Same caveats: fully random key,
use only once...)



Steganography

 Hidden messages (security through obscurity)

Shared secret key

Cover Image Redundant data Stego image

_IV’ Redundant data
identification

<
» 3
-

( N\
A hidden message
containing content

to be communicated

Data selection
without an and replacement

eavesdropper
knowing
that communication
is happening.

Hidden message

Figure 1. Modern steganographic communication. The encoding step of a
steganographic system identifies redundant bits and then replaces a subset of them
with data from a secret message.

[Figure from “Hide and Seek: An Introduction to Steganography” by Niels Provos and Peter Honeyman]



Block Cipher Mode: ECB
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[Figure from Yoshi’s slides]
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Block Cipher Mode: CBC
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[Figure from Yoshi’s slides]
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Block Cipher Mode: CTR
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[Figure from Yoshi’s slides]
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