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Poor Usability Causes Problems
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Importance in Security

* Why is usability important?
— People are the critical element of any computer
system
* People are the real reason computers exist in the first
place
— Evenif it is possible for a system to protect against

an adversary, people may use the system in other,
less secure ways
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Usable Security Roadmap

e 2 case studies
— Phishing
— SSL warnings

* Step back: root causes of usability problems,
and how to address
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Case Study #1: Phishing

* Design question: How do you help users
avoid falling for phishing sites?
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Safe to Type Your Password?

@& Bank of the West | - Moxzilla Firefox SRS

File Edit View History Bookmarks Tools Help

g . .
@ﬁ -+ C X : Bank of the West (US) /www.bankofthewest.com OW/home W l. Google }3]
e
BANK f:WEST <. SO Fop oo :
Sign in v : Have a question? Contact Us. Find us ZIP code or city & state

PERSONAL SMALL BUSINESS COMMERCIAL

elTimeBanker @

I

Products & Services Achieve Your Goals Bank Online

Checking - Buyahome - Apply for an account online
Savings & CDs Buy a new car Learn about online banking e G T
Credit Cards Save for college Enroll in eTimeBanker Al .
t:ans Ma)umlz.e home equity ; t
ealth Management & Trust : Consolidate debt '
Insurance Try our financial calculators ';j

i
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Done
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Safe to Type Your Password?

( 0 Bank of the West Phishing Page - Mozilla Firefox @M
File Edit View History Bookmarks Tools Help
@ - l ‘htt ://attacker.com)ogin > - ] l'] Google ,0‘
v
Bank of the West
Gives me you paS5wO0rds!
User name:
Password:
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Safe to Type Your Password?

@ Bank of the West | Moz G
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Safe to Type Your Password?
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Experiments at Indiana University

* Reconstructed the social network by crawling sites
like Facebook, MySpace, LinkedIn and Friendster

* Sent 921 Indiana University students a spoofed
email that appeared to come from their friend

* Email redirected to a spoofed site inviting the user
to enter his/her secure university credentials

— Domain name clearly distinct from indiana.edu

o 72% of students entered their real credentials into
the spoofed site
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More Details

» Control group: 15 of 94 (16%) entered personal
information

* Social group: 349 of 487 (72%) entered personal
information

* 70% of responses within first 12 hours
* Adversary wins by gaining users’ trust

* Also: If a site looks “professional”, people likely to
believe that it is legitimate
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Phishing Warnings

W@ UK Events : Event registration - Windows Internet 55_

Q U l,n@ C:\Users\Tim\Docum ~ I [#) Suspicious ... | 42 | A ‘ I e
y e

’-cﬂ/' Suspicious website ;
ol e

This might be a phishing website.

Phishing websites impersonate trustworthy
websites for the purpose of obtaining

. - o - /> Reported Phishing Website: Navigation B
personal or financial information.

m v | ht:]/207.68. 165. 170 contosofer

Microsoft recommends thatyoudod @ < 52 . @=. x| @uw. @
any of your information to such web|

o L This is a reported phishii
Report whether or not this is a phishif *

website, http://207.68,169.170/contoso
Internet Explorer has determing

What is Phishing Filter?

Microsoft Architect Insiaht Co|

Passive (IE)

other sites and attempt to trick

We recommend that you close this webpage and do not continue to this website.

Reported Web Forgery!

This web site at www.mozilla.com has been reported as a web forgery
and has been blocked based on your security preferences.

Web forgeries are designed to trick you into revealing personal or financial

information by imitating sources you may trust.

Entering any information on this web page may result in identity theft or
other fraud.

Why was this site blocked?

Ignore this warni

Active (Firefox)

@ Internat R W00% -

Active (IE)
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[Egelman et al.]

Are Phishing Warnings Effective?

* CMU study of 60 users
* Asked to make eBay and Amazon purchases

* All were sent phishing messages in addition to the
real purchase confirmations

* Goal: compare active and passive warnings
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[Egelman et al.]

Active vs. Passive Warnings

* Active warnings significantly more effective
— Passive (IE): 100% clicked, 90% phished
— Active (IE): 95% clicked, 45% phished
— Active (Firefox): 100% clicked, 0% phished

I '€ UK Events : Event registration - Wi orel

f S\ P ., - 1'-'| - o ‘ \
\SOASD), ‘,J;L C\Users\Tim\Docum vl 4 Suspicious ... yl X l y ———r baitn: Mavieation Blockd . i = Reported Web Forgery!
& X G- [enmines . mimmiers sinh v [ Prishng wiesate | K83 <] 1 . ) .
‘-;.ﬁ Suspicious website o~ a - ~o = This web site at www.mozilla.com has been reported as a web forgery
. v i @ P 5S¢ @r. x @ao. @ves. @wec. Monsli | » '2 - B - = - [Drage e
N and has been blocked based on your security preferences.
This might be a phishing website. N
@ This is a reported phishing website
Phishing websites impersonate trustworthy Web forgeries are designed to trick you into revealing personal or financial

websites for the purpose of obtaining your information by imitating sources you may trust.

personal or financial information.

Entering any information on this web page may result in identity theft or
other fraud.

Why was this site blocked?

Microsoft recommends that you do not give
any of your information to such websites.

Report whether or not this is a phishing
website.

eren

ignore this warning

What is Phishing Filter? @ More information
ht Confer]

o

Microsoft Architect Insight Conference

Passive (IE) Active (IE) Active (Firefox)
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[Egelman et al.]

User Response to Warnings

* Some fail to notice warnings entirely

— Passive warning takes a couple of seconds to appear; if
user starts typing, his keystrokes dismiss the warning
* Some saw the warning, closed the window, went
back to email, clicked links again, were presented
with the same warnings... repeated 4-5 times

— Conclusion: “website is not working”

— Users never bothered to read the warnings, but were
still prevented from visiting the phishing site

— Active warnings work!
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[Egelman et al.]

Why Do Users Ignore Warnings?

* Don’t trust the warning

— “Since it gave me the option of still proceeding to the
website, | figured it couldn’t be that bad”

* Ignore warning because it’s familiar (IE users)

— “Oh, I always ignore those”

— “Looked like warnings | see at work which | know to
ignore”

— “I thought that the warnings were some usual ones
displayed by IE”

— “My own PC constantly bombards me with similar
messages’
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Site Authentication Image (SiteKey

12/4/17

/- Bank of America | Online Banking | SiteKey | Verify SiteKey - Windows Internet Explorer

s v & https://sitekey.bankofamerica.com/sas/signonSetup.do

w R lg Bank of America | Online Banking |... [7\

> . .
Bankof America %% Higher Standards Online Banking

Confirm that your SiteKey is correct

If you recognize your SiteKey, you'll know for sure that you
are at the valid Bank of America site. Confirming your SiteKey is
also how you'll know that it's safe to enter your Passcode and click the Sign In button.

An asterisk (*) indicates a required field.

If you don’t recognize your personalized
SiteKey, don’t enter your Passcode

pelicans

If you don't recognize your personalized SiteKey,
don't enter your Passcode.

* Passcode: l

(4 - 20 Characters,case sensitive)

=
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Case Study #2: Browser SSL Warnings

* Design question 1: How to indicate
encrypted connections to users?

* Design question 2: How to alert the user if a
site’s SSL certificate is untrusted?



The Lock Icon

@ Secure https://mail.google.com/mail/u/O/#inbox

* Goal: identify secure connection

— SSL/TLS is being used between client and server to
protect against active network attacker

* Lockicon should only be shown when the page is
secure against network attacker

— Semantics subtle and not widely understood by users
— Whose certificate is it??
— Problem in user interface design

12/4/17 CSE 484 | CSE M 584 - Fall 2017 20



[Moxie Marlinspike]

Will You Notice?

:
i

ookmarks Tools Help

»
m -

Tools Help
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*3 ‘ http://www.google.com/accounts/Servici

.google.com/accounts/S

Clever favicon inserted
by network attacker
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Do These Indicators Help?

* “The Emperor’s New Security Indicators”

— http://www.usablesecurity.org/emperor/emperor.pdf

Score

First chose not to enter password...
upon noticing HTTPS absent

Group

2

3

1U2

Total

after site-authentication image removed

2 after warning page 847% | 529% | 12 55% | 13 37% || 25 44%
3 never (always logged in) 1053% | 12 71% | 8 36% | 22 63% | 30 53%
Total | 18 17 22 35 57
, o o o
Users don’t notice the absence of indicators!
12/4/17
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Latest Design in Chrome

@ Secure https://mail.google.com/mail/u/O/#inbox

http-password.badssl.com X

12/4/17

< (@ Not Secure http-password.badssl.com

O O, Developer Tools - http://http-password.badssl.com/

[w ﬂ Elements Console Sources Network Timeline Profiles > 190 I
© V¥ top v [ ] Preserve log

% This page includes a password or credit card http-password.badssl.com/:1

input in a non-secure context. A warning has been added to the URL bar.
For more information, see https://qoo.gl/zmWg3m.
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[Felt et al.]

Firefox vs. Chrome Warning

33% vs. 70% clickthrough rate

% This Connection is Untrusted

You have asked Chrome to connect securely to reddit.com, but we can't confirm that your
connection is secure.

Narmally, when you try to connect securely, sites will present trusted identification to prove
that you are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect Lo this site without problems, thes error could mean that someane is
trying to imperscnate the site, and you shouldn't continue.

Gl e ot of heend
Technical Details

1 Understand the Risks

This is probably not the site you are looking for!

You attempted 1o reach reddit com, DUt Insiead you actually seached a server identifying itse¥ as

AM8 e.akamal ot THS May DO CAuSOS by & MSCONNGUELON O 1e SN of by SOMAINNG MON Sanous
An atiacker on your retwork could be Sying 1o ot you 10 vist & fake (and potentially harmiul) version of
reddt com

You should st procesd, especiaily I you Nave Never Seen IS maming Defone for thes e

Procesd anyway | Diack 10 safety

7
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[Felt et al.]

Experimenting w/ Warning Design

Mock Firefox, no image
Mock Firefox with corporate styling
Table 1. Click-through rates and sample size for conditions.

# Condition CTR N
1 Control (default Chrome warning)

2 Chrome warning with policeman

3 Chrome warning with criminal

4 Chrome warning with traffic light

5 Mock Firefox

6

7
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[Felt et al.]

Experimenting w/ Warning Design

Mock Firefox, no image
Mock Firefox with corporate styling

Table 1. Click-through rates and sample size for conditions.

# Condition CTR N

1 Control (default Chrome warning) 679% 17,479
2 Chrome warning with policeman

3 Chrome warning with criminal

4 Chrome warning with traffic light

S Mock Firefox

6

7

This is probably not the site you are looking for!

You sttermpted 10 reach reddit com. DUt Instead you actually ssached a server identifying itsel as

AM8 e.akamalnel. THs May D CAUSOS by & MSCONNGUElon on INS SN of by SOMAINNG MG Sanous
An alincker on your network could be Sying o ot you 10 vist & fake (and polentialy harrmiul) version of
resdt com

You Shousd sot procesd, especiaily I you Rirve Never Seen NS maming Defore Tor thes sie
Procesd asyway  Back 10 safety

P Holp me understand

Figure 1. The default Chrome SSL warning (Condition 1).
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[Felt et al.]

Experimenting w/ Warning Design

# Condition CTR N

1 Control (default Chrome warning) 679% 17,479
2 Chrome warning with policeman 68.9% 17,977
3 Chrome warning with criminal 66.5% 18,049
4 Chrome warning with traffic light 68.8% 18,084
5 Mock Firefox

6 Mock Firefox, no image

7 Mock Firefox with corporate styling

Table 1. Click-through rates and sample size for conditions.

| This is probably not the site you ar

You sttermpted 10 reach reddt com, Dot insiead you actually seache
M8 e akamal sl This may De Caused by a maconfiguraton on tn
An alincker on your network could be Sying o ot your 10 vist » fake
reagdt com

x_

Figure 4. The three images used in Conditions 2-4.

YOou shousd aof procesd, especiaily I you Nanve Never Soen s win

Procead aoyway  Back 10 safety

P Holp me understand

Figure 1. The default Chrome SSL warning (Condition 1).
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[Felt et al.]

Experimenting w/ Warning Design

# Condition CTR N

1 Control (default Chrome warning) 679% 17,479
2 Chrome warning with policeman 68.9% 17,977
3 Chrome warning with criminal 66.5% 18,049
4 Chrome warning with traffic light 68.8% 18,084
5 Mock Firefox 56.1% 20,023
6 Mock Firefox, no image 55.9% 19.297
7

Mock Firefox with corporate styling
Table 1. Click-through rates and sample size for conditions.

‘& This Connection is Untrusted

You have asked Chrome to connect securedy to reddit.com, but we can't confirm that your
connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove
that you are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect Lo this site without problems, thes error could mean that someane is
trying to impersonate the site, and you shouldn't continue.

Gl e ot of hend
Technical Details
1 Understand the Risks

12/4/17 Figure 2. THemo¢k Firefox SSL warning (Condition 5). 28



[Felt et al.]

Experimenting w/ Warning Design

12/4/17

# Condition CTR N

1 Control (default Chrome warning) 679% 17,479
2 Chrome warning with policeman 68.9% 17,977
3 Chrome warning with criminal 66.5% 18,049
4 Chrome warning with traffic light 68.8% 18,084
5 Mock Firefox 56.1% 20,023
6 Mock Firefox, no image 55.9% 19,297
7 Mock Firefox with corporate styling 55.8% 19,845

Table 1. Click-through rates and sample size for conditions.

4 This Connection is Untrusted

have asked Chrome to connect securely to reddit.com, but we can't confirm that

) you try to connect securely, sites will present trusted identification to
you are going to the right place, However, this site's identity can't be

What Sheuld | De?

fyou usually connect to this ste without problems, this er

Is error could mean that someone is trying to

Figure 3. The Fircfox ST, Warni

Eg %n{l? Ibzo%zle styling (Condition 7).
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[Felt et al.]

Opinionated Design Helps!

B - ' - - - -
/ |, The site's security certificate is not trusted!

-
You attempted to reach 192.168.17.129, but the server presented a certificate issued by an entity that is not
trusted by your computer's operating system. This may mean that the server has generated its own security
credentials, which Chrome cannot rely on for identity information, or an attacker may be trying to intercept
your communications.
You should not proceed, especially if you have never seen this warning before for this site.

Proceed anyway Back to safety
P Help me understand
7
30.9% 4,551
12/4/17
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[Felt et al.]

Opinionated Design Helps!

-

/ The site's security certificate is not trusted!

=

L)

You attempted to reach 192.168.17.129, but the server presented a certil

trusted by your computer's operating system. This may mean that the se Your connection is not private
credentials, which Chrome cannot rely on for identity information, or an a . Attackers might be trying to steal your information from reddit.com (for example, passwords,
your communications messages, or credit cards).

Proceed to the site (unsafe) Back to safety
You should not proceed, especially if you have never seen this warning
» Advanced

Proceed anyway Back to safety

P Help me understand

Adherence |N

o 30.9% 4,551
Your connection is not private
Attackers might be trying to steal your information from www.example.com (for (o)
32.1% 4,075

example, passwords, messages, or credit cards).
8.3% 6
58.3% 4,644
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[Felt et al.]

Challenge: Meaningful Warnings

a248.e.akamai.net Certificate

, o mis-issuance
Client missing

root certificate Anti-virus software

FALSE POSITIVE

Pu)
>
o0 l““““ 000000000000 -
;
Captive School or employer Malware
portal Gov't content filter State attacks
Expired certificate ISP adding

. advertisements
Client clock wrong

12/4/17 CSE 484 | CSE M 584 - Fall 2017 32



Stepping Back: Root Causes?

* Computer systems are complex; users lack intuition

* Users in charge of managing own devices
— Unlike other complex systems, like healthcare or cars.

* Hard to gauge risks
— “It won’t happen to me!”

* Annoying, awkward, difficult

* Social issues
— Send encrypted emails about lunchz?...
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How to Improve?

Security education and training

Hel
Ma
Ma

5

D users build accurate mental models
Ke security invisible

Ke security the least-resistance path



