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[Egelman et al.]

Active vs. Passive Warnings

* Active warnings significantly more effective
— Passive (IE): 100% clicked, 90% phished
— Active (IE): 95% clicked, 45% phished
— Active (Firefox): 100% clicked, 0% phished

I '€ UK Events : Event registration - Windows rel

’,1;11_, C:\Users\Tim\Docurr vil\b’ Suspicious ... ‘r‘ X | ’ e

W Reported Web Forgery!

& X 6'\- 8 hte:/[207.68. 69, 170 contoso ervol_suth.hind v [ g wiesate | K83 11 I . ) .
‘-:.ﬁ Suspicious website =F - ~o — - This web site at www.mozilla.com has been reported as a web forgery
L4 ) @ - 8- B X | @as. Bves.. Bwec. |Movet » ‘2~ B - mm - [OPege "
8 and has been blocked based on your security preferences.
This might be a phishing website. .
@ This is a reported phishing website
Phishing websites impersonate trustworthy Web forgeries are designed to trick you into revealing personal or financial

websites for the purpose of obtaining your L L e e e T information by imitating sources you may trust.
personal or financial information.

Entering any information on this web page may result in identity theft or

Microsoft recommends that you do not give other fraud.
any of your information to such websites. We recommend that you close this webpage and do not continue to this website.

Report whether or not this is a phishing
website,

B P — Why was this site blocked?

eren O ———

lgnore this warning

What is Phishing Filter? @ More informatio
o ht Confer] R

Microsoft Architect Insiaht Conference

@ Intermet H 100% -

Passive (IE) Active (IE) Active (Firefox)
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[Egelman et al.]

Why Do Users Ignore Warnings?

* Don’t trust the warning

— “Since it gave me the option of still proceeding to the
website, | figured it couldn’t be that bad”

* Ignore warning because it’s familiar (IE users)

— “Oh, I always ignore those”

— “Looked like warnings | see at work which I know to
ignore

— “l thought that the warnings were some usual ones
displayed by IE”

— “My own PC constantly bombards me with similar
messages
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The Lock Icon

€ VeriSign - Security (SSL Certificate), Communications, and Information Services - Windows Internet Explorer =RICIL X

N ) + [ https/fwwwvensigncom/ v £ Verisign, Inc. [US] | 43 | x | | Google o -
o

* Goal: identify secure connection

— SSL/TLS is being used between client and server to
protect against active network attacker

* Lockicon should only be shown when the page is
secure against network attacker
— Semantics subtle and not widely understood by users
— Whose certificate is it??
— Problem in user interface design

12/1/16 CSE 484 | CSE M 584 - Fall 2016



Site Authentication Image (SiteKey

/- Bank of America | Online Banking | SiteKey | Verify SiteKey - Windows Internet Explorer

-~ |& https://[sitekey.bankofamerica.com/sas/signonSetup.do

w & ‘gBank of America | Online Banking |... ’7\

= . .
Bankof America 227 Higher Standards Online Banking

Confirm that your SiteKey is correct

If you recognize your SiteKey, you'll know for sure that you
are at the valid Bank of America site. Confirming your SiteKey is
also how you'll know that it's safe to enter your Passcode and click the Sign In button.

An asterisk (*) indicates a required field.

If you don’t recognize your personalized
SiteKey, don’t enter your Passcode

pelicans

If you don't recognize your personalized SiteKey,
don't enter your Passcode.

* Passcode: l

(4 - 20 Characters,case sensitive)

[Son 1|
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Do These Indicators Help?

* “The Emperor’s New Security Indicators”
— http://www.usablesecurity.org/emperor/emperor.pdf

Score

First chose not to enter password...
upon noticing HTTPS absent

Group

2

3

1U2

Total

after site-authentication image removed

2 after warning page 847% | 529% | 12 55% | 13 37% || 25 44%
3 never (always logged in) 1053% | 12 71% | 8 36% | 22 63% || 30 53%
Total | 18 17 22 35 57

Users don’t notice the absence of indicators!
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Case Study #2: Browser SSL Warnings

* Design question: How to alert the userif a
site’s SSL certificate is untrusted?
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[Felt et al.]

Firefox vs. Chrome Warning

33% vs. 70% clickthrough rate

'i This Connection is Untrusted

You have asked Chrome to connect securely to reddit.com, but we can't confirm that your
connection is secure.

This is probably not the site you are looking for!

" You sttemped o reach reddit com. Dut Insiead you actually seached a server idertifying itsel as
Narmally, when you try to connect securely, sites will present trusted identification to prove M8 e.akamalnet. This May Do CaUsed by & MISCONNGUIANON On 1N SANer of by SOMAINNG MO Salous
that you are going to the right place. However, this site's identity can't be verified. An attacker on your rstwork coukd e Sying 1o gt you 10 vist 3 take (and polentisty hanma) version of
redat com
What Should | Do?

Yo shousd sl procesd, especiaily If you Rave Never Seen I miaming Defone for ths sie.
If you usually connect Lo this site without problems, thes error could mean that someone is

trying to impersonate the site, and you shoulda't continue. Proceed anyway | Dack 10 safety

Gl e ot of heend » ) (T Understans

Technical Details

1 Understand the Risks
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[Felt et al.]

Experimenting w/ Warning Design

Mock Firefox, no image
Mock Firefox with corporate styling
Table 1. Click-through rates and sample size for conditions.

# Condition CTR N
1 Control (default Chrome warning)

2 Chrome warning with policeman

3 Chrome warning with criminal

4 Chrome warning with traffic light

S Mock Firefox

6

7
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[Felt et al.]
Experimenting w/ Warning Design

Condition CTR N
Control (default Chrome warning) 679% 17479
Chrome warning with policeman

Chrome warning with criminal

Chrome warning with traffic light

Mock Firefox

Mock Firefox, no image

Mock Firefox with corporate styling

Table 1. Click-through rates and sample size for conditions.

NN R W = 3

This is probably not the site you are looking for!

You sttempied o reach reddt com, Dot Insiead you actually seached a server identifying ise¥ as

AME e.akamalnetl. This May D CausSOd by & MSCONIGUAlon On INS SANer of by SOMAINNG MO Salous
An alincker on your network could be Sying 1o ot your 10 vist & fake (and potentially harrriul) version of
redadt com

You shousd sot procesd, especiaily If you Nirve Never soeen his waning Defore for thes sie.

Procesd amyway | Back 10 safety

P Holp me understandg

Figure 1. The default Chrome SSL warning (Condition 1).
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[Felt et al.]

Experimenting w/ Warning Design

# Condition CTR N

1 Control (default Chrome warning) 679% 17479
2 Chrome warning with policeman 689% 17,977
3 Chrome warning with criminal 66.5% 18,049
4 Chrome warning with traffic light 68.8% 18,084
5 Mock Firefox

6 Mock Firefox, no image

7 Mock Firefox with corporate styling

Table 1. Click-through rates and sample size for conditions.

This is probably not the site you ar

You sttempted 10 reach reddt com, Dt Insiead you actually seache
AME e.akamal nel. This May De Caused by a maconfiguraton on th
An alincker on your network could be Sying o oot you 10 vist & fake

regdtcom —
You shousd sot procesd, especiaily If you Rarve Never Soen NS wint

Procesd anyway Back 10 safety

P Holp me understandg

Figure 1. The default Chrome SSL warning (Condition 1).
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[Felt et al.]

Experimenting w/ Warning Design

# Condition CTR N

1 Control (default Chrome warning) 679% 17479
2 Chrome warning with policeman 689% 17,977
3 Chrome warning with criminal 66.5% 18,049
4 Chrome warning with traffic light 68.8% 18,084
5 Mock Firefox 56.1% 20,023
6 Mock Firefox, no image 559% 19.297
7 Mock Firefox with corporate styling

Table 1. Click-through rates and sample size for conditions.

‘i This Connection is Untrusted

You have asked Chrome to connect securedy to reddit.com, but we can't confirm that your
connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove

that you are going to the right place. However, this site's identity can't be verified.
What Should | Do?

If you usually connect to this site without problems, thes error could mean that someone is
trying to impersonate the site, and you shouldn't continue.

Gl e oot of heent
Technical Details

1 Understand the Risks

12/116 Figure 2. THesmo¢k Firefox SSL wharning (Condition 5).
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[Felt et al.]

Experimenting w/ Warning Design

12/1/16

# Condition CTR N

1 Control (default Chrome warning) 679% 17479
2 Chrome warning with policeman 689% 17,977
3 Chrome warning with criminal 66.5% 18,049
4 Chrome warning with traffic light 68.8% 18,084
5 Mock Firefox 56.1% 20,023
6 Mock Firefox, no image 559% 19,297
7 Mock Firefox with corporate styling 55.8% 19,845

Table 1. Click-through rates and sample size for conditions.

% This Connection is Untrusted

have asked Chrome to connect securely to reddit.com, but we can't confirm that

nnect securely, sites will present trusted identification to
J going to the right place, However, this site's identity can't be

What Should | De?

s Site without problems, this error could mean that someone is trying to
mpersonate the site, and you shouldn't continue.

Figure 3. The Firefox'SST. Warkhing with Google styling (Condition 7).
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Opinionated Design Helps!

The site's security certificate is not trusted!

[Felt et al.]

4,551

You attempted to reach 192.168.17.129, but the server presented a certificate issued by an entity that is not
trusted by your computer's operating system. This may mean that the server has generated its own security
credentials, which Chrome cannot rely on for identity information, or an attacker may be trying to intercept
your communications.

You should not proceed, especially if you have never seen this warning before for this site.
Proceed anyway Back to safety
P Help me understand
0/
30.9%
12/1/16
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[Felt et al.]

Opinionated Design Helps!

/1 ] The site's security certificate is not trusted!

L
You attempted to reach 192.168.17.129, but the server presented a certi . i .
trusted by your computer's operating system. This may mean that the se Your connection is not private
credentials, which Chrome cannot rely on for identity information, or an a 5 Attackers might be trying to steal your information from reddit.com (for example, passwords,

your communications messages, or credit cards).

Proceed to the site (unsafe) || Back to safety
You should not proceed, especially if you have never seen this warning
» Advanced

Proceed anyway Back to safety

P Help me understand ]

Adherence |N
Your connection is not private 30‘9% 4)551

Attackers might be trying to steal your information from www.example.com (for

(o)
example, passwords, messages, or credit cards). 3 2 .1 /o 4’ O 7 5
- 58.3% 4,644
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Challenge: Meaningful Warnings

* Inanideal world, we would only show a
warning when there was a real attack!

* Q1: What are some cases where you would
get false alarm SSL warnings?



[Felt et al.]

Challenge: Meaningful Warnings

a248.e.akamai.net Certificate

: o mis-issuance
Client missing

root certificate Anti-virus software

FALSE POSITIVE

P
T
o0 10?000000 000000000 ® >
>
~
Captive School or employer Malware
portal GoVv't content filter State attacks
Expired certificate ISP adding
advertisements

Client clock wrong
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Client Clocks & HSTS

* HSTS: A protocol for websites to tell their
clients “always access me over HTTPS”

* 20% of all HSTS warnings are caused by the
client machine’s clock being wrong.



Password Managers

* Separate application and/or extension in
your browser.

* Remembers and automatically enters
passwords on your behalf.

* Seems possibly easier than remembering all
your passwords. Is it more secure?



12/1/16

A Typical Phishing Page

B PayPal - Welcome
v 2 N http:/fwww.ipaypal.szm.sk/login.html | L= | L=

Q ¥ Najit dalsi # Hias | Autorskyméd - |[E|vSechny obrazky - |+Pfizpisobit Sifce | & 100% =l

PayPall Weird URL hn Up | Log In | Help
http instead of https

-

Auction Tools

Welcome

- Forgot vour email address?
Memshes Log-1n Forgot vour password? Join PayPal Today
. Now Over
Email Address 100 million accounts A LESE Nors Stos:

¥ / PayPal Worldwide

Password Log In © sign Up Now!

HowPayPal

Your Financial Information

WithoutSha ri ng

PayPal. Privacy is built in. Learn more
Text To Buy
X-Men 2
Buyers eBay Sellers Merchants for only $5:98
Buy How
Send money to anyone Free eBay tools make Accept credit cards on
_wnth an ema_ll address selling easier. your website using PayPal Mobile
in 55 countries and PayPal.
. Learn more
regions. PayPal works hard to
help protect sellers. Compare our solutions
PavPal is free for to merchant accounts What'c Nowr B

CSE 484 | CSE M 584 - Fall 2016
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Safe to Type Your Password?

@ Bank of the West | - Moxilla Firefox =] B ]

File Edit View History Bookmarks Tools Help

B — ‘
@ SRR IR (B Bank of the West (US) /www.bankofthewest.com OW/home T I. Google pl
e
"3 4 H Search ply o )
BANKREWEST S23. ome [ Search cofl
Sign in v : Have a question? Contact Us. Find us  ZIP code or city & state

PERSONAL SMALL BUSINESS COMMERCIAL

elimeBanker

I

Products & Services = Achieve Your Goals  Bank Online

Checking Buy a home Apply for an account online E

Savings & CDs Buy a new car Learn about online banking PhoE e"_ter ek

Credit Cards Save for college Enroll in eTimeBanker e - 4

Loans Maximize home equity k- ™

) & L=

Wealth Management & Trust Consolidate debt ' {-, > ; A §
AL . A

Insurance Try our financial calculators v - ;

. 1 ke
See all our Personal banking products » 0 o

Done

www.bankoftewest.com §
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Safe to Type Your Password?

) Bank of the West Phishing Page - Mozilla Firefox
Bank of the West Phishing Page - Mozilla Firefi

File Edit View History Bookmarks Tools

Help

Bank of the West

Gives me you pa5Sw0rds!

User name:

Password:

. _ P ——
@ v c '1-.. ‘ htt‘://attacker.com)ogin
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Safe to Type Your Password?
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Safe to Type Your Password?

@ Morzilla Firefox ESEI

File Edit View History Bookmarks Tools Help

@R_,. v c X < http://attacker.com/ > > - l |'| Google pl

@ Bank of the West | - M@ Firefox (=] B )

File Edit View History Bo! arks Tools Help

@R_A v c o« E Ba. “the West(US) [r- s://www.bankofthewest.com/E A |'| Google pl

BANKAWEST £

-~

Apply online v

Findus  ZIP code or city & state (GO

Home i Search

Signinv Have a question? Co

PERSONAL SMALL BUSINESS COMMERCIAL

Products & Services = Achieve Your Goals c X Online elimeBanker

Checking Buy a home
Savings & CDs Buy a new car
Credit Cards Save for college
Loans Maximize home g

Wealth Management & Trust Consolidate 4
Insurance Try our fig

See all our Personal banking produ
Done
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Question

* Q. What are the root causes of usability
Issues in computer security?



Issue #1: Complexities, Lack of Intuition

Electronic World

We can see, understand, relate to. Too complex, hidden, no intuition.
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Issue #1: Complexities, Lack of Intuition

* Mismatch between perception of technology and
what really happens
— Public keys?
— Signatures?
— Encryption?
— Message integrity?
— Chosen-plaintext attacks?
— Chosen-ciphertext attacks?
— Password management?

12/1/16 CSE 484 | CSE M 584 - Fall 2016
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Issue #2: Who's in Charge?

Real World Electronic World

Where analogy breaks down: Adversaries in the electronic
world can be intelligent, sneaky, and malicious.

Complex, hidden, but doctors manage Complex, hidden, and users manage
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Issue #2: Who’s in Charge?

* Systems developers should help protect users
— Usable authentication systems
— Usable privacy settings (e.g., on social media)
— User-driven access control

* Software applications help users manage their
applications
— Anti-virus software
— Anti-web tracking browser add-ons
— PwdHash, Keychain for password management
— Some say: Can we trust software for these tasks?

12/1/16 CSE 484 | CSE M 584 - Fall 2016
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Issue #3: Hard to Gauge Risks

“It won’t happen to me!” (Sometimes a reasonable
assumption, sometimes not.)

"I remembered hearing about it and thinking that people that
click on those links are stupid," she says. "Then it happened to
me." Ms. Miller says she now changes her password regularly
and avoids clicking on strange links. (Open Doors, by V. Vara,
The Wall Street Journal, Jan 29, 2007)

12/1/16 CSE 484 | CSE M 584 - Fall 2016
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Issue #4: No Accountability

* Issue #3 is amplified when users are not held
accountable for their actions
— E.g., from employers, service providers, etc.
— (Not all parties will perceive risks the same way)

* Also, recall that a user’s poor security choices may

affect other people

— E.g., compromise account of user with weak password,
then exploit a local (rather than remote) vulnerability to

gEt root access
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Issue #5: Annoying, Awkward, or Difficult

e Difficult

Schneier on Security
A weblog covering security and security technology.

« The Emergence of a Global Infrastructure for Mass Registration and Surveillance | Main | PDF
Redacting Failure »

May 02, 2005

Users Disabling Security
It's an old story: users disable a security measure because it's annoying, allowing an attacker to
bypass the measure.

A B 2ccused in a deadly courthouse rampage was able to enter the

chambers of the judge slain in the attack and hold the occupants hostage because the
|aoor was unlocked and a buzzer entry system was not activatea a sheriff's report

says.

Security doesn't work unless the users want it to work. This is true on the personal and national
scale, with or without technology.

12/2/16 CSE 484 | CSE M 584 - Fall 2016
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Issue #6: Social Issues Zo5

* Public opinion, self-image
— Only “nerds” or the “super paranoid” follow security
guidelines

* Unfriendly
— Locking computers suggests distrust of co-workers
* Annoying

— Sending encrypted emails that say, “what would you like
for lunch?”
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Issues with Usability

1. Lack of intuition
— See a safe, understand threats. Not true for computers.

2. Who'’s in charge?

— Doctors keep your medical records safe, you manage your
passwords.

3. Hard to gauge risks

— “It would never happen to me!”

4. No accountability
— Asset-holder is not the only one you can lose assets.

5. Awkward, annoying, or difficult
6. Social issues

12/1/16 CSE 484 | CSE M 584 - Fall 2016
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Question

* Q. What approaches can we take to mitigate
usability issues in computer security?



Response #1: Education and Training

* Education:
— Teaching technical concepts, risks

* Training
— Change behavior through:
* Drill
* Monitoring
* Feedback
* Reinforcement
* Punishment

* May be part of the solution — but not the solution
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Response #2: Security Should Be Invisible

* Security should happen
— Naturally
— By Default
— Without user input or understanding

* Recognize and stop bad actions

 Starting to see some invisibility
— SSL/TLS
— VPNs
— Automatic Security Updates
— User-driven access control
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Response #2: Security Should Be Invisible

« “Easy” at extremes, or for simple examples
— Don’t give everyone access to everything

* But hard to generalize

* Leads to things not working for reasons user doesn’t
understand

* Users will then try to get the system to work, possibly
further reducing security
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Response #3: “3 Word UI”’: “Are You Sure?”

* Security should be invisible
— Except when the user tries something dangerous
— In which case a warning is given

* But how do users evaluate the warning? Two
realistic cases:

— Always heed warning. But then you need to only give
warnings when there’s a real problem.

— Always ignore the warning. If so, then how can it be
effective?
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Response #4: Focus on Users, Use Metaphors

* (lear, understandable metaphors:
— Physical analogs; e.g., red-green lights
* User-centered design: Start with user model

* Unified security model across applications

— User doesn’t need to learn many models, one for each
application
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Response #5: Least Resistance

* “Match the most comfortable way to do tasks with the
least granting of authority”

— Ka-Ping Yee, Security and Usability

* Should be “easy” to comply with security policy

* ‘““Users value and want security and privacy, but they regard
them only as secondary to completing the primary tasks”

— Karat et al, Security and Usability
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SIDE CHANNELS
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Accelerometer Eavesdropping

= ull @ 11:40 Dl & 11:26 Pm
Enter password to unlock 'l ] . 2 6 Verizon Wiggly
. PM

Sunday, January 3

‘ B Sorry, try again

1 2 ABC
4 GHI 5 KL
7 PQRS 8 Tuv

(0] 0

= = Emergency call
Emergency call

Aviv et al. “Practicality of Accelerometer Side Channels on Smartphones” ACSAC 2012
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Key Extraction via Electric Potential

Genkin et al. “Get Your Hands Off My Laptop: Physical Side-Channel Key-Extraction
Attacks On PCs” CHES 2014
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Pitch angle 3

More Gyroscope

301

=20

key: '0' key: 'l key: '2' key: '3
UpperVeﬂexif L i

key: '4' key: '5' key: '6'

key: '7" key: '8' key: '9'

=10

Chen et al. “TouchLogger: Inferring Keystrokes On Touch Screen From Smartphone
Motion” HotSec 2011
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Audio from Video

Davis et al. “The Visual Microphone: Passive Recovery of Sound from Video” SIGGRAPH 2014



