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With  material  from  Franzi and  various  
sources



Reminders

• Homework  #3  due  tomorrow  (5/29)  at  5pm
• Lab  #3  due  next  Friday  (6/5)
– Part  3  is  extra  credit,  out  now

• Office  hour  tomorrow  after  class
– Office  hours  will  be  held  in  the  lab  #3  room  until  
lab  #3  deadline  – CSE  003D

– You  should  have  access  to  the  room
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Today  in  the  news

• Android  M  announced
• Changes  existing  permissions  
system
– Break  down  user  permissions  
into  specific  categories

– Having  apps  ask  the  user  for  
permission  at  the  time  access  
to  a  feature  is  required
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http://www.anandtech.com/show/9291/google-‐announces-‐android-‐m-‐at-‐google-‐io-‐2015



CAPTCHA

• CAPTCHA  (Completely  Automated  Public  
Turing  test  to  tell  Computers  and  Humans  
Apart)

• Artificial  Intelligence  technology  can  solve  
99.8%
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http://googleonlinesecurity.blogspot.com/2014/12/are-‐you-‐robot-‐introducing-‐no-‐captcha.html



reCAPTCHA

• Use  risk  analysis,  provide  better  user  
experience
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Dirty  Jobs  – The  Role  of  Freelance  
Labor  in  Web  Service  Abuse

Following  slides  by  :  Marti  Motoyama,  
Damon  McCoy,  Kirill  Levchenko,  Stefan  
Savage,  and  Geoffrey  M.  Voelker UC  San  

Diego  

https://www.usenix.org/legacy/events/sec11/tech/slides/motoyama.pdf

[Motoyama et  al.]



Vulnerability  of  Web  Services

• Many  web  services  today  are  free/open  access
– Supported  by  advertising  revenue
– Reaching  critical  mass  requires  low  barrier  to  entry
– Page  views  driven  by  user-‐generated  content

• Videos,  social  networking  updates,  blogs,  etc
• However,  openness  leaves  sites  vulnerable  to  
abuse
– Exploitation  of  free  resources

• Sending  spam  from  web  based  email  accounts
– Unsanctioned  advertising  channels

• Spamming  links  on  blog  comments
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[Motoyama et  al.]



Abuse  Labor  Markets

• Abuse  is  profitable
– Kanich et  al.  estimated  $7k/day  email  spam  
revenue

• Labor  markets  have  evolved  to  supply  workers
– Online  freelancing  sites

• Why  outsource  abuse  jobs?
– Cost  effective:  Low  wage  regions
– Agile:  Workers  are  adept  and  technically  capable
– Scale:  ~one  million  workers  on  Freelancer.com
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[Motoyama et  al.]



Outsourcing  jobs

• Freelancer.com:  one  of  the  largest  outsourcing  
and  oldest  freelancing  sites
– Claims  over  2  million  employers  and  workers
– User  population  covers  234  countries  /  regions

• How  it  works:
– Buyer/employers  post  jobs
–Workers  bid  on  jobs
– Buyers  select  workers

5/28/15 CSE  484  /  CSE  M  584  -‐ Spring  2015 9

[Motoyama et  al.]
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[Motoyama et  al.]
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[Motoyama et  al.]



5/28/15 CSE  484  /  CSE  M  584  -‐ Spring  2015 12

[Motoyama et  al.]



CAPTCHA  Solving
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[Motoyama et  al.]
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[Motoyama et  al.]



Example  Jobs:  Accounts
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[Motoyama et  al.]



OSN  Linking
• Buying  friends,  Facebook  fans/lines  for  
website  pages,  Twitter  followers,  YouTube  
subs,  etc
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[Motoyama et  al.]



Example:  Online  Social  Network  Link
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[Motoyama et  al.]



User  accounts
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[Motoyama et  al.]



Search  Engine-‐Oriented  Content
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[Motoyama et  al.]



Quality  of  work
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Freelance  Abuse  (USENIX  2011)  

• 7  years  of  data  from  Freelancer.com:  account  
creation,  social  network  links,  spamming,  SEO
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[Motoyama et  al.]



Summary

• Attackers  outsource  abuse  jobs
– ~30%  of  Freelancer.com jobs  abusive
– Jobs  spanned  range  of  categories  from  spamming  
to  account  registration

• Quality  of  product  is  highly  variable
• Large,  cheap  labor  pool  changes  threat  model
– Automation  is  not  the  only  way
– Largely  removes  difficulty  in  executing  abuse  task

• Outsourced  workforce  enables  new  attacks
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[Motoyama et  al.]



PharmaLeaks
Understanding  the  Business  of  Online  
Pharmaceutical  Affiliate  Programs

By:  Damon  McCoy,  Andreas  Pitsillidis,  Grant  
Jordan,  Nicholas  Weaver,  Christian  Kreibich,  
Brian  Krebs,  Geoffrey  M.  Voelker,  Stefan  

Savage,  and  Kirill  Levchenko

[McCoy  et  al.]



Storefront
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[McCoy  et  al.]



Pharmaceutical  Affiliate  Business

• Online  pharmaceutical  affiliate  programs  are  a  
major  sponsor  of  spam  (email  and  web)
– Affiliates  (spammers)  paid  on  commission
– Suppliers
– Payment  processors

• Operates  as  a  business  that  maintains  financial  
records

• 185M  in  gross  revenue,  1+  million  customers,  
1.5+  million  purchases,  2600+  affiliates

• 95%  of  customers  from  US(75%),  Canada,  Europe  
and  Australia
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[McCoy  et  al.]



Popular  products
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[McCoy  et  al.]



Pharmaceuticals  (USENIX  2012)

• Analyzed  3  pharmaceutical  affiliates  programs  from  
the  inside  (transaction  logs)

• Find  that  payment  processors  are  “weak  link”
• Market  is  not  saturated,  spamming  works

USENIX  2011  [Kanich et  al.]

[McCoy  et  al.]



Other  Ecosystem  Studies  (a  selection)

• Spamalytics (CCS  2008)
• Freelance  Abuse  Labor (USENIX  2011)
• Spam  Revenues  (USENIX  2011,  Oakland  2011)
• Pharmaceutical  Affiliate  Programs  (USENIX  2012)
• Fraudulent  Accounts  (USENIX  2013)
• Bitcoin (IMC  2013)
• Clickfraud (CCS  2014)
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Spamalytics (CCS  2008)

Infiltrated  existing  botnet,  used  it  to  analyze  spam  campaigns:
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[Kanich et  al.]



Clickfraud (CCS  2014)

Observed  ad  clickfraud coming  from  ZeroAccess botnet  
(before/after  attempted  takedown):
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[Pearce  et  al.]



Bitcoin (IMC  2013)
Longitudinal  analysis  of  Bitcoin ecosystem,  including  
clusters  of  addresses  belong  to  same  entity:
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[Meiklejohn et  al.]



Turing  Test
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HTTP://XKCD.COM/329/


