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Lab 1 Deadline Reminders

* Lab 1 Final due next week (5/1, 5pm).

 Upcoming office hours:
— Tomorrow (Friday) 9:30 am — Michael & Adrian
— Monday 9:30 am — Franzi
— Wednesday 3:30 pm — Adrian & Peter
— Thursday 12:30 pm — Peter & Michael



lllustration of DH as paint mixing
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DH Summary

Pick secret, random X X Pick secret, random Y
Q" mod p
: S, G
p gY mod p :
<
Alice Bob
Compute k=(g¥)*=0"Y mod p Compute k=(gX)Y=0" mod p

* Publicinfo: p (large prime) and
g (generator of Z*)
2,*={1,2 .. p-1;; Va€Z* Tisuch that a=g' mod p



RSA Summary

* Key generation

— Generate large primes p, q
e Say, 1024 bits each (need primality testing, too)

— Compute n = pg and ¢(n) = (p-1)(g-1)

— Choose small e, relatively prime to ¢(n)

— Compute unique d such that ed =1 mod ¢(n)

— Public key = (e,n); private key = (d,n)
* Encryption of m: c = m®mod n

— Modular exponentiation by repeated squaring
* Decryption of ¢: c® mod n=(m®¢)9mod n=m



Sample RSA Decryption

* 2621513 714131312814 1513
1420963125261416 2315262 6131

e p=3,q=11, n=33, e=7, d=3

* A-1B-2C-3 D-4 E-5F-6 G-7 H-81-9 J-10 K-11
L-12 M-13 N-14 O-15 P-16 Q-17 R-18 $-19 T-20
U-21V-22 W-23 X-24 Y-25 Z-26



Sample RSA Decryption

* How to compute d?
— Recall: ed =1 mod ¢(n) (where ¢(n) = (p-1)(g-1))
— So d is inverse of e mod ¢(n).

— How to compute modular inverse?
* Use extended Euclidean algorithm
e ...or Wolfram Alpha ©

e Note that this is hard if you don’t know ¢(n) (i.e., can’t
factor n).



Public Key Crypto Summary

* Diffie-Hellman: Why is it secure?

— Discrete log; computational DH problem;
decisional DH problem are hard.

* RSA: Why is it secure?

— Taking eth root is hard; Factoring is hard.



Cryptography Summary

Goal: Privacy
— One-time pad
— Block ciphers w/ symmetric keys (e.g., DES, AES)
* Modes: EBC, CBC, CTR
— Public key crypto (e.g., Diffie-Hellman, RSA)
Goal: Integrity
— MACs, often using hash functions (e.g, MD5, SHA-256)

Goal: Privacy and Integrity

— Encrypt-then-MAC (why?)

Goal: Authenticity (and Integrity)
— Digital signatures (e.g., RSA, DSS)



Block Cipher Mode: ECB

Plaintext Plaintext Plaintext
CITTTTITTITITT] CITTTTTITTITIT] CITTTTTIITTTITIT]
Key block C|pher Key block upher Key block CIpher
encryption encryption encryption
CITTTTITTITITT] CITTTTTITTITIT] CITTTTTIITTTITIT]
Ciphertext Ciphertext Ciphertext

Electronic Codebook (ECB) mode encryption

[Image from Wikipedia]



Block Cipher Mode: ECB

Ciphertext Ciphertext Ciphertext
CITTTTTTTITTITT] CITTTTTTTITTTT] CITTTTTTTITTTT]
block cipher block cipher block cipher
Key decryption Key decryption Key decryption
LITTTTTTTITTITT] LITTTTTTTITTTT] CITTTTTTTITTTT]
Plaintext Plaintext Plaintext

Electronic Codebook (ECB) mode decryption

[Image from Wikipedia]



ECB Pros and cons

* Encryption and decryption parallelizable

* Does not hide data patterns well, not
recommended



Block Cipher Mode: CBC

Plaintext Plaintext Plaintext
LITTTTTTITTTT] LITTTTTTITTTIT] LITTTTTTITTTT]
Initialization Vector (IV)
LIITTTTITITTT ] —— > >
Key block apher Key block upher Key block apher
encryption encryption encryption
| |
; ; !
LITTTTTTITTTT] CITTTTTTITTTIT] LITTTTTTTITTTT]
Ciphertext Ciphertext Ciphertext

Cipher Block Chaining (CBC) mode encryption

[Image from Wikipedia]



Block Cipher Mode: CBC

Ciphertext Ciphertext Ciphertext
LITITIT I iTIT] CLLTLTITITTTIl] LITITIT I iTIT]
| | l
Y Y
block cipher block cipher block cipher
Key decryption Key decryption Key decryption
Initialization Vector (IV)
LITITITfIfIflf— > >
LITTTITITIT 0T CLLTETITPITTIT] LITITIT P ITIT]
Plaintext Plaintext Plaintext

Cipher Block Chaining (CBC) mode decryption

[Image from Wikipedia]



CBC Pros and cons

* Encryption not parallelizable
* Decryption is parallelizable



Block Cipher Mode: CTR

Nonce Counter Nonce Counter Nonce Counter
c59bcf35.. 00000000 c59bcf35.. 00000001 c59bcTf35.. 00000002

¥ ¥ ¥

block cipher block cipher block cipher
encryption encryption encryption

Key —— Key — Key —

Plaintext ———— Plaintext ——— Plaintext ———
HEEEEEREEREEE CLrrrrrrrrrrn HEEEEEREEREEE

LLTTPPTTPPTTTl] LITTTPTTTiTTT] LLTTTPTTPPTTT]
Ciphertext Ciphertext Ciphertext

Counter (CTR) mode encryption

[Image from Wikipedia]



Block Cipher Mode: CTR

Nonce Counter Nonce Counter Nonce Counter
c59bcf35.. 00000000 c59bcf35.. 00000001 c59bcTf35.. 00000002

¥ ¥ ¥

block cipher block cipher block cipher
encryption encryption encryption

Key —— Key — Key —

Ciphertext —— Ciphertext ——— Ciphertext ———
LITTTOTTTITTT] LLTTIPTTITTTTl] LITTTPTTTITTT]

Crrrrrrrrrrrn HEEEEEREEREEE HEEEEREEEREEE
Plaintext Plaintext Plaintext

Counter (CTR) mode decryption

[Image from Wikipedia]



Pros and cons

* Encryption and decryption parallelizable

* CBC and CTR usage recommended by Yoshi,
Niels and Bruce Schneier! (Cryptography
Engineering, 2010)



CBC-MAC question

plaintext

| | ! !

¢/key Wkey Vkey Wkey
block block block block
cipher cipher cipher cipher

Given a message M with tag T (aka CBC-MAC(M)=T), can you construct a message
M' (not necessarily the same length as M) for which the tag is *also* T, aka CBC-
MAC(M')=T?



Password Salting

e Servers shouldn’t store passwords, but
password hashes. (Why?)

* Threat: rainbow tables (pre-computed
password hashes)

e Solution: salt

— Each password is hashed/stored with'a random
value. Now a pre-computed table is useless.

— Other benefits?



Real world example, by xkcd

HACKERS RECENTLY LEAKED /53 MILLION ADOBE. USER
EMAILS, ENCRYPTED PASSWORDS, AND PASSWORD HINTS,

ADOBE. ENCRYPTED THE PASSWORDS IMPROPERLY, MISUSING
BLOCK-MODE 3DES.  THE RESULT 15 SOMETHING WONDERFUL:

USER PASSWORD

UetBacclab22d6
HetBacclab22d6
HelBacckb2%2d6 aDi287%eblealiva
Boabbb2Me06ebéd
ShabbbdMe06ehod aDa2B7eblealica
Bbabbb2e06eb6d 85¢94e8 ladalBadc
UelBacclab 270246
TobMacBodobeSca Ta2dboaOuBTheble

alf9b2bb29ebZb eodeclebabMi7317
alf9b2ob249ebZb bl7ab02177270d85
37385TodbhSalT 6170027772705
Lo XneB6dabea
B77ab7883d386261
§77abIBb3d386261
B77ab7889d386201
B77ab1Bb3d386261
B77ab7889d306201
JBaTcT2Ncodebt FooldTidYdectds
3BaTcTMcodeb FocoldTiddeckds
3BaTcT2Mcodeby
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WITH YOUR OWN HAND You
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THE GREATEST (ROSSWORD PUZZLE
IN THE HISTORY OF THE WORLD

HTTP://XKCD.CcOM/1286/



Additional Resources

e Stanford online crypto class:
https://class.coursera.org/crypto-preview/class

* Books:
— “The Codebreakers” by David Kahn
— “The Code Book” by Simon Singh



