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Roadmap	
  

•  Today:	
  Finish	
  mobile	
  platform	
  security	
  
•  Remaining	
  topics:	
  
– 5/29:	
  Usable	
  security	
  
– 6/1:	
  Anonymity	
  
– 6/3:	
  Social	
  engineering,	
  physical	
  security	
  
– 6/5:	
  Side	
  channels,	
  emerging	
  technologies	
  

•  Homework	
  #3	
  –	
  due	
  5pm	
  on	
  5/29	
  (Friday)	
  
•  Lab	
  #3	
  –	
  due	
  5pm	
  on	
  6/5	
  (next	
  Friday)	
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Reminder:	
  
Challenges	
  with	
  Isolated	
  Apps	
  

So	
  mobile	
  platforms	
  isolate	
  applications	
  for	
  
security,	
  but…	
  

1.  Permissions:	
  How	
  can	
  applications	
  access	
  
sensitive	
  resources?	
  

2.  Communication:	
  How	
  can	
  applications	
  
communicate	
  with	
  each	
  other?	
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Improving	
  Permissions:	
  AppFence	
  
[Hornyack	
  et	
  al.]	
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Improving	
  Permissions:	
  
User-­‐Driven	
  Access	
  Control	
  

Let	
  this	
  application	
  
access	
  my	
  location	
  now.	
  

Insight:	
  
A	
  user’s	
  natural	
  UI	
  actions	
  within	
  
an	
  application	
  implicitly	
  carry	
  
permission-­‐granting	
  semantics.	
  	
  

[our	
  work]	
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Access	
  Control	
  Gadgets	
  (ACGs)	
  

•  Special	
  UI	
  elements	
  that	
  carry	
  permission-­‐granting	
  
semantics:	
  When	
  user	
  clicks,	
  grant	
  access.	
  

•  ACGs	
  are	
  owned	
  by	
  system	
  and	
  embedded	
  by	
  
apps:	
  need	
  to	
  secure	
  them!	
  
–  No	
  clickjacking,	
  no	
  programmatic	
  clicking,	
  etc.	
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(2)	
  Inter-­‐Process	
  Communication	
  

•  Primary	
  mechanism	
  in	
  Android:	
  Intents	
  
– Sent	
  between	
  application	
  components	
  

•  e.g.,	
  with	
  startActivity(intent)

– Explicit:	
  specify	
  component	
  name	
  
•  e.g.,	
  com.example.testApp.MainActivity	
  

–  Implicit:	
  specify	
  action	
  (e.g.,	
  ACTION_VIEW)	
  and/
or	
  data	
  (URI	
  and	
  MIME	
  type)	
  
•  Apps	
  specify	
  Intent	
  Filters	
  for	
  their	
  components.	
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Unauthorized	
  Intent	
  Receipt	
  

•  Attack	
  #1:	
  Eavesdropping	
  /	
  Broadcast	
  Thefts	
  
–  Implicit	
  intents	
  make	
  intra-­‐app	
  messages	
  public.	
  

•  Attack	
  #2:	
  Activity	
  Hijacking	
  
– May	
  not	
  always	
  work:	
  

•  Attack	
  #3:	
  Service	
  Hijacking	
  
–  Android	
  picks	
  one	
  at	
  random	
  	
   	
   	
   	
   	
   	
   	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  

upon	
  conflict!	
  

[Chin	
  et	
  al.]	
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Intent	
  Spoofing	
  

•  Attack	
  #1:	
  General	
  intent	
  spoofing	
  
–  Receiving	
  implicit	
  intents	
  makes	
  component	
  public.	
  
–  Allows	
  data	
  injection.	
  

•  Attack	
  #2:	
  System	
  intent	
  spoofing	
  
–  Can’t	
  directly	
  spoof,	
  but	
  victim	
  apps	
  often	
  don’t	
  check	
  

specific	
  “action”	
  in	
  intent.	
  

[Chin	
  et	
  al.]	
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Aside:	
  Incomplete	
  Isolation	
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Embedded	
  UIs	
  and	
  libraries	
  always	
  run	
  with	
  the	
  host	
  
application’s	
  permissions!	
  (No	
  same-­‐origin	
  policy	
  here…)	
  

[Shekhar	
  et	
  al.]	
  

Like	
  us	
  on	
  	
  
Facebook!	
  

Ad	
  from	
  	
  
ad	
  library	
  
	
  
	
  

Social	
  button	
  
from	
  Facebook	
  
library	
  

Map	
  from	
  
Google	
  
library	
  



More	
  on	
  Android…	
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Security-­‐Enhanced	
  Linux	
  (SELinux)	
  	
  

•  Added	
  in	
  Android	
  4.3	
  to	
  strengthen	
  app	
  isolation	
  
•  Mandatory	
  access	
  control	
  (MAC):	
  central	
  system	
  

authority	
  makes	
  all	
  access	
  control	
  decisions	
  
–  In	
  addition	
  to	
  standard	
  Linux	
  discretionary	
  access	
  

control	
  (DAC),	
  in	
  which	
  objects	
  have	
  owners	
  that	
  make	
  
access	
  control	
  decisions	
  

–  Result:	
  Even	
  processes	
  running	
  as	
  root	
  can	
  be	
  limited	
  by	
  
explicit	
  policy	
  (example:	
  only	
  system	
  server	
  should	
  
modify	
  system	
  files)	
  

	
  

More	
  details:	
  https://source.android.com/devices/tech/security/selinux/	
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Android	
  Application	
  Signing	
  

•  Apps	
  are	
  signed	
  
–  Often	
  with	
  self-­‐signed	
  certificates	
  
–  Signed	
  application	
  certificate	
  defines	
  which	
  user	
  ID	
  is	
  

associated	
  with	
  which	
  applications	
  
–  Different	
  apps	
  run	
  under	
  different	
  UIDs	
  

•  Shared	
  UID	
  feature	
  
–  Shared	
  Application	
  Sandbox	
  possible,	
  where	
  two	
  or	
  

more	
  apps	
  signed	
  with	
  same	
  developer	
  key	
  can	
  declare	
  a	
  
shared	
  UID	
  in	
  their	
  manifest	
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Shared	
  UIDs	
  

•  App	
  1:	
  	
  Requests	
  GPS	
  /	
  camera	
  access	
  
•  App	
  2:	
  	
  Requests	
  Network	
  capabilities	
  

•  Generally:	
  
–  First	
  app	
  can’t	
  exfiltrate	
  information	
  
–  Second	
  app	
  can’t	
  exfiltrate	
  anything	
  interesting	
  

•  With	
  Shared	
  UIDs	
  (signed	
  with	
  same	
  private	
  key)	
  
–  Permissions	
  are	
  a	
  superset	
  of	
  permissions	
  for	
  each	
  app	
  
–  App	
  1	
  can	
  now	
  exfiltrate;	
  App	
  2	
  can	
  now	
  access	
  GPS	
  /	
  

camera	
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File	
  Permissions	
  

•  Files	
  written	
  by	
  one	
  application	
  cannot	
  be	
  read/
written	
  by	
  other	
  applications	
  
–  Not	
  true	
  for	
  files	
  stored	
  on	
  the	
  SD	
  card	
  
–  SD	
  card	
  changes	
  in	
  Android	
  4.4:	
  limited	
  write	
  ability	
  

•  Full	
  file	
  system	
  encryption	
  
–  Encryption	
  key	
  is	
  protected	
  with	
  AES128	
  using	
  key	
  

derived	
  from	
  user	
  password	
  (salted/hashed)	
  
–  Root	
  access	
  not	
  sufficient	
  to	
  break	
  –	
  need	
  password	
  
–  Enabled	
  by	
  default	
  in	
  Android	
  5.0	
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Memory	
  Management	
  

•  Address	
  Space	
  Layout	
  Randomization	
  to	
  
randomize	
  addresses	
  on	
  stack	
  

•  Hardware-­‐based	
  No	
  eXecute	
  (NX)	
  to	
  prevent	
  code	
  
execution	
  on	
  stack/heap	
  

•  Stack	
  guard	
  derivative	
  
•  Some	
  defenses	
  against	
  double	
  free	
  bugs	
  (based	
  on	
  

OpenBSD’s	
  dmalloc()	
  function)	
  
•  etc.	
  

[See	
  http://source.android.com/tech/security/index.html]	
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Android	
  Fragmentation	
  

•  Many	
  different	
  variants	
  of	
  Android	
  (unlike	
  iOS)	
  
– Motorola,	
  HTC,	
  Samsung,	
  …	
  

•  Less	
  secure	
  ecosystem	
  
–  Inconsistent	
  or	
  incorrect	
  implementations	
  
–  Slow	
  to	
  propagate	
  kernel	
  updates	
  and	
  new	
  versions	
  

•  “At	
  Google	
  I/O	
  2011,	
  many	
  of	
  the	
  largest	
  OHA	
  partners	
  
committed	
  to	
  providing	
  updates	
  to	
  devices	
  for	
  18	
  months	
  after	
  
initial	
  shipment.”	
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Human	
  Verification	
  

•  Problem:	
  
– Want	
  to	
  make	
  it	
  hard	
  for	
  spammers	
  to	
  automatically	
  
create	
  many	
  free	
  email	
  accounts	
  

– Want	
  to	
  make	
  it	
  difficult	
  for	
  computers	
  to	
  
automatically	
  crawl	
  some	
  data	
  repository	
  

•  Need	
  a	
  method	
  for	
  servers	
  to	
  distinguish	
  
between	
  human	
  users	
  and	
  machine	
  users	
  

•  Approach:	
  	
  CAPTCHA	
  
–  Completely	
  Automated	
  Public	
  Turing	
  Test	
  to	
  Tell	
  
Computers	
  and	
  Humans	
  Apart	
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CAPTCHAs	
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Questions	
  

Q1:	
  	
  What	
  do	
  you	
  like/dislike	
  about	
  CAPTCHAs?	
  
Q2:	
  	
  What	
  properties	
  of	
  CAPTCHAs	
  are	
  valuable?	
  
Q3:	
  	
  What	
  properties	
  of	
  CAPTCHAs	
  are	
  “problematic”?	
  
	
  
Q4:	
  	
  Should	
  web	
  sites	
  use	
  CAPTCHAs?	
  
	
  
Q5:	
  	
  Suppose	
  you	
  are	
  a	
  spammer	
  and	
  want	
  to	
  create	
  free	
  
accounts	
  on	
  Webmail	
  Provider	
  X,	
  and	
  Webmail	
  Provider	
  X	
  uses	
  
CAPTCHAs	
  during	
  enrollment.	
  	
  How	
  would	
  you	
  go	
  about	
  
breaking	
  those	
  CAPTCHAs?	
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CAPTCHA	
  Solving	
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CAPTCHA-­‐Solving	
  Economies	
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CAPTCHA-­‐Solving	
  Economies	
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