Introduction to Wireless
Network Hacking

(relevant to Lab 3)
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WEP Encryption (frame payload)
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Kismet

802.11 layer2 wireless network detector,
sniffer, and intrusion detection system



Aircrack-ng
Docs: http://www.aircrack-ng.org/doku.php?id=simple_wep_crack

MOOL@BTEMKO =Y EMpP:

Fichier Edition Affichage Terminal Onglets Aide

[01:27:26] Tested 48597 keys (got 724992 IVs)
Q OE Cc4 cS D5 02 38 49 E7 EA
Q 14 10 B3 B6 B8 1E B2 BS BC
Q Aq 92 71 38 D7 SE oF OA 8C
Q 53 Fo B F2 CB E2 6E F3 06
Q0 8E 96 a5 a8 (0.2} 29 a3 DA F2
0] 72 06 00 FD 02 25 SD 86 AB
0] 30 88 a5 85 8E 82 B7 13 c2
0] 18 44 2E c2 30 3D 61 ag 2F
1 Fo 23 3A F1 17 12 3E 61 92
Q 24 27 1B 65 08 S50 2E oC OE
Q 70 71 F6 21 01 1A 4A DF DD
Q 46 70 c7 78 75 A6 EOQ ES 11
Q AD (0.2} 15 0A 23 oC 20 1A (05]
KEY FOUND! [ OE:14:A4:53:8F:72:3D:19:F0:24:70:46:AD ]
root@bremko: ~/tmp# =

http://www.davidgis.fr/download/img/aircrack-ng-wep3.png



Aircrack Workflow

1. Put card in monitor mode on desired channel
a. use airmon-ng

2. Capture Vs

a. use airodump-ng
3. If you need more |Vs, then inject (you won't for iab 3)
a. use aireplay-ng

4. When you have enough Vs, then crack
a. use aircrack-ng



Kali

https://www.kali.org



Wireshark

network protocol analyzer



Nmap

“security scanner for network exploration
and hacking”



nmap
Usage: nmap [Scan Type(s)] [Options] {target(s)}

eg: $ sudo nmap -Pn -A 192.168.99.100

Useful scan types:

e -Pn: skip ping probes

e -sS: SYN scan

e -A: Aggressive - OS fingerprinting, service versions,
traceroutes, runs script scans
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Actually, maybe it is...

check your international, federal, state and
local laws and university guidelines, etc



Scapy

network packet manipulation in python



Scapy

Check the docs for usage: http://www.secdev.org/projects/scapy/doc/

Example commands:

Read in a pcap:
Reference 11th packet:
Show packet info:

Set a packet property:
Send a packet:

Make send/recv diagram:

>>2>

>>>

>>>

>>>

>>>

>>>

cap = rdpcap(‘/tmp/p.pcap’)
p = capll0]

p.show ()

p.dst = ‘fe:ed:fa:ce:ee:ee’
send (p)

cap.conversations ()



Happy Hacking!



