CSE 484 (Winter 2011)

User Authentication

Tadayoshi Kohno

Thanks to Dan Boneh, Dieter Gollmann, John Manferdelli, John Mitchell, Vitaly
Shmatikov, Bennet Yee, and many others for sample slides and materials ...




Goals for Today

¢ Continue user authentication
¢ Lab 3 out soon (tentative out on Wednesday)
¢ Thank you for your feedback to CELT!

¢ TA office hours will move to labs in basement
starting on Friday (after the lab 3 is announced)
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Recovery Passwords

¢ http://www.wired.com/threatlevel/2008/09/palin-e-mail-ha/
Palin E-Mail Hacker Says It Was Easy

By Kim Zetter &4 September 18, 2008 | 10:05 am | Categories: Elections, Hacks and Cracks

A person claimina to be the hacker who _

obtaine after the password recovery was reenabled, it took seriously 45 mins on wikipedia and google

private to find the info, Birthday? 15 seconds on wikipedia, zip code? well she had always been from

SUppos wasilla, and it only has 2 zip codes (thanks online postal service!)

revealir

took to the second was somewhat harder, the question was “where did you meet your spouse?” did

Republi some research, and apparently she had eloped with mister palin after college, if youll look on
some of the screenshits that | took and other fellow anon have so graciously put on
photobucket you will see the google search for “palin eloped” or some such in one of the tabs.

| found out later though more research that they met at high school, so | did variations of that,
high, high school, eventually hit on “Wasilla high” | promptly changed the password to popcorn
and took a cold shower...



http://www.wired.com/threatlevel/2008/09/palin-e-mail-ha/
http://www.wired.com/threatlevel/2008/09/palin-e-mail-ha/

Password Reuse

¢ http://www.lightbluetouchpaper.org/2011/02/09/measuring-password-re-
use-empirically/

Light Blue Touchpaper

Security Research, Computer Laboratory, University of Cambric
ARCHIVES AUTHORS

Measuring password re-use empirically
[ February 9th, 2011 at 19:11 UTC by Joseph Bonneau

In the aftermath of Anonymous’ revenge hacking of HBGary over the weekend,
some enterprising hackers used one of the stolen credentials and some social
engineering to gain root access at rootkit.com, which has been down for a few
days since. There isn't much novel about the hack but the dump of rootkit.com’s
SQL databases provides another password dataset for research, though an order
of magnitude smaller than the Gawker dataset with just 81,000 hashed
passwords.

More interestingly, due to the close proximity of the hacks, we can compare the
passwords associated with email addresses registered at both Gawker and
rootkit.com. This gives an interesting data point on the widely known problem
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“Improvmg Passwords

¢ Add biometrics
e For example, keystroke dynamics or voiceprint

e Revocation is often a problem with biometrics
¢ Graphical passwords
e Goal: increase the size of memorable password space

¢ Password managers

® Two-factor authentication

e | everages user's phone (or other device) for
authentication




Two-Factor Authentication (Last Week)
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Google Introduces Two-
Factor Authentication

Option

Users can now generate a second, one-time password

for Gmail and other accounts using a mobile phone
Feb 11,2011 |04:09 PM | 0 Comments

By Tim Wilson

Darkreading

In an effort to help users increase the security of Gmail and other
accounts, Google today introduced an option to add a second factor of
authentication.

"As we announced to our Google Apps customers a few months ago,
we've developed an advanced opt-in security feature called 2-step
verification that makes your Google Account significantly more secure by
helping to verify that you're the real owner of your account," Google says.
"Now it's time to offer the same advanced protection to all of our users."




Graphical Passwords

¢ Images are easy for humans to process and
remember

e Especially if you invent a memorable story to go along
with the images

@ Dictionary attacks on graphical passwords are
difficult

e Images are believed to be very “random” (is this true?)

@ Still not a perfect solution
e Need infrastructure for displaying and storing images
e Shoulder surfing




Graphical Password Systems

« Cognometric schemes
— present a set of images,
— authentication requires selection of correct
iImages
» [ ocimetric Schemes
— presents a single image, with authentication
requiring clicking on regions of the image
* Drawmetric Schemes

—require drawing figures or doodles to
authenticate.

Slides from Kate Everitt



Assumption: Easy to recall faces

“Slites from Kate Event=



313 faces”

STRONG AUTHENTICATION The Only Fully Scalable Means to Replace or Reinforce Passwords

How Passfaces Works

Library of Faces User Interface
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Users Are Assigned a Set of 5* Passfaces

* Typical implementation — 3 to 7 possible as standard

Passfaces Corporation m 175 Admiral Cochrane Drive = Annapolis, Maryland 21401 = 1.800.682.0604



313 faces”

STRONG AUTHENTICATION The Only Fully Scalable Means to Replace or Reinforce Passwords

How Passfaces Works

5 Passfaces are Associated with 40 associated decoys

Passfaces are presented in five 3 by 3 matrices each having
1 Passface and 8 decoys

Passfaces Corporation m 175 Admiral Cochrane Drive = Annapolis, Maryland 21401 = 1.800.682.0604



T faces’

STRONG AUTHENTICATION The Only Fully Scalable Means o Replace or Reinforce Passwords

Hipassfaces’

Demo
You Have Successfully Logged on Using Passfaces

CONGRATULATIONS! You lvrve successtully logged on using
Passtaces, the ONLY Fully Scalable means to Replace or
Reindorce Passwords, For imore information on Passfaces,
coll $10.224.4848 o1 e-mail us A gales Tpasafaces.com




Empirical Results

¢ Experimental study of 154 computer science
students at Johns Hopkins and Carnegie Mellon

® Conclusions:

o " .. faces chosen by users are highly affected by the race
of the user... the gender and attractiveness of the faces
bias password choice... In the case of male users, we
found this bias so severe that we do not believe it

possible to make this scheme secure against an online
attack...”

¢ 2 guesses enough for 10% of male users
¢ 8 guesses enough for 25% of male users




User Quotes

€I chose the images of the ladies which appealed
the most”

¢ simply picked the best lookin girl on each page”

¢"In order to remember all the pictures for my login
(after forgetting my ‘password’ 4 times in a row) I
needed to pick pictures I could EASILY remember...
So I chose beautiful women. The other option I
would have chosen was handsome men, but the
women are much more pleasing to look at”




More User Quotes

€I picked her because she was female and Asian and
being female and Asian, I thought I could remember
that”

¢ "] started by deciding to choose faces of people in
my own race...”

€"... Plus he is African-American like me”

® Recommendation: system picks passfaces

€ But is that still memorable? What issues could
arise?




What about multiple passwords?

* 109 participants in a 5 week study

 Email-based prompts to access the study
website and authenticate

« Study emails were sent on Tuesday,
Wednesday, Thursday, and Friday

» Participants were allowed a maximum of
three login attempts

Slides from Kate Everitt



Study Conditions

Frequency, interference, and training do play a role in memorability

Slides from Kate Everitt



Variants...

@ Plus click-based graphical passwords, drawing-based
passwordes, ...




Uses of graphlcal passwords?

0 For what appllcatlons mlght graphlcal passwords be
particularly useful?




What About Blometrlcs?

0Authent|cat|on What you are h

¢ Unique identifying characteristics to authenticate
user or create credentials

e Biological and physiological: Fingerprints, iris scan

e Behaviors characteristics - how perform actions:
Handwriting, typing, gait
¢ Advantages:
e Nothing to remember
e Passive
e Can't share (generally)
e With perfect accuracy, could be fairly unique




Overview [from Matsumoto]

Capturing Feature Extraction Comparison

Presenting 1 Recording Referring
\

Finger Information Database

Fingerprint System

Tsutomu Matsumoto’s image, from http://web.mit.edu/6.857/
OldStuff/Fall03/ref/gummy-slides.pdf

Dashed lines for enrollment; solid for verification or 1dentification
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Biometric Error Rates (Non-Adversarial)

® "Fraud rate” vs. “insult rate”
e Fraud = system incorrectly accepts (false accept)
e Tnsult = system rejects valid user (false reject)

@ Increasing acceptance threshold increases fraud
rate, decreases insult rate

@ For biometrics, U.K. banks set target fraud rate of
1%, insult rate of 0.01% [Ross Anderson]
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¢ Face recognition (by a computer algorithm)
e High error rates even under reasonable variations in
lighting, viewpoint and expression
@ Fingerprints
e Traditional method for identification
e 1911: first US conviction on fingerprint evidence

e U.K. traditionally requires 16-point match
— Probability of false match is 1 in 10 billion
— No successful challenges until 2000

e Fingerprint damage impairs recognition




Other Blometrlcs

OIrls scannlng

e Irises are very random, but stable through life
— Different between the two eyes of the same individual

e 256-byte iris code based on concentric rings between the
pupil and the outside of the iris

e Equal error rate better than 1 in a million
e Among best biometric mechanisms

¢ Hand geometry

e Used in nuclear premises entry control, INSPASS
(discontinued in 2002)




Other Blometrlcs

OVeln
e Pattern on back of hand

¢ Handwriting
¢ Typing
e Timings for character sequences
@ Gait
¢ DNA
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Any issues with this?

Canon Files For DSLR Iris Registration Patent

Posted by kdawson on Tuesday February 12, @07:39PM
from the biological-metadata dept.

An anonymous reader writes

"Canon has filed for a patent for using iris watermarking (as

in the iris of your eye) to take photographer's copyright protection to
the next level. You set up the camera to capture an image of your
eye through the viewfinder. Once captured, this biological reference
iIs embedded as metadata into every photo you take. Canon claims
this will help with copyright infringement of photos online.”




Issues with Biometrics

@ Private, but not secret
e Maybe encoded on the back of an ID card?
e Maybe encoded on your glass, door handle, ...
e Sharing between multiple systems?

® Revocation is difficult (impossible?)

e Sorry, your iris has been compromised, please create a
New one...

@ Physically identifying
e Soda machine to cross-reference fingerprint with DMV?




Issues with Biometrics

¢ Criminal gives an inexperienced policeman
fingerprints in the wrong order

e Record not found; gets off as a first-time offender

¢ Can be attacked using recordings

e Ross Anderson: in countries where fingerprints are used
to pay pensions, there are persistent tales of “Granny’s
finger in the pickle jar” being the most valuable property
she bequeathed to her family

¢ Birthday paradox

o With false accept rate of 1 in a million, probability of false
match is above 50% with only 1609 samples




Issues with Biometrics

¢ Anecdotally, car jackings went up when it became
harder to steal cars without the key

¢ But what if you need your fingerprint to start your
car?
e Stealing cars becomes harder
e So what would the car thieves have to do?




Risks of Biometrics

BIB|C News services
NEWS The News in 2 minutes Your news whe
want it

News Front L2st Updated: Thursday, 31 March, 2005, 10:37 GMT 11:37 UK
Page B E-mail this to a friend & printable version

'ﬁ' nely Halaysia car thieves steal finger
" By Jonathan Kent EEEN

AfI'IEE BBC News, Kuala Lumpur * Malaysia to act |

Americas . . i pirates
Asia-Paniﬁcl Police in Malaysia are hunting for membersof ..~ . | As

a violent gang who chopped off a car owner's
~ Europe finger to get round the vehicle's hi-tech RELATED INTER
Middle East gecurity system. * Malaysian police

South Asia The BBC is not
UK The car, a Mercedes S-class, was protected by a for the content o

Business fingerprint recognition system. internet sites

Health
i TOP ASIA-PACIF
cience/Nature Accountant K Kumaran's ordeal began when he STORIES

S was run down by four men in a small car as he : i
echnologyY \as about to get into his Mercedes in a Kuala Australians wari

sntertainment Lumpur suburb. cuts

FTawan rarmimiiinge

http://news.bbc.co.uk/2/hi/asia-pacific/4396831.stm
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Biometric Error Rates (Adversarial)

€ Want to minimize “fraud” and “insult” rate

e "Easy” to test probability of accidental misidentification
(fraud)

e But what about adversarial fraud

¢ An adversary might try to steal the biometric
information

e Malicious fingerprint reader
— Consider when biometric is used to derive a cryptographic key

e Residual fingerprint on a glass
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| Matsumoto]

Put the plastic
into hot water

to soften it. Press a live finger

against it.

It takes around 10 minutes. The mold

http://web.mit.edu/6.857/0O1dStuft/Fall03/ret/gummy-slides.pdf
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| Matsumoto]

3

Pour the liquid
into the mold.

Put it into
a refrigerator to cool.

It takes around 10 minutes. The gummy finger

http://web.mit.edu/6.857/0O1dStuft/Fall03/ret/gummy-slides.pdf
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InVOl U nta I‘y | Matsumoto]
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Residual Fingerprint
Enhancing Cyanoacrylate
I Adhesive

Capturing |«

Image P;ucessing “— Adobe Photoshop 6.0

I ,- . -] PR i
‘ Fingerprint Image \
KEYENCE VH6300: 900k pixels

Printing :_— Transparent Film

Inkjet Printer
Mask — UV light

. o
Exposing |[«——

Photosensitive
Coated PCB

Developing

Etching

I Mold
http://web.mit.edu/6. ref/gummy-slides.pdf

Canon BJ-F800: 1200x600dpi
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Involuntary [Matsumoto]
Gelatin Liquid

Put this mold into
Drip the liquid a refrigerator to cool,
onto the mold. and then peel carefully.

http://web.mit.edu/6.857/0O1dStuft/Fall03/ret/gummy-slides.pdf
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Involuntary [Matsumoto]

http://web.mit.edu/6.857/0O1dStuft/Fall03/ret/gummy-slides.pdf
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Authentlcatlon by Handwrltlng

[BaIIard Monrose Loprestl]

® Maybe a computer could also forge some biometrics

Sro\,ph\' C lmﬁu&o:'( [d)Y (Yl %amoam—mni 2eln  Commank
target target

9r¢phrc QLNGUG.GE | | AMSLS Amamoge menit arole  conmed
human forgery | human forgery human forgery

W o \euh%u&.%t, s malone g%ﬂ.m}; ol w\)t,\
—~— generative forgery generative torgery generative forgery

Generated by computer algorithm trained
on handwriting samples




Password Managers

® |dea: Software application that will store and
manage passwords for you.

® You remember one password.
® Each website sees a different password.

® Examples: PwdHash (Usenix Security 2005) and
Password Multiplier (WWW 2005).




Key ideas

® User remembers a single password
® Password managers

® On input: (l) the user’s single password and
(2) information about the website

® Compute: Strong, site-specific password

® Goal: Avoid problems with passwords




The problem

Alice needs passwords for all the websites that she visits

8ene gumstix.com - way small computing

Welcome to Gmail

éﬂg /J:} hl[ps:,‘,‘ww.goog\e.cm =R AN '

Gm “ Welcome to Gmail

G -
<ZI * @ /JS} 4 https:/ /gumstix.com/store/catalogfle = ¥ | (U [ [Glriat requires a password

- -
g“mstm all things small

store

Home » gumstix Catalog » login

A Google approach to email.

Gmail is a new kind of webmail, built on the idea that email L o

can be more intuitive, efficient and useful. And maybe Sign in to Gmail with your
even fun. So give it a try—sign up with your mobile phone Goc J‘;IC Account
or ask someone you know with Gmail to invite you. And -

why not? After all, Gmail has: g
¥ T new customer
Fast search Password:

Use Google search to find the exact [~ Remember me on this

message you want, no matter when it was cEmerE Iam a new customer. Iam a returning customer.
sent or received.

Sign in ) Please enter your:

Please Create an account here at the gumstix store. You

will be able to shop faster, be up to date on order status, E-mail address:
and keep track of the orders you have previously made. Password: I—

password forgotten? click here.

returning customer

L —
[ continue \ Lo
(7 signin

Bank of America | Online Banking | Sign In to Online Banking

<,1:l' % /J;} 4 hups:/[sitekey.bankofa = v | (L) ([G]* bank of america

— - .
Bankof Am erica’//High er Standards Online

Sign In

Still using your Account number and Social Security numberto Login? You will need to create

your new online 1D. Mot using Online Be

Enroll now )
Create new online ID now for Online Banking

Learn more
about Online Bankir

Enter Online ID:
(6 - 32 characters) Service Agreement|
[~ save this Online ID (How does this work?)




Possible solutions

® Easy to remember: Use same password on all
websites. Use “weak” password.

- Poor security (don’t share password between
bank website and small website)

® More secure: Use different, strong passwords
on all websites.

= Hard to remember, unless write down.




Alternate solution:
Password managers

® Password managers handle creating and
“remembering” strong passwords

® Potentially:
® Easier for users

® More secure

® Examples:
® PwdHash (Usenix Security 2005)
® Password Multiplier (WWW 2005)




PwdHash

Sign in to Gmail with your
Google Account

Usermame: |5 omeone@gmail.com

| cannct access EEE-DIJI"@@ PWd

@@ in front of passwords to
protect; or F2

sitePwd = Hash(pwd,domain)

T

Password Multiplier

Multiply Password [g|

Autharized For compS405@yahoo, com

Master passward: | |

[ ] Remember password for this session

oite name: | wahoo,com

QK | | Zancel

Active with Alt-P or double-
click

sitePwd = Hash(usrname,
pwd, domain)

Prevent phishing attacks

Both solutions target simplicity and transparency.



Usenj 2006 '
Usabll b IS |mPOrtant.

® Are these programs usable! If not, what are the
problems?

® [wo main approaches for evaluating usability:

® Usability inspection (no users)
® Cognitive walk throughs

® Heuristic evaluation
This work stresses
® User study

eed to observe real users
® Controlled experiments

® Real usage




[Chiasson, van Oorschot, Biddle]

Study details

® )6 participants, across various backgrounds (4
technical)

® Five assigned tasks per plugin
® Data collection

® Observational data (recording task outcomes,
difficulties, misconceptions)

® Questionnaire data (initial attitudes, opinions
after tasks, post questionnaires)




[Chiasson, van Oorschot,

Biddle]

Task completion results

Success

Potentially Causing Security Exposures

Dangerous Failures

Success
False

Completion

Failure

Failed due to

Previous

PwdHash

Log In

44% 8% 0%

N/A

Migrate Pwd

35% 1% 1%

N/A

Remote Login

42% 31% 0%

N/A

Update Pwd

65% 8% 8%

N/A

Second Login

28% 4% 0%

16%

LogIn

Migrate Pwd

Remote Login

Update Pwd

Second Login

Password Multiplier

44% 8% 0%

N/A

32% 28% 20%

N/A

N/A N/A N/A

N/A

4% 44% 28%

N/A

4% 16% 0%

16%

http://www.scs.carleton.ca/~schiasso/Chiasson_UsenixSecurity2006 _PwdManagers.ppt



http://www.scs.carleton.ca/~schiasso/Chiasson_UsenixSecurity2006_PwdManagers.ppt
http://www.scs.carleton.ca/~schiasso/Chiasson_UsenixSecurity2006_PwdManagers.ppt

[Chiasson, van Oorschot, Biddle]

Questionnaire responses

positive 5-

O PwdHash

neutral 3.

B Password
Multiplier

negative 1
Perceived  Giving Control Ease ofUse Perceived
Security Necessity

http://www.scs.carleton.ca/~schiasso/Chiasson_UsenixSecurity2006_PwdManagers.ppt
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Problem: Transparency

® Unclear to users whether actions successful or
not.

® Should be obvious when plugin activated.
® Should be obvious when password protected.

® Users feel that they should be able to know
their own password.




Problem: Mental model

Users seemed to have misalighed mental models

Not understand that one needs to put “@@"
before each password to be protected.

Think different passwords generated for each
session.

Think successful when were not.
Not know to click in field before Alt-P.

PwdHash: Think passwords unique to them.




HCIl is important!

When “nothing works™

® Tendency to try all passwords
® A poor security choice.

® May make the use of PwdHash or Password
Multiplier worse than not using any password
manager.

® Usability problem leads to security
vulnerabilities.



