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Updates, 11/16

• Lab #1 grades on Catalyst; other grades soon

• Lab #2

• Due Friday next Monday, 11/21

• Second security review & current event due 12/2

• Extra credit for every week early



Password managers

• Password managers handle creating and 
“remembering” strong passwords

• Potentially:

• Easier for users

• More secure

• Examples:

• PwdHash (Usenix Security 2005)

• Password Multiplier (WWW  2005)



PwdHash Password Multiplier

@@ in front of passwords to 
protect; or F2

sitePwd = Hash(pwd,domain)

Activate with Alt-P or 
double-click

sitePwd = Hash(username,
pwd, domain)

Both solutions target simplicity and transparency.
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Prevent phishing attacks

Both solutions target simplicity and transparency.



Usenix 2006:
Usability testing

• Are these programs usable?  If not, what are the 
problems?

• Two main approaches for evaluating usability:

• Usability inspection (no users)

• Cognitive walk throughs

• Heuristic evaluation

• User study

• Controlled experiments

• Real usage
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Study details

• 26 participants, across various backgrounds (4 
technical)

• Five assigned tasks per plugin

• Data collection 

• Observational data (recording task outcomes, 
difficulties, misconceptions)

• Questionnaire data (initial attitudes, opinions 
after tasks, post questionnaires)

[Chiasson, van Oorschot, Biddle]



Task completion results

http://www.scs.carleton.ca/~schiasso/Chiasson_UsenixSecurity2006_PwdManagers.ppt

[Chiasson, van Oorschot, Biddle]

http://www.scs.carleton.ca/~schiasso/Chiasson_UsenixSecurity2006_PwdManagers.ppt
http://www.scs.carleton.ca/~schiasso/Chiasson_UsenixSecurity2006_PwdManagers.ppt


Questionnaire responses

http://www.scs.carleton.ca/~schiasso/Chiasson_UsenixSecurity2006_PwdManagers.ppt

[Chiasson, van Oorschot, Biddle]

http://www.scs.carleton.ca/~schiasso/Chiasson_UsenixSecurity2006_PwdManagers.ppt
http://www.scs.carleton.ca/~schiasso/Chiasson_UsenixSecurity2006_PwdManagers.ppt


Problem:  Transparency

• Unclear to users whether actions successful or 
not.

• Should be obvious when plugin activated.

• Should be obvious when password protected.

• Users feel that they should be able to know 
their own password.



Problem:  Mental model

Users seemed to have misaligned mental models

• Not understand that one needs to put “@@” 
before each password to be protected.

• Think different passwords generated for each 
session.

• Think successful when were not.

• Not know to click in field before Alt-P.

• PwdHash:  Think passwords unique to them.



When “nothing works”

• Tendency to try all passwords

• A poor security choice.

• May make the use of PwdHash or Password 
Multiplier worse than not using any password 
manager.

• Usability problem leads to security 
vulnerabilities.
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Human Factors in 
User Authentication

CAPTCHAs



Human Verification
Problem:

• Want to make it hard for spammers to automatically 
create many free email accounts

• Want to make it difficult for computers to automatically 
crawl some data repository

Need a method for servers to distinguish between
• Human users
• Machine users

Approach:  CAPTCHA
• Completely Automated Public Turing Test to Tell 

Computers and Humans Apart



CAPTCHAs

Yahoo Gmail

captcha.net

Idea:  “easy” for humans to read words in this 
picture, but “hard” for computers









Detour (Later)

Detour through the slides for this paper:
• http://cseweb.ucsd.edu/~savage/papers/

UsenixSec10.pdf 

http://cseweb.ucsd.edu/~savage/papers/UsenixSec10.pdf
http://cseweb.ucsd.edu/~savage/papers/UsenixSec10.pdf
http://cseweb.ucsd.edu/~savage/papers/UsenixSec10.pdf
http://cseweb.ucsd.edu/~savage/papers/UsenixSec10.pdf


Phishing
 “The Emperor’s New Security Indicators”

• http://www.usablesecurity.org/emperor/emperor.pdf

 “Why Phishing Works”
• http://people.seas.harvard.edu/~rachna/papers/

why_phishing_works.pdf

 In one study:  27 out of 27 people entered personal 
information if HTTPS was changed to HTTP (no SSL)

Other security indicators not very effective (lock 
icons, ...)

 If a site looks “professional”, people likely to believe 
that it is legitimate

http://www.usablesecurity.org/emperor/emperor.pdf
http://www.usablesecurity.org/emperor/emperor.pdf
http://people.seas.harvard.edu/~rachna/papers/why_phishing_works.pdf
http://people.seas.harvard.edu/~rachna/papers/why_phishing_works.pdf
http://people.seas.harvard.edu/~rachna/papers/why_phishing_works.pdf
http://people.seas.harvard.edu/~rachna/papers/why_phishing_works.pdf


Experiments at Indiana University
[Jagatic et al.]
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Sent 921 Indiana University students a spoofed 
email that appeared to come from their friend

Email redirected to a spoofed site inviting the user 
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the spoofed site

[Jagatic et al.]


