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Introduction

The Electronic Badge System (EBS) is a very interesting system that has a lot of potential uses. After reviewing the preliminary design package, we have identified several issues that may cause some contention. In a separate meeting with Group G, we were able to identify issues that they had previously worked out as well as issues that they had not considered. Below, we will discuss the issue we see as potential problem areas and the associated possible solutions.

Under-specified Design

Through reading the preliminary design package, we were able to gain a rudimentary understanding of the overall design. Yet we found that a number of the protocols were not fully specified. For example, how often should the sonar send a pulse or how long should the authorized line on the FPGA be asserted when the BadgeID is valid. 

In conversations with Group G, we have found that they have already thought through most of the issues that we had raised. Yet none of these thoughts were reflected in the design document. For a solution, we ask that Group G write down the actual specification and any assumptions that they are using. In doing so, the specifications will help to focus the project.

Handshaking Protocol between FPGA and Microcontroller

In the handshaking protocol, the microcontroller will assert the BadgeID on the data bus to the FPGA. Then the microcontroller will assert a REQ line to request the FPGA to process the BadgeID. When the FPGA has captured the value on the data bus, the FPGA needs to assert the BSY line. After this point, the handshaking protocol itself is not fully specified. According to the preliminary design package, the REQ line must be held only long enough for the FPGA to see it. Also the BSY line must be held only long enough for the microcontroller to see the value. Long enough is a very arbitrary value. How long is long enough?

In our meeting with Group G, we found that the microcontroller will keep REQ line asserted until the microcontroller registers that the BSY line went high then low. At this point, the microcontroller knows that the FPGA has latched and has successfully processed the BadgeID.

We felt that the revised handshake may pose a problem. If a glitch occurs in the FPGA logic that causes the BSY line to drop for a clock cycles before being reasserted, the microcontroller will not know if the glitch was due to a failure in transferring the BadgeID or if it was caused by error in the authorization phase.

A solution for this would be to break up the interaction into two parts: transfer the byte and acknowledge the BadgeID processing completion. To transfer a byte, we suggest that the four-way handshake be used.  In the four-way handshake, the REQ line is asserted when the data bus contains valid data. Then a BSY line is asserted by the FPGA when the FPGA has successfully trapped the data. Upon seeing the BSY line asserted, the microcontroller will de-assert the REQ line. In response, the FPGA will drop the BSY line. Using this protocol, we can guarantee that the BadgeID will be reliably transferred to the FPGA. Then to alert the microcontroller that the FPGA has finished the authorization processing the FPGA can flag an interrupt on the microcontroller.

To signal BadgeID processing completion, we suggest that an interrupt from the FPGA to the microcontroller be used. In the current ESB design, only three interrupts are being used. Of the three, only one is an external interrupt (the one associated with the ECHO pin on the sonar). Thus there is a second external interrupt that is available for the FPGA to tell the microcontroller when it has finished processing the authorization. An alternative method to interrupts is to have the FPGA set a port pin high and have the microcontroller periodically poll one of the input pins.

The primary reason we advocate breaking the handshake into two stages is to help make debugging easier. By breaking this into two stages, you will be able to tell if there was a problem in transferring the BadgeID or whether there was a problem in the authorization logic. Secondly, our proposed implementation appears to be a cleaner design and we believe it will remove the asynchronous issues that Group G is concerned about.

User Panic / Repetitive Door Clasping

In reading the design, it was not clear how long the authorization signal would remain valid. In the state diagram, it appeared that the authorization signal, if valid, will stay asserted for a single clock cycle before dropping. From this, a problem does occur. If the user stands in front of the door for an extended period of time, the authorization signal would oscillate extremely fast. Thus the door will lock and unlock which could potentially keep the user from ever being able to enter the room.

In our meeting with Group G, they told us that the authorization signal should oscillate if a valid user stands in front of the door. Yet they did not specify what the duty cycle of the valid authorization signal should be. This needs to be re-evaluated. We suggest that when the FPGA sees a valid BadgeID, the authorization signal should be asserted for 4 seconds rather than asserting the signal for a few clock cycles. (The 4 seconds came from an experiment of the laboratory lock mechanisms.)

Obstructed door / Badge Problem

We found that there is another issue that is related to the limitations of the existing hardware. In the ESB, a sonar range finder is used to determine if a person is close enough to the door module before requesting the BadgeID of the person. If a bucket or some type of garbage can is within range of the sonar, the base station will continuously request a BadgeID. Because the range of the RF module is over 30 feet, a bystander could potentially receive the request and respond to the request with a valid BadgeID. This results in a false authorization, or an authorization from a user not within the sonar range. Currently, there is no solution unless another RF kit is used that has a decreased range.

We make a note of this scenario in this review because this scenario is not present in the preliminary design package.

Sonar Pulse

For the final issue to consider, we look at the rate at which the sonar pulse is fired when the base station is attempting to see if a person is within the 3 foot radius. In the preliminary design package, there was no mention as to what the transmission rate should be. In our meeting with Group G, we learned that the sonar has a setup time of about 100ms. Taking this into consideration, Group G is suggesting that the sonar send a pulse every 1 or 2 seconds. We feel that this time frame is too long. If a user must stand in the presence of the door for a minimum of 1 second for the sonar to pick up, that means there may be up to 2 seconds before the door will respond. This response time is noticeable to the user and may make the user impatient.

Instead of pulsing the sonar every 1 or 2 seconds, we propose that the sonar should pulse at a minimum of twice per second. At this faster rate, the user response time becomes faster and the user is a lot happier.

