Applications!!!



Where we are in the Course

Remainder of Today: Real application layer protocols built over networks

We made it! Know all the details now, so can have a useful and realistic model of
high-level systems!

plicetion |

Transport

N Note:

etwork .
Application layer protocols are often part of
Link “apps”, but don't necessarily need a GUI...
Physical - o

Used to create a functioning application

3/1/2023 UW CSE-461



Recall

 Application layer messages are often split over multiple
packets
« Or may be aggregated in a packet ...

HTTP

v
802.11|IP [TCP | HTTP l
802.11|IP [TCP | HTTP v

802 11(IP [TCP | HTTP




Application Communication Needs

Vary widely; must build on Transport services

Web Message reliability added in
Series of variable PN application layer! Zoom
length, reliable DNS
request/reply Real-time
exchanges Short, reliable (unreliable)
request/reply | stream delivery
exchanges
e RTP
UDP UDP




OS5I Session/Presentation Layers

Remember this? Two relevant concepts ...

Considered [ A licaton |- Provides functions needed by users
partofthe (= I on |- Converts different representations
application, — :
. 5 Session - Manages task dialogs

not strictly , .
layered! = Transport - Provides end-to-end delivery

3 Network - Sends packets over multiple links

s | it - Sends frames of information

1 Physical . .

e - Sends bits as signals

3/1/2023 UW CSE-461



Session Concept

* A session is a series of related network interactions in
support of an application task
 Often informal, not explicit

« Examples:
« Web page fetches multiple resources
« Zoom call involves audio, video, chat



Presentation Concept

* Apps need to identify the type of content, and encode it for
transfer
* These are Presentation functions

« Examples:
- Media (MIME) types, e.g., image/jpeg, identify content type
 Transfer encodings, e.g., gzip, identify the encoding of content

« Application headers are often simple and readable versus packed
for efficiency



Evolution of Internet Applications

Traffic
A

77
Web (Video

P2P (BitTorrent)

Web (CDNSs)

Web (HTTP)

News (NTTP)
Email Email (SMTP)
File Transfer (FTP)
Telnet Secure Shell (ssh)
1970 1980 1990 2000 2010




Fvolution of Internet Applications (2)

 For a peek at the state of the Internet:
« Akamai's State of the Internet Report (quarterly)
e Cisco’s Visual Networking Index
« Mary Meeker's Internet Report

* Robust Internet growth, esp. video, wireless, mobile, cats
* 82% of Internet traffic is video (2023)

« Mobile traffic overtakes desktop (2016)
« 54.4% in 2023

* 53.1% of global Internet users are in Asia



Domalin Name System



3/1/2023

DNS

* Human-readable host names, and more...

www.uw.edu? ] [ 128.94.155.135

UW CSE-461
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Names and Addresses

* Names are higher-level identifiers for resources

e Addresses are lower-level locators for resources
« Multiple levels, e.g. full name — email — IP address — Ethernet addr

 Resolution (or lookup) is mapping a name to an address

Name, e.g. 1
“Andy 5 riﬂ \\l:—# Address, e.g.
I_OOku b " cee . o o
Tanenbaum.” P > Vr/lg\le LJtnl\:jerS|Ee|t,
or “flits.cs.vu.nl” msierdam

or IPv4 “130.30.27.38"

Directory

3/1/2023 UW CSE-461 12



Before the DNS - HOSTS. TXT

 Directory was a file HOSTS.TXT regularly retrieved for all
nosts from a central machine at the NIC (Network
nformation Center)

* Names were initially flat
- Became hierarchical (e.g., Ics.mit.edu) ~1985

* Not manageable or efficient as the ARPANET grew ...



DNS

* A naming service to map between host names and their IP
addresses (and more)

« WWW.UWa.edu.au — 130.95.128.140

« Goals:
« Easy to manage (esp. with multiple parties)
- Efficient (good performance, few resources)
* Approach:

» Distributed directory based on a hierarchical namespace
« Automated protocol to tie pieces together



3/1/2023

DNS Namespace

“Hn

 Hierarchical, starting from “.” (dot, typically omitted)

|« Generic - | Countries -
aero com edu gov museum org net --.- au p uk us nl .-
cisco washington acm ieee edu ac co vu oce
eng cs eng jack jill uwa keio nec cs law

robot.cs.washington.edu. /\
robot cs csl filts  fluit

15



TLDs (Top-Level Domains)

* Run by ICANN (Internet Corp. for Assigned Names and Numbers)
e Starting in ‘98; naming is financial, political, and international

« 700+ generic TLDs
e Initially .com, .edu, .gov., .mil, .org, .net
« Unrestricted (.com) vs Restricted (.edu)
- Added regions (.asia, .kiwi), Brands (.apple), Sponsored (.aero) in 2012

« ~250 country code TLDs
« Two letters, e.g., “.au”, plus international characters since 2010
« Widely commercialized, e.g., .tv (Tuvalu)
- Many domain hacks, e.g., instagr.am (Armenia), kurti.sh (St. Helena)



& https://publicsuffix.org

ecompute v1.1

PUBLIC SUFFIX LIST

LEARN MORE | THE LIST | SUBMIT AMENDMENTS

A "public suffix" is one under which Internet users can (or historically could) directly register names. Some examples of public suffixes are . com, . co.uk
and pvt.kl2.ma.us. The Public Suffix List is a list of all known public suffixes.

The Public Suffix List is an initiative of Mozilla, but is maintained as a community resource. It is available for use in any software, but was originally created
to meet the needs of browser manufacturers. It allows browsers to, for example:

« Avoid privacy-damaging "supercookies" being set for high-level domain name suffixes
« Highlight the most important part of a domain name in the user interface
» Accurately sort history entries by site

We maintain a fuller (although not exhaustive) list of what people are using it for. If you are using it for something else, you are encouraged to tell us,
because it helps us to assess the potential impact of changes. For that, you can use the psl-discuss mailing list, where we consider issues related to the
maintenance, format and semantics of the list. Note: please do not use this mailing list to request amendments to the PSL's data.

It is in the interest of Internet registries to see that their section of the list is up to date. If it is not, their customers may have trouble setting cookies, or data
about their sites may display sub-optimally. So we encourage them to maintain their section of the list by submitting amendments.

17



DNS Zones

* A zone is a contiguous portion of the namespace

| Generic = | Countries = |

o @ @ @G GG G O G G-
cisco
eng

3/1/2023 UW CSE-461

washington

Geeo) cdu) Go) (& NED
uwa/ [keiol [nec
CS csl

robot Delegation A zone flits  fluit




DNS Zones (2)

«Zones are the basis for distribution
- EDU Registrar administers .edu
« UW administers washington.edu
« CSE administers cs.washington.edu

e Fach zone has a nameserver to contact for information
about it

« Zone must include contacts for delegations, e.g., .edu knows
nameserver for washington.edu




DNS Resolution

* DNS protocol lets a host resolve any host name (domain) to
P address

 [f unknown, can start with the root nameserver and work
down zones

* Let's see an example first ...



DNS Resolution (2)

« flits.cs.vu.nl resolves robot.cs.washington.edu

E Root name server
(a.root-servers.net)

Edu name server
(a.edu-servers.net

1: query

o Local
filts.cs.vu.nl

2 C 'WaSh
S cs.vu.nl Ingt 5 uw
Originator ( ) gton.eqy
name server < : name server
UWCS
name server
3/1/2023 UW CSE-461
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lterative vs. Recursive Queries

* Recursive query
« Nameserver resolves and returns final answer
* E.g., flits — local nameserver

* Iterative (Authoritative) query
- Nameserver returns answer or who to contact for answer
* E.g., local nameserver — all others



iterative vs. Recursive Queries (2)

Root name server
(a.root-servers.net)

Recursive

1: query

Edu name server
(a.edu-servers.net

' Local
filts.cs.vu.nl

. C :
Originator (cs.vu.nl) S.Wash'ngton.edu 5 i
? name server < , name server
UWCS
name server
3/1/2023 UW CSE-461
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'terative vs. Recursive Queries (3)

* Recursive query
« Lets server offload client burden (simple resolver) for manageability
* Lets server cache results for a pool of clients

* |terative query
- Lets server “file and forget”
» Easy to build high load servers



L ocal Nameservers

 Local nameservers often run by IT (enterprise, ISP)
- But may be your host or AP

 Or centralized alternatives e.g., Google public DNS (8.8.8.8)
Cloudflare’s public DNS (1.1.1.1)

e Clients need to be able to contact local nameservers
* Typically configured via DHCP



Root Nameservers

* Root (dot) is served by 13 server names
 a.root-servers.net to m.root-servers.net
* All nameservers need root IP addresses
- Handled via configuration file (named.ca)

There are >250 distributed server instances
« Highly reachable, reliable service

« Most servers are reached by |P anycast
 (Multiple locations advertise same IP! Routes take client to the closest one.)

e Servers are IPv4 and IPv6 reachable




Briet aside: anycast

. Coreidea: whatifan IP
address was shared across
multiple machines?

. Mechanism: advertise the
same AS at different
locations (e.g., IXPs)

. Useful tool (hack?) for
services distributed across
the network

17.2.1.1

17.2.1.1
Network domains
Anycast
 host
i Anycast
;\  — host
 a /—”
- | I .
17.2.1.], / \ / 17.2.1.1
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Demo:

*You can check out https://root-servers.org for info!

UW CSE-461
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https://root-servers.org/

Caching

*Resolution latency needs to be low
*URLs don’t have much churn

*Cache query/responses to answer future queries

immediately
*Including partial (iterative) answers

*Responses carry a TTL for caching
query

out
___________ >
— = Cache | 1o
response

Nameserver




Caching (2)

*flits.cs.vu.nl looks up and stores
eng.washington.edu

1: query T 2: query _ '
a5 == 3:‘ ==

eng.washington.edu eng.washington.eolhlw
Local nameserver nameserver

(for cs.vu.nl) (for
washington.edu)




Caching (3)

*flits.cs.vu.nl now directly resolves
eng.washington.edu

| know the server for
washington.edu!

1: query '
— 7 4:< = ==
eng.washington.edu Local nameserver UW nameserver
(for cs.vu.nl) (for

washington.edu)



DNS Protocol

*Query and response messages
*Built on UDP messages, port 53

*ARQ for reliability; server is stateless!
*Messages linked by a 16-bit ID field

Client Server

Query
ID=0x1234

/ Time
|ID=0x1234

Response




DNS Protocol (2)

*Service reliability via replicas

Run multiple nameservers for domain
Return the list; clients use one answer

Helps distribute load too

NS for uw.edu?] [ Use A, B or C

7 —
/
=

[




DNS Resource Records

*A zone is comprised of DNS resource records that
give information for its domain names

Type Meaning

SOA Start of authority, has key zone parameters

A IPv4 address of a host

AAAA (“quad A”) | IPv6 address of a host

CNAME Canonical name for an alias

MX Mail exchanger for the domain

NS Nameserver of domain or delegated subdomain

CSE 461 University of Washington



DNS Resource Records (2)

- Authoritative data for cs_.vu.nl

cs.vu.nl.
cs.vu.nl.
cs.vu.nl.
cs.vu.nl.

star
zephyr
top
WWWwW
ftp

flits
flits
flits
flits
flits

rowboat

little-sister

laserjet

86400
86400
86400
86400

86400
86400
86400
86400
86400

86400
86400
86400
86400
86400

IN
IN
IN
IN

IN
IN
IN
IN
IN

IN
IN
IN
IN
IN

IN
IN
IN
IN

IN

SOA
MX
MX
NS

A
A
A
CNAME
CNAME

A
A
MX
MX
MX

MX
MX

star boss (9527,7200,7200,241920,86400)

1 zephyr
2 top
star

130.37.56.205
130.37.20.10
130.37.20.11
star.cs.vu.nl
zephyr.cs.vu.nl

130.37.16.112
192.31.231.165
1 flits

2 zephyr

3 top

130.37.56.201
1 rowboat

2 zephyr
130.37.62.23

192.31:231:216

Name server

IP addresses
of computers

Mail gateways

CSE 461 University of Washington

Start of Authority
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Address Mappings

*What types of mappings are allowed in the DNS?
* The Internet is practical... what is needed?
« What do you all think?

*Single
« Multip
*Single

nostname to single address?
e hostnames to a single addresses?

nostname to multiple addresses?



Address Mappings

*What types of mappings are allowed in the DNS?
* The Internet is practical... what is needed?
« What do you all think?

*Single
« Multip
*Single

nostname to single address?
e hostnames to a single addresses?

nostname to multiple addresses?

 Answer: All of the above!



DIG DEMO



=P



HTTP, (HyperText Transfer Protocol)

* Basis for fetching Web pages
* Now used for many non-web applications too (“App APIs")

request — <+

<<<<<<
<title>HTML</title>—
<<<<<<
i etwork ___ ..
= </html>

UW CSE-461



Sir Tim Berners-Lee (1955-)

°I[nventor of the Web

*Dominant Internet app since mid 90s
*He now directs the W3C

*Developed Web at CERN in ‘89

*Browser, server and first HTTP
*Popularized via Mosaic (‘93), Netscape
*First WWW conference in 94 ...

CSE 461 University of Washington 41



Fvolution of the Web

Mosaic (S \ l 0~1

HTML 1

HTTP

S Cookies =
HTML 2 SSL
Java o
1 2 2?1 _;» |
NetScape {f “. ' e - - - - . - -
& 09 .11 1.2 2 3 4 4.5 6 6.16.2
Opera | - - - 3 - - —— -
O [ 1 2 2.1 3 35 3.6 4 5 6
Internet Explorer I“ e\ ‘—T—;— —. )z ; e o
3 S 4 6

HTML 3
HTML 3.2

HTML 4 552

Source: http://www.evolutionoftheweb.com, Vizzuality, Google, and Hyperakt

UW CSE-461

Saf

AJAX

Web Fonts
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Fvolution of the Web (2)

J ~n ~N ~N N ~N ~N ~N N ~ ~N N
o o o =] =] o [=] (=] (=] [=] Q =]
(=] (=] o (=] (=] (=] (=] (=] Qo — - -
- N W N wv o ~ -~} o o - ~
€SS3 2D -
sSvG |
ransforms Content Security
Offline Web Policy
XMLHTTPRequest2 Apps:AppCache
) CSS33D
/ Transforms
Canvas Drag & Drop >
*‘ / /" web T
; 4 el - .
g y i Work: Date/time
' I / orkers S F\fll Screen APl
) - Ve - - - . P Css3 <
3 A > 8 . 9 "

~ Animation

—
" Audio & Video g
css3 elements
Gradients
HTMLS Css3 / .

Transitions . File CSS3 Filters
Source: http://www.evolutionoftheweb.com, Vizzuality, Google, and Hyperakt Gastucision M T s

CSS3 Flexbox API

RegisterProtocalHandler
- WebGL  poM Mutation

observers

UW CSE-461
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Web Context

e e o R (TN -~ ||

D% 1M Yemm cdpay Bevevesm (oot

L re— Be 18 > Document
B Vb b o Program

sp..t la Lese 42 2

Page as a set of related |
HTTP transactions

Database

/youtube.com

HTTP request

by _
” et ) S

Cumginog § biiizes

il

N7 Raven ove LT Dubimn Pwis Buser amer

¢

Hyperlink

P b Bl mien s

Cdrerniny of Waskagmow Comraste = besce & Daginvermg s bhudes cogldy B0y facaery

-«
HTTP response web server

" bers My ol seedon, e b deed graduse wopms () .5 0 b Do d poogros ol
- 182 ) . ax M P i adm ol W = oy 100 -
tCRNOLOGY L= :’rc.nw— \'-r-*frvnr’h-.'::-;un: ::trl-r-n.‘:-":: L” Web h' t d
www.cs.wasningion.eau
Web page browser

T e v £ Win b | g

-~ U- s Mgy Proeen o oW

“7. c O — Q »

P = = s

{

f Computer Scidace® Enginvsring google-analytics.com

I~ informgiion her Curren: Stage iy €

W
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Web Protocol Context

«HTTP is a request/response protocol for fetching Web
resources
« HTTP/1 and HTTP/2 run on TCP
* Typically port 80 (plain http) or 443 (https-- later)

 Part of browser/server or app

HTTP HTTP
TCP TCP
P P

802.11 802.11




Fetching a Web page with HTTP

e Start with the page URL (Uniform Resource Locator):
* http://en.wikipedia.org/wiki/Vegemite

Protocol Server Page on server

* Steps:
« 3> Resolve the server to IP address (DNS)
« 0¢Set up TCP connection to the server

» ,.Send HTTP request for the page
» (17 (Await HTTP response for the page)

» ¢ Execute/fetch embedded resources/render
- ./ Clean up any idle TCP connections



HTML

* Hypertext Markup Language (HTML)

e Describes how web content should be handled
and rendered

* Key innovation was the “hyperlink”, an HTML
element linking to other HTML elements using
URLs

* Also includes Cascading Style Sheets (CSS) for
maintaining look-and-feel across a domain

* Specific standards have been the subject of many
“browser wars”




DOM (Document Object Model)

*Base primitive for web browsers interacting

with HTML

*Use HTML (XML) to create a tree of elements
Javascript code is embedded in the page and

modifies the DOM based on:
*User actions
*Asynchronous Javascript
*Other server-side actions

Root element:

<html=

Attribute:




DOM Example

<!DOCTYPE html>
<html>
<head>
<link rel="stylesheet" href="styles.css">
</head>
<body>

<h1>This is a heading</hl>
<p>This is a paragraph.</p>

</body>
</html>

CSE 461 University of Washington
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DOM Examples

. Go to browser and show DOM



Static vs Dynamic Web pages

Static is just static files, e.g., image
*Dynamic has ongoing computation of some kind
*e.g., Javascript on client, Java/Go/PHP/Rust/JS/etc... on

server

Web

page E

~_.
*< Program il

w«\2‘>-

Program

Web browser

Web server — —T




HTTP Protocol

* Originally a simple protocol
* But with many options added over time'=
 Text-based commands, headers

Try it yourself:
 As a “browser” fetching a URL

 Run “telnet stackoverflow 80"

* Type “"GET /questions HTTP/1.0
Host: stackoverflow.com” to server followed by a blank line

« Server will return HTTP response with the page contents
e (or other info)



HTTP Protocol (2)

Commands used in the request

Method Description
Fetch
page —> GET Read a Web page
Upload HEAD Read a Web page's header
data ~ |POST Append to a Web page
PUT Store a Web page ~— Basically
«— defunct
DELETE Remove the Web page
TRACE Echo the incoming request
CONNECT |Connect through a proxy
OPTIONS |Query options for a page




HTTP Protocol (3)

*Codes returned with the response

Code [Meaning Examples
1xx |Information [100 = server agrees to handle client's request
Yes! — 2xx |Success 200 = request succeeded; 204 = no content
present
3xx |Redirection |301 = page moved; 304 = cached page still valid
4xx |Client error |403 = forbidden page; 404 = page not found
5xx |Server error |500 = internal server error; 503 = try again later

CSE 461 University of Washington
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esponse status codes > 418 I'm a teapot

418 I'm a teapot

The HTTP 418 1'm a teapot client error response code indicates that the server refuses to brew
coffee because it is, permanently, a teapot. A combined coffee/tea pot that is temporarily out of
coffee should instead return 503. This error is a reference to Hyper Text Coffee Pot Control Protocol
defined in April Fools' jokes in 1998 and 2014.

Some websites use this response for requests they do not wish to handle, such as automated

queries.

Status

418 I'm a teapot

Specifications

Specification

RFC 2324

# section-:

Browser compatibility

® Chrome Android
@ Firefox for Android
Q© Opera Android

& Safari on iOS

@ Samsung Internet
# WebView Android

® Chrome
@€ Firefox

<
<

Tip: you can click/tap on a cell for more information.
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Representational State Transter (REST)

«Using HTTP for general network services

* An ideal for design of HTTP-based APIs
* Called RESTful APIs

*5 Core Tenants:
* (1) Uniform Interface and (2) Client/Server
* (3) Stateless (no state on server)
* (4) Cachable (individual urls can be cached)
* (5) Layered (no visibility under REST hood)



Representational State Transter (REST)

« RESTful Interfaces use HTTP to provide a variety of other
media (e.g., ]SON)

« For example, GET will always be safe and change nothing

HTTP methods

Uniform Resource Locator GET PUT POST DELETE
(URL)
Collection, such List the URIs and perhaps Replace the entire collection Create a new entry in the Delete the entire collection.
as http://api.example.com/res | other details of the collection's | with another collection. collection. The new entry's URI
ources/ members. is assigned automatically and

is usually returned by the
operation.l4

Element, such Retrieve a representation of Replace the addressed Not generally used. Treat the Delete the addressed member
as http://api.example.com/res | the addressed member of the | member of the collection, or if | addressed member as a of the collection.
ources/item17 collection, expressed in an it does not exist, create it. collection in its own right
appropriate Internet media and create a new entry within

type. it.0a


https://en.wikipedia.org/wiki/Representational_state_transfer#cite_note-thereisnorightway-17
https://en.wikipedia.org/wiki/Representational_state_transfer#cite_note-thereisnorightway-17

A REST APl Example: SMS Gateway

w Send a Message

your phone number

ro Request Curl v
+3938 = =
2 | Show your Auth Token Check out the curl manpage L
. / virtual sender
ROM
curl 'https://api.twilio.com/2010-04-01/Accounts/ACI
+18724018766 - - > HED Alebpss//ant- el 10- con . o
--data-urlencode 'To=+393¢ v\
--data-urlencode 'From=+18
. SMS bOdy --data-urlencode 'Body=test body' \ )
it ( -u ACb31e333db97b£ff6c3911721056550a18: [AuthToken]
test body

Make Request nis req '_"':' SL cot
1oney. rind pricing




Braid protocol

Braid builds distributed features into today's web. We are an open group in the IETF.
Join us!

The Braid Protocol is an extension to HTTP that generalizes it from a state transfer to a
state synchronization protocol.

Braid adds these features to HTTP:

1. Versioning to HTTP resources

2. Subscriptions to GET requests

3. Patches to Range Requests

4. Merge-Types to specify OT or CRDT behavior

Together, these features enable a web resource to synchronize automatically across
multiple clients, servers and proxies, and support arbitrary simultaneous edits by multi-
ple writers, under arbitrary network delays and partitions, while guaranteeing consisten-
cy using a OT, CRDT, or other algorithm.



HTTP Performance



PLT (Page Load Time)

« PLT was the key measure of web performance
« From click until user sees page
« Small increases in PLT decrease sales
« Nowadays part of Search Engine Optimization (SEO) too

* PLT depends on many factors
e Structure of page/content

o I
HTTP (and TCP!) protocol. Fun Fact... Page Load Time is actually pretty
* Network RTT and bandwidth tough to measure on a modern dynamic

page. Now use related metrics around
inspection of the rendered page itself!

UW CSE-461
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Key user moments
LT is Dead... Long live PLT

0.0s 22s 4.4s
LIM want 10 belny LIM wants to being
eeted GOCkets 1o connected ¥oekets o
amputees
o
. F rd, and Uber just G e, Ford, and Uber just B rd, and Uber just B Ford, and Uber jus p, Ford, and Uber jus
ted a giant lobbying created a glant lobbying sated a glant lohbying
group fo) seif-driving cars 4 r self-driving cars self-driving cars
a = ’ | . >
Volkswag 'njust kalied its Vol Volkswagon just killed itg
0% 0% 0% 94% 100%

= First Contentful Paint (FCP) “is it happening?”

= First Meaningful Paint (FMP) “is it useful?”

= TIme to Interactive (TTI) “is it usable?”



Early Performance

*HTTP/1.0 used one TCP connection
to fetch one web resource
*Made HTTP very easy to build
*But gave fairly poor PLT ...

Client

Time

l

Server




Early Performance

TCP connection #1, Request #1: HTML request

Client Server

SYN \» 0ms
28ms { SYN ACK '

TCP connection #2, Request #2: (SS request

ACK e |
St} \‘
84ms

56 ms

server processing: 40 ms [

124 ms

/] { HTML response l
l close connection JI 152ms

v v

TCP cannactinn #) Rannact #7+ (SS rannact

CSE 461 University of Washington

(lient Server
Y
N
N
s [ O
5 28ms e { omax
ACK 4/
5 [ S \k -
.% 84ms
K server processing: 20 ms []
2 (
104ms // L (SS response ]
[ close connection | 132ms
v v
64

swos -ddL

SW9/- dLH



Remember: DOM Example

<!DOCTYPE html>
<html>
<head>
<link rel="stylesheet" href="styles.css">
</head>
<body>

<h1>This is a heading</hl>
<p>This is a paragraph.</p>

</body>
</html>

CSE 461 University of Washington
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Early Performance (2)

*HTTP/1.0 used one TCP connection
to fetch one web resource
*Made HTTP very easy to build
*But gave fairly poor PLT...

CSE 461 University of Washington

Time

Connection setup

S

L. EEIEP
Request

— HTTP
Response

66



Early Performance (3)

*Many reasons why PLT is larger than
necessary

*Sequential request/responses, even
when to different servers

Time

*Multiple TCP connection setups to the
same server

*Multiple TCP slow-start phases

*Network is not used effectively
*Worse with many small resources / page

l

Connection setup

S

HTTP
| Request

— HTTP
Response




TTPT

TCP connection #1, Request #1-2: HTML + CSS

EEL.........
28 ms
(A
GET /html
124 ms
[ GET /css ] ..........
180 ms
200 ms
[ close connection ] ----------

(lient

.....................................................................

......... { SYN ACK ]

--------- { HTML response ]

152 ms

--------- { (SS response ]

228 ms

—

swg/l -dLH

)

dL

sw 9g




Ways to Decrease PLT

1. Reduce content size for transfer
*Smaller images, gzip

2. Change HTTP to make better use of bandwidth

3. Change HTTP to avoid repeat sending of same
content
*Caching, and proxies

4. Move content closer to client
*CDNs [later]



Parallel Connections

*One simple way to reduce PLT
*Browser runs multiple (6, say) HTTP instances in parallel

*Server is unchanged; already handled concurrent requests
for many clients

*How does this help?
*Single HTTP wasn’t using network much ...

*So parallel connections aren’t slowed much
*Pulls in completion time of last fetch




Persistent Connections

*Parallel connections compete with each other for
network resources
*1 parallel client = 6 sequential clients?
*Exacerbates network bursts, and loss

*Persistent connection alternative

*Make 1 TCP connection to 1 server
*Use it for multiple HTTP requests



Persistent Connections (2)

Time

Connection setup

e

__HTTP
Request

— HTTP
Response

One request per connection

e — —— — — — — — — — — —

Sequential requests

per connection

CSE 461 University of Washington

Pipelined

requests <;\*§

Pipelined requests

per connection
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Persistent Connections (3)

*Widely used as part of HTTP/1.1
*Supports optional pipelining
*PLT benefits depending on page structure, but easy on
network



HTTP Futures (Modern HTTP?)




AT TP 1.7

 This was it! Standard protocol until circa 2015.
*HTTP 1.1 everywhere for all web access

« Until some massive web company started noticing some
trends....



Continued Growth

Country Mobile-Only
Internet Users
Egypt 70%
India 59%
South Africa 57%
Indonesia 44%
United States 25%

Thanks to Ben Greenstein @ google for slides



Continued Growth (2)
RAM on Android Devices

100% B >2GB RAM

B 1-2GB RAM

B <1GB RAM
75%
50%
25%
0%

India Indonesia Nigeria



Continued Growth (3)

Tecno Y2

512MB RAM, 8GB ROM
1.3GHz dual-core Cortex-A7
2G & 3G only

4” (480x800)

Source: Chrome logs 2019

TECNO

Tecnho W3

1GB RAM, 8GB ROM
1.3GHz dual-core Cortex-A7
2G & 3G only

5” (480x854)

Infinix Hot 4 Lite

1GB RAM, 16GB ROM
1.3GHz quad-core Cortex-A7
2G & 3G only

5.5” (720x1280)



284 Requests
93 Connections

4.5MB transferred
Lots of gaps

Waterfall of first 4
seconds of page load



"nead of line blocking”

Request C Request B Request A

. -

incoming pipelined requests

Server

UW CSE-461



TTP Head-of-Line Blocking

e Eyer e Strict serialization of
responses!
e \We cannot interleave
responses on the
[ SN _ same connection
e ] B e \We have to block for
g K = the full response to
GET /html \ complete
GET /css
=
>%
124ms ‘//_r ...... { HTML response =
------- { (SS response 2
[ dose (onnection ] .............................................................................. 228 ms }
v

Figure 11-3. Pipelined HTTP requests with server-side FIFO queue 81




"nead of line blocking”

*In HTTP/1.1, the server could be
ready to send responses B and C,
but cannot do it until A ready!

* No response reordering allowed

« Wastes capacity since link could be
used for B & C, but sits idle while
server prepares Al

UW CSE-461

~

Server

C Ready
B Ready

A Slow! & &

\
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HTTP Changes

HTTP/1.0: TCP connection per request
HTTP/1.1: Persistence and pipelining

HTTP2/SPDY: Targeted performance specifically

All happens below HTTP layer

Prioritized stream multiplexing

Header compression

Server push

Started as SPDY, standardized as HTTP/2 in 2015

after every-possibtebikested deep discussion

TLS

Y

Y

TCP

AN

AN

IP




HTTP 2 Optimizations

* Prioritized Stream Multiplexing
« HTTP 1.0: Each HTTP connection has own TCP
« HTTP 1.1: Share one TCP connection to save setup
« HTTP 2.0: Allow multiple concurrent HTTP connections in a single TCP
flow to avoid head-of-line blocking
« Header Compression

« HTTP Headers very wordy; Designed to be human readable
 This is not great for pages making many requests.

* Let's compress them (usually gzip).

 Server Push
« Server knows the client will eventually need a resource
 Send it proactively before its even requested



Server Push: example resource loading gap

® Browser requests
and receives HTML,
encounters
<script
src="...">

e Similarly, JavaScript
might src a
dependent
JavaScript file

Browser Server

HTML
Request/Response

Gap

JavaScript
Request/Response




Server Push: example resource loading gap

Browser Server

Use HTTP/2 server push to close gaps

Or use Link: rel=preload LML

e Particularly useful for hidden Request/Response
render blocking resources
(HRBRs)

Push of
JavaScript
Response

e Basically preload things
that block rendering

No
Gap



Simple server push lab experiment

Result: No benefit when
HTML size > BD Product

Why? No gap even
without push.

Opportunity only on
high BDP networks,
e.g., LTE, Satellite, and
Cable

Latency improvement vs. HTML Size
(3G, BDP = 35KB)

Latency improvement

10.00%

12.50%

7.50%

5.00%

2.50%

0.00%
S5KB 20KB 40KB 80KB

HTML Size



HTTP/2 is a solid improvement, but...

* Uses a single TCP connection as the underlying transport...

*What service model does TCP provide?

*What happens when a segment is lost?
« Common occurrence in mobile and congested networks

To keep the service model of an in-order stream of bytes, have to wait for
the segment to be retransmitted before passing to the application layer!

Even if following received segments could contain a complete response!

Other issues too (will discuss), many challenges with mobile networks!

UW CSE-461
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QUIC & HTTP/3

« Goal: make HTTPS transport even
faster!

* Deployed at Google starting 2014
* [ETF working group formed 2016

e Standardized as HTTP/3 in
October 2018

 [ETF QUIC RFC 9000 in 2021

* Now responsible for >30% of
internet traffic by volume

UW CSE-461

HTTP/2

TLS

TCP

HTTP

UDP

IP
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QUIC & HTTP/3 Innovations (1)

* Remove TCP, Switch to UDP

 Error correction: Groups of packets contain a FEC packet which can
be used to recreate lost packet.

« Congestion control: Move congestion control to user space with
pluggable implementations

* BBR Implementation: all packets carry new sequence numbers,
allows for precise roundtrip-time calculation.

 Per-packet encryption (rather than flow)



QUIC & HTTP/3 Innovations (2)

«Speed up connection establishment
* Include TLS/Encryption in setup (TLS 1.3)

- Next slide deck, sorry.
« Similarly pack HTTP content into setup



HTTP Request over TCP+TLS (with 0-RTT)

Client Server

- |

= TCP SYN

[o=n) \

! = S +
TCP SYN + ACK

/

TCP ACK

/

—
TLS ClientHello

/
/

HTTP Request

/

—
TLS ServerHello
“

HTTP Response
«

\

~—~——
TLS Finished

CLOUDFLARE’

HTTP Request over QUIC (with 0-RTT)

Client

CSE 461 University of Washington

Server
S— QuicC - |.:.;.:.:.:. __'
\ +
HTTP Request
B
Quic —
= ot
HTTP Response
=
T quic

/

CLOUDFLARE'
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QUIC & HTTP/3 Innovations (3)

« Support mobility through 64-bit stream IDs

* This means you can change IP address or ports but still keep your
connection alive

Zero RTT Connection Establishment

TCP TCP+TLS QUIC
(equivalent to TCP + TLS)
eeeeee Receiver il
e
\ e
// ‘—/4_’_’_’_/._'_4
\ e e
——— T,
100 ms ©200ms' 0 ms'
300 ms? 100 ms?2




QUIC & HTTP/3: Problem of Mobility

*What happens to IP
addresses and HTTP
sessions when a user moves
between wifi APs?

=

N




QUIC & HTTP/3: Problem of Mobility

*What happens to IP *What happens to IP
addresses and HTTP addresses and HTTP
sessions when a user moves sessions when a user moves
between wifi APS? between cellular and wifi?

\/ \/




P Mobility

« Hard problem: |IP addresses are supposed to identify nodes
in the network but change as nodes move around.

* Proposed solutions:

* |P Anchor: Place a server at an IP and tunnel traffic to user.

* DNS Anchor: Have DNS server which rapidly updates as user moves
between IP addresses

* All try to keep some global state constant:
* [P or DNS Name

B
: é:ig,i Ra
L’A ‘_lﬁ\

P o A{, éf —J,

_ [




HTTP Request over TCP+TLS (with 0-RTT)

Client Server

- |

= TCP SYN

[o=n) \

! = S +
TCP SYN + ACK

/

TCP ACK

/

—
TLS ClientHello

/
/

HTTP Request

/

—
TLS ServerHello
“

HTTP Response
«

\

~—~——
TLS Finished

CLOUDFLARE’

HTTP Request over QUIC (with 0-RTT)

Client

CSE 461 University of Washington

Server
S— QuicC - |.:.;.:.:.:. __'
\ +
HTTP Request
B
Quic —
= ot
HTTP Response
=
T quic

/

CLOUDFLARE'
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QUIC summary

* A transport specifically designed to work well with HTTPS
« Makes HTTPS faster, particularly in the tail

* Moves congestion control and stream handling into an
application library
* Client innovation without OS updates

 Now > 30% of total Internet traffic (2021)
« 8.3% of websites (2025)
« Meta (75%!), Google, Cloudflare, and Others
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A REST vs GraphQL

HTTP GET [ B Jusers/<id>
‘ sers/<id>/post O LN
“user”: { Tteasor Fa=Epost User(id: “er3tgd39frjw”) {
“id”: “er3tg4 rjw” _ name
D “name”: “Mary”, - I X )oysts {
“address”: { .. }, users/<id>/followers l s
“birthday”: “July 26, 1982 : title
}
} followers(last: 3) {
name
}
}
}
Q HTTP POST O
> e — {
HTTP GET () /users/<id>/posts (m “data”: {
- _ “User”: {
D { “posts”: [{ e {>/followers “name”: “Mary”,
BLS™ 2 R h h “posts”: [
“id”: “ncwon3ce89hs . — »
“title”: “Learn GraphQL today”, { title: “Learn GraphQL today” }
“content”: “Lorem ipsum .. ”, 1,
“comments”: [ .. 1, “followers”: [
H { name: “John” },
} { name: “Alice” },
{ name: “Sarah” },
]
“followers”: [{ }
“id”: “leo83h2dojsu” }
“name”: “John”, e d }
“address”: { .. }, ‘
“birthday”: “July 26, 1982~ _
! (=
HTTP GET Q = /users/<id>/followers




A REST vs GraphQL

Best Practices

¢ Naming matters. As soon as a client starts to make use of a field, it becomes much harder to change the name that they're using. Names should be
obvious and self-documenting for the benefit of newcomers to the code base, and flexible enough to accommodate future versions of your product.

¢ Think in graphs, not endpoints. Unlike traditional APIs, GraphQL exposes all of the data from a single endpoint. Your objective with GraphQL
should be to create a unified, cohesive graph that allows users of your API to create subsets of that graph in order to build new product experiences.
For example, by treating a search as an object, you might have that search object point to other search objects in order to suggest related searches
to the end user.

* Describe the data, not the view. Make sure that your APl isn't linked too closely with the demands of your initial interface. If you're building an API
for an iOS app, you might later port it to other devices such as desktop computers or feature phones. When building queries, focus on the
underlying data, rather than how it's represented in your application.

e GraphQL is a thin interface. GraphQL is intended to sit atop your existing and future systems. What it's not intended to do are things like
authentication, authorization, caching, database query and optimization. By handling these concerns below the GraphQL service layer, your
application becomes more resilient as your platform evolves and as you migrate between different services.

¢ Hide implementation details. While GraphQL should be thin, it should also be a seam between your data and the details of its storage and
retrieval. If you're giving away too much data in a single response, then some client might use the extra information for its own purposes, which
results in their code base breaking when the implementation changes behind the scenes.



