Network Security
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Today: “End-to-end” Network Security!
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Security Threats

«“Security” is like “performance”
« Means many things to many people
« Must define the properties we want

 Key part of network security is clearly stating the
threat model
* The dangers and attacker’s abilities
« Can’t assess risk otherwise




Security Threats (2)

*Some example threats
*It’s not all about encrypting messages

Attacker Ability Threat
Eavesdropper |Intercept messages Read contents of message
Observer Inspect packet Collect conversations

destinations
Intruder Compromised host Tamper with contents of message
Impersonator [Remote social engineering |Trick party into giving information
Extortionist |Remote / botnet Disrupt network services

Introduction to Computer Networks




An important aside;
The End-to-End principle




The End-to-end Principle

* Broad networking principle
* French CYCLADES network (after ARPA) first to implement

*|dea: The network cannot be trusted. Do it yourself.

« “Reliability and raw error rates are secondary. The network must be
built with the expectation of heavy damage anyway. Powerful error
removal methods exist.” - Paul Baran

« “Positive end-to-end acknowledgements with infinite retries can
obtain arbitrarily high reliability from any network with a higher
than zero probability of successfully transmitting data from one end
to another.”



E2E Example: Error-correcting codes

= = g =

IP:
Host detects
errors

802.11:
Link detects errors



E2E Example: ARQ

s = 4 =

TCP: 802.11:
Host retransmits Link detects drops
on failure and retransmits




E2E Example: In-order delivery

= = g =

TCP: SS5:
Host enforces Network enforces
in-order delivery in-order delivery




E2E Example: Security

o = g =

SSL: GSM:
Host encrypts Network encrypts
content content




End-to-End

* What are some practical limitations of the End-to-End principle?



Risk Management

*Security is hard as a negative goal

*Try to ensure security properties and don’t let anything
bad happen!

*End-to-end principle in action (can’t trust network!)

*Only as secure as the weakest link
*Could be design flaw or bug in code
*But often the weak link is elsewhere ...



Risk Management (2)

*802.11 security ... early on, WEP:

*Cryptography was flawed; can run cracking software to
read WiFi traffic

*Today, WPA2/802.11i security:

*Computationally infeasible to break!

*So that means 802.11 is secure against
eavesdropping?



Risk Management (3)

*Many possible threats
*We just made the first one harder!

*802.11 is more secure against eavesdropping in that the
risk of successful attack is lower. But it is not “secure”.

Threat Model Old WiFi (WEP) New WiFi
(WPA2)
Break encryption from outside Very easy Very difficult
Guess WiFi password Often possible Often possible
Get password from computer May be possible May be possible
Physically break into home Difficult Difficult




Cryptography



Cryptology (more general field)

* Rich history, especially spies / military
* From the Greek “hidden writing”
 Cryptography
 Focus is encrypting information

* Cryptanalysis
 Focus is how to break codes
* Modern emphasis is on codes that are “computationally

infeasible” to break
 Takes too long compute solution



Uses of Cryptography in Networks

« Encrypting information is useful for more than deterring
eavesdroppers
* Prove message came from real sender
* Prove remote party is who they say
* Prove message hasn’t been altered

* Designing a secure cryptographic scheme is tricky!
« General Advice: use approved design (library) in approved way



Internet Reality

* Most of the protocols were developed before the Internet
grew popular
e |t was a smaller, more trusted world
S0 protocols lacked security ...

*We have strong security needs today
» Clients talk with unverified servers
» Servers talk with anonymous clients

« Security has been retrofitted
* This is far from ideal!



Goal and Threat Model

*Goal is to send a private message from Alice to Bob
*This is called confidentiality

*Threat is Eve will read the message
*Eve is a passive adversary (observes)

| @ networks 27
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Encryption/Decryption Model

*Alice encrypts private message (plaintext) using key
*Eve sees ciphertext but not plaintext
*Bob decrypts using key to get the private message

Plaintext | . Plaintext
| @ networks Eve* . [ 1@ networks
b P
Encrypt : ' : >‘Decrypt\
Alice e Ciphertext [ Bob
Key ~ 7 Key

Y
Network



Encryption/Decryption (2)

* Encryption is a reversible mapping
 Ciphertext is encrypted plaintext

* Assume attacker knows algorithm
« Security does not rely on its secrecy

 Algorithm is parameterized by keys
« Security does rely on key secrecy
« Keys must be distributed (Achilles’ heel)



Encryption/Decryption (3)

Two main kinds of encryption:

1. Symmetric key encryption », e.g., AES, ChaCha
» Alice and Bob share secret key
* Encryption is a bit mangling box

2. Public key encryption (Asymmetric) », e.g., RSA, Ed25519

* Alice and Bob each have a key in two parts: a public part (widely
known), and a private part (only owner knows)

* Encryption is based on mathematics (e.g., RSA is based on difficulty
of factoring)



Symmetric (Secret Key) Encryption

*Alice and Bob have the same secret key, K,
* Anyone with the secret key can encrypt/decrypt

Plaintext . Plaintext
|@ networks | : I.networksﬁ
v ! ; t
ﬁ \Encrypt : ’ : >‘Decrypt\
Alice E 5 Ciphertext e y Bob
Secret key K K Secret key

AB AB



Public Key (Asymmetric) Encryption

*Alice and Bob have public/private key pairs (K_/ K ™)
*Public keys are well-known, private keys are secret

Plaintext | . Plaintext
| @ networks | . || @networks
{ 5 S Ji
Encrypt — > — Decrypt
Alice ——" Ciphertext " Bob
Bob’s > | Bob’s

-1 ]
public key Kg Kg private key



Public Key Encryption (2)

*Alice encrypts w/ Bob’s pubkey K,; anyone can send
*Bob decrypts w/ his private key KB‘l; only he can

Plaintext , , Plaintext
| @ networks | . || @networks
v 5 5
G A —
Alice f Ciphertext 4 Bob
Bob’s >y | Bob’s

-1 ]
public key Kg Kg private key



Key Distribution

*This is a big problem on a network!
 Often want to talk to new parties

« Symmetric encryption problematic
« Have to first set up shared secret

* Public key idea has own difficulties
* Need trusted directory service
« We'll look at certificates later




Symmetric vs.

Public Key

* Have complementary properties
« Want the best of both!

Property Symmetric Public Key
Key Hard - share secret| Easier - publish
Distribution | per pair of users |public key per user
Runtime Fast - good for Slow - few, small,
Performance | high data rate messages
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Winning Combination

* Alice uses public key encryption to send Bob a small private
message
e Surprise, it's a key! (Say 256 bits.)

* Alice/Bob send messages with symmetric encryption
 Using the key they now share

*The key is called a session key
e Generated for short-term use




Message Authentication



Goal and Threat Model

*Goal is for Bob to verify the message is from Alice and
unchanged
* This is called integrity/authenticity

*Threat is Trudy will tamper with messages

* Trudy is an active adversary (interferes)
2777 i&

Bob

| @ networks

Alice



Walit a Minute!

*We're already encrypting messages to provide confidentiality
*Why isn’t this enough?

UW CSE-461
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ENncryption Issues

« What will happen if Trudy flips some of Alice's message bits?
« Bob will decrypt it, and...

)

Trudy

UW CSE-461

32



Encryption Issues (2)

« What will happen if Trudy flips some of Alice's message bits?
« Bob will receive an altered message

Um?? |

YUIE#E3@

Bob
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Encryption Issues (3)

 Typically encrypt blocks of data

*What if Trudy reorders message?
« Bob will decrypt, and...

* 4fs5]2]3]1 Q

Trudy
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Encryption Issues (4)

*What if Trudy reorders message?
« Bob will receive altered message

UW CSE-461
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MAC (Message Authentication Code)

*MAC is a small token to validate the
integrity/authenticity of a message
*Conceptually ECCs again
*Send the MAC along with message
*\alidate MAC, process the message
*Example: HMAC scheme

—_— ‘—>
Message MAC

Alice Bob




MAC (2)

*Sorta symmetric encryption operation — key shared
*Lets Bob validate unaltered message came from Alice
*Doesn’t let Bob convince Charlie that Alice sent the

message
E Message E
@ networks ; 5 . || @ networks
P ] — -t 7
Nk T, ; { w
‘Generatc ! —> — Validate A
. , ! o
Alice F: ' MAC ! )

Secret key y K Secret key

AB AB



Digital Signature

*Signature validates the integrity/authenticity of
message
*Send it along with the message
*Lets all parties validate
*Example: RSA signatures

q

_— —

Message Signature
Alice



Digital Signature (2)

*Kind of public key operation — pub/priv key parts
*Alice signs w/ private key, K, Bob verifies w/ public key, K,
*Does let Bob convince Charlie that Alice sent the message

| @ networks | Message : | @ networks
I . — it 7
ﬁ \ Sign : g j : " Verify \
Alice 3 : | : : Bob
Alice’s '_1 >lgnature | » Alice’s

private key KA K public key



Speeding up Signatures

«Same tension as for confidentiality:
 Public key has keying advantages
 But it has slow performance!

- Use a technique to speed it up
« Message digest stands for message
« Sign the digest instead of full message




Message Digest or Cryptographic Hash

 Digest/Hash is a secure checksum

» Deterministically mangles bits to pseudo-random output (like CRC)

 Can’t find messages with same hash

* Acts as a fixed-length descriptor of message - very useful!

| might be a tiny bit sick of networks...

Input

e.g., SHA256 Hash
(256 bits) < function >_>- Output




Speeding up Signatures (2)

*Conceptually similar except sigh the hash of message
*Hash is fast to compute, so it speeds up overall operation
*Hash stands for msg as can’t find another w/ same hash

| @ networks Message : I.networks}
o - — | 4
\ Sign : g : Verify
Alice ! \ ! " Bob
A ; Signature of hash - | o

private key KA K public key



Preventing Replays

*We normally want more than confidentiality,
integrity, and authenticity for secure messages!
*Want to be sure message is fresh

*Need to distinguish message from replays

*Repeat of older message
*Acting on it again may cause trouble




Preventing Replays (2)

*Replay attack:
*Trudy records Alice’s messages to Bob

*Trudy later replays them (unread) to Bob
*She pretends to be Alice

Password? -

<< >

Hi Alice! }

Bob

Introduction to Computer Networks



Preventing Replays (3)

*To prevent replays, include a proof of freshness in
the messages
*Use a timestamp, or nonce

Freshness
! .
K Alice!
Tue 10:03:57: “sell stocks” 2 o Ice ]
q

_— —

: Message MAC
Alice Vi \ Bob

Confidentiality Authenticity/Integrity




Takeaway

 Cryptographic designs can give us integrity, authenticity and
freshness as well as confidentiality.

 Real protocol designs combine the properties in different
ways
* We'll see some examples

- Note many pitfalls in how to combine, as well as in the primitives
themselves

* Not something you want to do from scratch for most projects!



Web Security



Goal and Threat Mode|

* Much can go wrong on the web!
* Clients encounter malicious content
* Web servers are target of break-ins
* Fake content/servers trick users
« Data sent over network is stolen ...

<<<<<<
llllllllllllllll

Internet i

Client Server

UW CSE-461
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Goal and Threat Model (2)

e Goal of HTTPS is to secure HTTP

«We focus on network threats:
1. Eavesdropping client/server traffic
2. Tampering with client/server traffic
3. Impersonating web servers

Network
A
4 3\
- <HTML>
Client Server
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HTTPS Context

«HTTPS (HTTP Secure) is an add-on
* Means HTTP over TLS

SSL (Secure Sockets Layer) was the protocol that preceded
TLS (Transport Layer Security)

« Sometimes still see references to it

HTTP
SSL/TLS |<— [nsert

TCP
IP

HTTPS




HTTPS Context (2)

« SSL came out of Netscape
« SSL2 (flawed) made public in ‘95
« SSL3 fixed flaws in ‘96

*TLS is the open standard, grew from SSL3
*TLS1.0in"99,1.1in ‘06, 1.2in ‘08, 1.3in"18
* TLS took over from SSL, SSL3 officially deprecated with RFC7568

« Motivated by secure web commerce
« Slow adoption, now widespread use
« Can be used by any app, not just HTTP



TLS Operation

 Protocol provides:
1. Verification of identity of server (and optionally client)

2. Message exchange between the two with confidentiality, integrity,
authenticity and freshness

« Consists of authentication phase (that sets up encryption)
followed by data transfer phase



TLS Authentication

* Must allow clients to securely connect to servers not used
before
e Client must authenticate server
« Server typically doesn't identify client (but is allowed in the protocol)

« Uses public key authentication
« But how does client get server’s key?
« With certificates »




Certificates

* A certificate binds pubkey to identity, e.g., domain
* Distributes public keys when signed by a party you trust

« Commonly in a format called X.509

| hereby certify that the public key

Belongs to
Matt Johnson
At the domain
*.matt9j.net

e95404d7359ee5d2b1d96405263fcc13d875262ce82b9c37f8e2fadbd96

Signed by LA

UW CSE-461
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PKI (Public Key Infrastructure)

*Adds hierarchy to certificates to let parties issue
*|ssuing parties are called CAs (Certificate Authorities)

E certified the

—

RA 1

ABC Wek<te‘! / l \

Root

CA 1

CA 2

CA3

RA 2 is approved.
Its public key is
47383AE349. ..

Root's signature

CA 5 is approved.
Its public key is
6384AF863B. ..

| RA 2's signature




PKI (2)

*Need public key of PKI root and trust in servers on

path to verify a public key of website ABC

Root

*Browser has Root’s public key /
*{RA1’s key is X} sighed Root {

| certified the —
*{CAl’s key is Y} signed RA1 ABC website!
*{ABC’s key Z} signed CA1l

CA 1




PKI (3)

*Browser/OS has public keys of
the trusted roots of PKI
*>100 root certificates!
*Inspect your web browser

Certificate for wikipedia.org
issued by DigiCert

@ Certificate Viewer:"*.wikipedia.org" <) (&
General || Details

This certificate has been verified for the following uses:

SSL Server Certificate
Issued To
Common Name (CN) *.wikipedia.org
Organization (O) Wikimedia Foundation, Inc.
Organizational Unit (OU) <Not Part Of Certificate>
Serial Number 05:DF:E8:FF:15:B8:63:CC:C6:89:C7:8E:64:0C:FE:8B
Issued By
Common Name (CN) DigiCert High Assurance CA-3
Organization (O) DigiCert Inc
Organizational Unit (OU) www.digicert.com
Validity
Issued On 12/08/2011
Expires On 12/12/2012
Fingerprints
SHA1 Fingerprint 03:47:7F:F5:F6:3B:F5:B6:10:C0:7D:65:9A:7B:A9:12:D3:20:83:68
MDS5 Fingerprint C0:C8:F7:A0:33:20:A2:D4:2E:27:65:73:42:4C:A0:24

Introduction to Computer Networks




PKI (4)

 Real-world complication:
 Public keys may be compromised
» Certificates must then be revoked

* PKl includes a CRL (Certificate Revocation List)
« Browsers use CRL to weed out bad keys



SSL3 through TLS 1.2 Authentication (2)

Certificate lets
Alice check Bob <

Switch to Alice’s
session key

AV 4

Alice

1

SSL version, Preferences, Ry o
SSL version, Choices, Rg
3 . .
X.509 certificate chain
4
Server done
Eg (Premaster key) -
6 ;
Change cipher =
7 e
Finished >
8 .
Change cipher
9

Finished

Bob

\

}

Negotiate

> ciphers, send

certificate, ...

Real Bob can
compute
session key
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TLS 1.3

« Motivation 1: Strengthen security
« Remove bad cyphers:
« SHA-1, RC4, DES, 3DES, AES-CBC, MD5, Arbitrary Diffie-Hellman groups, etc
 Simplify configuration

« Motivation 2: Speed up protocol
«2RTTs — 1 RTT

- Added defaults, can be overridden if needed, but now no negotiation RTT in
the common server-auth case if you use the defaults

« 0 RTT (resumption) possible if site has been recently been visited

- Don't need to re-agree on a session key, pickup where you left off with
existing key in a secure way



TLS 1.2 Handshake TLS 1.3 Handshake

] ==

Client

2
o
O
300ms




TLS1.2 =

Version 1.2 of the Transport Layer Security (TLS) protocol. Allows
for data/message confidentiality, and message authentication
codes for message integrity and as a by-product message

authentication.

Current aligned

Chrome Edge Safari

4-28 3.1-6.1
29-132 12-132 7-18.2

133 133 18.3
134-136 18.4-TP
Jotes Test on a real bro

All
Chrome
Opera IE for
Android
10-12.1
15 6-7
=
16-113 8-10
114 11 133

Wwwh iccliec (0) Rocalircac (R
own Issues (V) nResources (o

all users

Global

ucC

Browser
Safarion Samsung Opera Mini Opera for Android Firefox for QQ Baidu KaloS
I0S Internet b Mobile Android Browser  Android Browser Browser Browser
3.2-4.3 12
5-18.2 4-26 12.1 2.1-444 2.5
18.3 27 all 80 155 133 135 14.9 13.52 3.1
18.4

Src: caniuse.com March 10, 2025

UW CSE-461



# TLS 1 3 = all users

Global

.~ Version 1.3 (the latest one) of the Transport Layer Security (TLS)
protocol. Removes weaker elliptic curves and hash functions.

Current aligned All
ucC
Chrome Browser
2-50
4-53 31-12 "81.59" 10-53
a-69" 12-18 T21-13.1M60-62 ™B4-56" 32-121 4-92
70-132 79-132 14-182 63-134 57-113  6-10 12.2-18.2 10.1-26 12-12.1 21-44.4 2.5
EE EE 183 135 114 1 EE 183 27 all 80 155 EE 135 149 1352 3
134-136 18.4-TP 136-138 18.4

Src: caniuse.com March 10, 2025
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Contrast: Cellular Security

Very different model

* Need to encrypt traffic and
authenticate user

» Traffic is not end-to-end, you
are talking to the core network

e Plus we have a SIM card!

UW CSE-461
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Contrast: Cellular Security

* Symmetric Key on SIM
* Created when SIM is printed

e Used for authentication and
link-layer encryption

* Absolutely no end-to-end
encryption

* Actually illegal. Need to
support “lawful intercept”

UW CSE-461
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"Metadata”

 What can attacker (in the network) learn from a call?

*What can attacker (in the network) learn from a web request
using HTTPS?



Takeaways

*TLS is a secure transport

« For HTTPS and more, with the usual confidentiality, integrity /
authenticity

* Client authenticates web server
 Done with a PKIl and certificates
« Major area of complexity and risk

* Cellular networks don’t do any of this

«“Metadata” still leaks
 Other tools (Tor or VPN) if you want to hide it



°(5 Security



SECURITY

Apple network traffic takes mysterious detour
through Russia

Land of Putin capable of attacking routes in cyberspace as well as real world

A Thomas Claburn Wed 27 Jul 2022  18:56 UTC

Apple's internet traffic took an unwelcome detour through Russian networking equipment
for about twelve hours between July 26 and July 27.

In a write-up for MANRS (Mutually Agreed Norms for Routing Security), a public interest
group that looks after internet routing, Internet Society senior internet technology
manager Aftab Siddiqui said that Russia's Rostelecom started announcing routes for part
of Apple's network on Tuesday, a practice referred to as BGP (Border Gateway Protocol)
hijacking.

BGP is the glue that links multiple networks together to form the internet. Unfortunately,
the protocol is too credulous. When an autonomous system (AS) — a group of networks
managed by a single entity — announces routes for groups of IP addresses (IP prefixes)
that it does not own, internet traffic will generally adapt to those routes if the rogue
announcement isn't filtered out.

Some bad route announcements are accidental and a result of something like a
configuration blunder, and some announcements are straight-up malicious.

For example, in 2018 cyberthieves used BGP hijacking to meddle with Amazon's Route
53 DNS service and redirect internet traffic from a cryptocurrency website to a phishing
site hosted in Russia.

The redirection of Apple's networking traffic began about 2125 UTC on Tuesday,
according to Siddiqui, when Rostelecom’s AS12389 network began announcing
17.70.96.0/19, which is part of Apple's 17.0.0.0/8 block. The /19 block is usually
announced as part of Apple’'s 17.0.0.0/9 range, according to MANRS.

MORE CONTEXT

After config error takes down Rogers, it promises to spend billions on reliability

Cloudflare's outage was human error. There's a way to make tech divinely forgive

Big Tech's private networks and protocols threaten the 'net, say internet registries

Facebook rendered spineless by buggy audit code that missed catastrophic network config
error




BGP Security

BGP was not designhed for security
BGP is vulnerable to a number of attacks:

- Hijacking: Attackers can take over routing information and

redirect traffic
. Route leaks: Incorrect routing data can disrupt or misdirect

internet traffic
. State-level espionage: Attackers can use vulnerabilities to

spy on governments



BGP Security

A number of attempts at mitigating these attacks:

. Old solution: Internet Routing Registries (IRRs)
. Basically push routes to some database for someone to validate
. Often incorrect, or old

. BGPSec
. Basically add new field to BGP that provides crypto validation of

routes they advertise
. Resource Public Key Infrastructure (RPKI)

. RPKI is defined in RFC6480
- We will talk about this



Resource Public Key Infrastructure (RPKI)

. Generate a Route Origin Authorization (ROA)
- ROA states which autonomous system (AS) is
authorised to originate certain IP prefixes. >
. Optional maximum prefix length (avoiding
Longest Matching Prefix)
- Have your registry (RIR) that gave you the AS

also generate the ROA
- They generate a X.509 certificate, just like the web!

CLOUDFLARE’



RPKI

Have to store the ROAs somewhere
. At the RIRS!
Basically operate as databases of all of the
RPKI routes
Beholden to hosting country: lots of politics!
. Operations
Routers don't want to do crypto

Routers forward new routes to RPKI server
(validator) who talks with RIRs to validate

,,,,,,,,,,

[ acnic® (IAPNIC AFRINIC 3

|

RPKI-RTR Protocol

Router

-« r 4

RIRs

117
I,

9)

Validator
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Fact Sheet: Biden-Harris
Administration Releases Roadmap to
R P K‘ Enhance Internet Routing Security

Emj » ONCD » BRIEFING ROOM » PRESS RELEASE

September 3, 2024

i LI ke | PV6 / a d O ptl O n re m a I n S a Today, the White House Office of the National Cyber Director (ONCD)

released a Roadmap to Enhancing Internet Routing Security, which aims to

C I ' a | | e I l g e address a key security vulnerability associated with the Border Gateway

Protocol (BGP) - the protocol that underpins the way information is routed

P | T4 I M d across networks. In addition to releasing the report, ONCD, in coordination

* O I t I C S a re C O m p I C a te / with the Cybersecurity and Infrastructure Security Agency, is establishing a
public-private stakeholder working group to develop resources and materials

L] L]
e S p e C I a | |y a I I l O n g a Ct O rS W I t h to collectively advance the report’s recommendations.
t t M t t M BGP’s original design properties do not adequately address the threat to and
n O g re a I n e n I O n S resilience requirements of today’s internet ecosystem. As a result, traffic can

be inadvertently or purposely diverted, which may expose personal

° B G P re m a i n S a p ro b I e m b ut information; enable theft, extortion, and state-level espionage; disrupt
)

security-critical transactions; and disrupt critical infrastructure operations.
t h | t M The potential for widespread disruption of internet infrastructure, whether
e re a re S O u I O n S carried out accidentally or maliciously, is a national security concern.
While there is no single solution to address all internet routing vulnerabilities,
the roadmap advocates for the adoption of Resource Public Key
Infrastructure (RPKI) as a mature, ready-to-implement approach to mitigate
BGP’s vulnerabilities. RPKI consists of two primary components: Route Origin
Authorizations (ROA) and Route Origin Validation (ROV). A ROA is a digitally-
signed certificate that a network is authorized to announce a specific block of
internet space (i.e., IP addresses). ROV is the process by which BGP routers
use ROA data to filter BGP announcements flagged as invalid. Importantly,

ROV can help protect an organization’s internet address resources only if that

organization has created ROAs.



Metadata Defenses



VPNS



Virtual Private Networks (VPNSs)

 Run as closed networks on Internet

« Use cryptography to secure and authenticate messages
« Some popular ones are IPSEC, OpenVPN, WireGuard, TailScale

| —=f
@E/N
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Motivation

* The best part of IP connectivity
* You can send to any other host

* The worst part of IP connectivity
« Any host can send packets to you!
 There's nasty stuff out there ...

—

UW CSE-461
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Motivation (2)

« Often desirable to separate network from the Internet, e.g., a
company
* Private network with leased lines
* Physically separated from Internet

Leased line

Site A A

UW CSE-461




Motivation (3)

*ldea: Use the public Internet instead of leased lines!
* Cheaper!

* Logically separated from Internet ...
*This is a Virtual Private Network (VPN)

Virtual Ilnk

Site A

Mﬁi

UW CSE-461
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Goal and Threat Mode|

« Goal is to keep a logical network (VPN) separate from the
Internet while using it for connectivity

* Threat is attacker may access VPN and intercept or tamper with
messages

UW CSE-461
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Tunneling

* How can we build a virtual link? With tunneling!
e Hosts in private network send to each other normally
 To cross virtual link (tunnel), endpoints encrypt and encapsulate

packet
Tunnel endpoint Tunnel endpoint
4 / Virtual link \ A
e or tunnel
| &= N _
= ==
= )

Private Network A Public Internet Private Network B



Tunneling (2)

* Tunnel endpoints encapsulate IP packets (“IP in IP")

- Add/modify outer IP header for delivery

TCP

Tunnel
Endpoint

IP

IP

IP

302.11

3802.11

IP

Ethernet

Private Network A

Many
Routers!

/,\//

Tunnel
Endpoint

IP

IP

P

Ethernet

302.11

Public Internet

TCP

IP

3802.11

Private Network B



Tunneling (3)

 Simplest encapsulation wraps packet with another IP header

 Quter (tunnel) IP header has tunnel endpoints as
source/destination

* Inner packet is encrypted and has private network IP addresses as
source/destination

Outer (Tunnel) IP Inner packet
| l
\J

P P | TCP HTTP




IPSEC (IP Security)

 Longstanding effort to secure the IP layer
- Adds confidentiality, integrity/authenticity

*|PSEC operation:
* Keys are set up for communicating host pairs
« Communication becomes more connection-oriented
« Header and trailer added to protect IP packets

Tunnel
Mode

- Authenticated
New |IP ESP Old IP TCP . e A
haadar i bl . Payload + padding Authentication (HMAC)

-t

UW CSE-461

Encrypted

85



VPN Downsides

 Cannot protect you from a compromised endpoint!

*In a sensitive environment, compromising the VPN means
access to the entire internal network!

- Modern approaches to network security moving to a “zero trust”
model

» Basically use HTTPS even for internal services, authenticate each
individual to every endpoint for every interaction

 Not too terrible if your auth flow/service isn't too onerous
« Example: UW IT's new central auth service!



VPN Takeaways

*VPNs are useful for building networks on top of the Internet
e Virtual links encapsulate packets
« Alters IP connectivity for hosts

*VPNSs need crypto to secure messages

* IPSEC can be used for confidentiality, integrity/authenticity
« Works well for static endpoints, used by telcos and between datacenters!
« Optimized in-line hardware implementations
* Wireguard or OpenVPN are more common for end-user VPNs
- Better experience for end-user devices that are mobile
 Support endpoints that don’t have a fixed IP address, connection pooling, etc.



DNS Security



DNS Security

* Long history of DNS-based attacks

* DNS “Spoofing” - respond to DNS message before resolver does
 This is where “don’t go to your bank on starbucks wifi” started

- End-to-end encryption and certificate systems (covered a little later)
largely resolved these issues

* Centralized resolvers similarly solve some problems



Problem 1:

Resolver Attacks

Can tamper
the actual
response

Recursive

Resolver or Client
Namserver

.
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6 Authoritative
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¥
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DNSSEC (DNS Security Extensions)

*Extends DNS with new record types
*RRSIG for digital signatures of records
*DNSKEY for public keys for validation
*DS for public keys for delegation
*First version in ‘97, revised by ‘05

*Deployment requires software upgrade at both
client and server
*Root servers upgraded in 2010
*Followed by uptick in deployment



DNS Security Extensions and Integrity of DNS

While secure transport protocols enable the communications with

the DNS resolvers to be secure, DNSSEC protects the integrity of
the responses itself.
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Problem 2: Network Interference

Let me change the query
O shopping.com

Looks like client A wants to
learn about shopping

where is example.com?

2606:2800:220:1:248:1893:25¢c8:19406



Secure Transports (DoH, DoT) Improve DNS Security

2606:4700::6811:d109



But ... Raise A Key Privacy and Trust Issue

where is cloudflare.com?

Knows exactly who is @
attempting to navigate
and to which website.

2606:4700::6811:d109



Oblivious DNS over HTTPS (ODoH)

Request DNSSEC Signed HPKE Public Key
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CDF

Comparing ODoH with Other DNS Protocols

Network Response Time Comparison for Different DNS Protocols

1.0

08 —--

0.6

DNS-over-HTTPS over Tor (DoHoT)
Clear-Text ODoH

Proxied DNS-over-HTTPS (pDoH)
Co-located ODoH (Prediction)
DNS-over-HTTPS (DoH)
Co-located ODoH (Actual)
Oblivious DNS-over-HTTPS (ODoH)
DNSCrypt

>, ’
o
-

10! 102 103 104
Time (ms)

https://odoh.cloudflare-dns.co

m/

Protocol Request Path Security Privacy
Plain DNS (Do53) C—-R No No
DNS over HTTPS (DoH) C—-R Yes No*
Proxied DoH C—-P—->R Yes No
Oblivious DoH (ODoH) C—-P->T—->R Yes Yes
Cleartext ODoH C-P->T->R Yes No
Co-located ODoH C—->P— (T+R) Yes Yes
DNSCrypt C—-R Yes No*
Anonymous DNSCrypt C—-P->R Yes Yes
DoH over Tor (DoHoT) C—->Tor—>R Yes Yes



https://odoh.cloudflare-dns.com/
https://odoh.cloudflare-dns.com/

Threat Research

Global DNS Hijacking Campaign: DNS Record
Manipulation at Scale

January 10, 2019 | by Muks Hirani, Sarah Jones, Ben Read

Introduction

FireEye’'s Mandiant Incident Response and Intelligence teams have identified a wave of DNS hijacking that has
affected dozens of domains belonging to government, telecommunications and internet infrastructure entities
across the Middle East and North Africa, Europe and North America. While we do not currently link this activity
to any tracked group, initial research suggests the actor or actors responsible have a nexus to Iran. This
campaign has targeted victims across the globe on an almost unprecedented scale, with a high degree of
success. We have been tracking this activity for several months, mapping and understanding the innovative
tactics, techniques and procedures (TTPs) deployed by the attacker. We have also worked closely with victims,
security organizations, and law enforcement agencies where possible to reduce the impact of the attacks
and/or prevent further compromises.

While this campaign employs some traditional tactics, it is differentiated from other Iranian activity we have
seen by leveraging DNS hijacking at scale. The attacker uses this technique for their initial foothold, which can
then be exploited in a variety of ways. In this blog post, we detail the three different ways we have seen DNS
records be manipulated to enable victim compromises. Technique 1, involving the creation of a Let's Encrypt
certificate and changing the A record, was previously documented by Cisco’s TALOS team. The activity
described in their blog post is a subset of the activity we have observed.

Initial Research Suggests Iranian Sponsorship

Attribution analysis for this activity is ongoing. While the DNS record manipulations described in this post are
noteworthy and sophisticated, they may not be exclusive to a single threat actor as the activity spans
disparate timeframes, infrastructure, and service providers.



The Onion Router



Tor: Tunnels to the extreme

“The Onion Router”

* Basic idea:
1. Generate circuit of routers that you know will send packet
2. Encrypt the packet in layers for each router in circuit

3. Send the packet

4

Each router receives, decrypts their layer, and forwards based on
new info

5. Routers maintain state about circuit to route stuff back to sender
 But again, only know the next hop

UW CSE-461 100



EH) How Tor Works: 1

Alice

&

- Step 1: Alice's Tor
- client obtains a list
- of Tor nodes from

- a directory server.

e — —
Dave

i

c{}: Tor node

« « = unencrypted link
- Oncrypted link

UW CSE-461
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EH) How Tor Works: 2

Alice

Step 2: Alice's Tor client
picks a random path to

destination server. Green -
links are encrypted, red — n—

links are in the clear.

-

Dave

£33 Tor node
« « 4 unencrypted link
g Oncrypted link

- ~

—

Jane

UW CSE-461
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E) How Tor Works: 3 5 Tor node

« « 4 unencrypted link
g Oncrypted link

Step 3: If the user wants
access to another site,

Alice's Tor client selects . - ‘
a second random path. - : _ <> | * » EEETT T
Again, green links are - = - :

encrypted, red links are " o -—
in the clear.

Dave

UW CSE-461 103
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Tor Takeaways

 Additional anonymity/confidentiality beyond a VPN

 Can still be broken if you're an important enough target

» Attacks are expensive and involve operating many nodes in the
network at the time

* Double-edged-sword
» Positive impact of censorship avoidance
* Negative impact of illicit activity

*There is not magic...
« Doesn't protect any information shared directly with endpoint!



Takeaways

*TLS is a secure transport

« For HTTPS and more, with the usual confidentiality, integrity /
authenticity

* Client authenticates web server
 Done with a PKIl and certificates
« Major area of complexity and risk

* Cellular networks don’t do any of this

«“Metadata” still leaks
 Other tools (Tor or VPN) if you want to hide it



Blunt Attacks: DDOS



Distributed Denial-of-Service (DDOS)

* An attack on network availability

‘ Internet

74
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Distributed Denial-of-Service (DDOS)

* An attack on network availability
« Servers don't feel so good after too many cupcakes!

- —— Intern

UW CSE-461 109




Motivation

* The best part of IP connectivity
* You can send to any other host

* The worst part of IP connectivity
« Any host can send packets to you!

Internet

UW CSE-461

110



Motivation (2)

 Flooding a host with many packets can interfere with its IP
connectivity
« Host may become unresponsive
 This is a form of denial-of-service

%i Internet

o)
)

UW CSE-461
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Goal and Threat Mode|

« Goal is for host to keep network connectivity for desired
services

* Threat is attacker may overwhelm host with undesired traffic

Internet __

Attacker

— |ldeal —

UW CSE-461
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Constant arms race between attackers anad
Site operators... Sizes continue to Iincrease

Microsoft: Here's how we stopped the biggest ever DDoS attack

Microsoft details how Azure helped mitigate a 3.47 terabytes per second distributed
denial of service (DDoS) attack.

@ Nn @ f ¥ M A

- Written by Liam Tung,
y Contributor

on January 31, 2022 | Topic: Security



Internet Reality

* Distributed Denial-of-Service is a huge problem today!
 Cloudflare attack of 5.6tbps ~2024

« Azure attack of 3.5tbps ~2022
« Others: https://www.cloudflare.com/learning/ddos/famous-ddos-attacks/

*There are no great solutions
« CDNs, network traffic filtering, and best practices all help



Denial-of-Service Implicates All Layers

 Denial-of-service means a system is made unavailable to
intended users
* Typically because its resources are consumed by attackers instead

In the network context:
« “System” means server
* “Resources” mean bandwidth (network) or CPU/memory (host)



Host Denial-of-Service

« Strange packets can sap host resources!
* “Ping of Death” malformed packet

* “SYN flood” sends many TCP connect requests and
never follows up

- HTTP 2.0 Rapid Reset Attack
» Few bad packets can overwhelm host

]

SO

e Patches exist for these known vulnerabilities
 Read about “SYN cookies” for interest

UW CSE-461

HTTP/2 Rapid Reset attack
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Network Denial-of-Service

* Network DOS needs many packets
 To saturate network links
 Causes high congestion/loss

« Helpful to have many attackers ...
* Distributed Denial-of-Service

UW CSE-461 117



Distributed Denial-of-Service (DDOS)

 Botnet provides many attackers from compromised hosts
« Hosts send traffic flood to victim
* Network saturates near victim

Botnet

UW CSE-461
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Complication: Spoofing

* Attackers can falsify their IP address
» Put fake source address on packets
* Historically network doesn’t check
 Hides location of the attackers
* Called IP address spoofing

| hate that Bob!]

From: “Bob” .AHa ha ']

i * Trudy

-
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Spoofing (2)

* Actually, it's worse than that
 Trudy can trick Bob into really sending packets to Alice
* To do so, Trudy spoofs Alice to Bob

2: To Alice 1: To Bob
From Bob From: “Alice”
eon =

Alice Bob Trudy

UW CSE-461
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Best Practice: Ingress Filtering

- ldea: Validate the IP source address of packets at ISP
boundary (Duh!)

* ISP has more information about expected addresses
* Ingress filtering is a best practice, but deployment has been slow

Nope, from Trudy]
From: Bob ‘
Internet ‘:—H_Q

ISP bo;undary Trudy




Flooding Defenses

1. Increase network capacity around the server
« Absorb attack traffic without loss to real users
« Use a CDN for high peak capacity

2. Filter out attack traffic within the network (at routers)
* The earlier the filtering, the better

 Ultimately what is needed, but ad hoc measures by ISPs today
 Not sufficient unless everyone does it, but still helps!



