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Administrivia
● Homework-2 is due April 24th at 11:00pm 
● Project-1 is due April 17th at 11:00pm



Wireshark
● Let's retrospect why some of us started studying CS in the first place.
● It is shown in movies, coders having fancy screens hacking all sorts of 

stuff.
● Let’s try to do an in-class activity where we will actually hack a password 

from the network packets. 



Wireshark
● Download : https://www.wireshark.org/download.html
● User’s guide: https://www.wireshark.org/docs/wsug_html_chunked/

https://www.wireshark.org/download.html
https://www.wireshark.org/docs/wsug_html_chunked/


What is Wireshark
It’s a tool that captures and analyzes packets sent over the network 

● Very commonly used in Network Forensics 
● Captures all packets through a network interface (ethernet, WiFi) 
● Analyzes packets and decodes raw data if the protocol is recognized 
● Filters packets based on user’s input



Wireshark Interface



Wireshark Interface



Wireshark Interface



Wireshark Filtering
● If you want to capture all TCP packets, write TCP in the filter. Same for 

UDP
● You can also track the packets going to a particular host using tcp 

contains “host”
● You can track packets going and coming back to a particular IP address. 



Wireshark filtering
● Let’s try to hack password of a not secure website.

○ http://vbsca.ca/login/login.asp

● This is very basic of Wireshark. It is capable of a lot more.
● Additional links:

https://www.wireshark.org/docs/

https://www.wireshark.org/docs/man-pages/wireshark-filter.html

http://vbsca.ca/login/login.asp
https://www.wireshark.org/docs/
https://www.wireshark.org/docs/man-pages/wireshark-filter.html


Traceroute
● We want to find network path from our system to a given remote host

● Core mechanism: Time-To-Live(TTL)

○ TTL defines the number of hops a packet will travel through until it is dropped

■ TTL is decremented every hop

■ Once TTL is 0 then the packet is dropped and a report is sent to the source



Traceroute
● Traceroute sends out three packets per TTL increment

○ To have 3 trials of data for each hop distance

● Each data point corresponds to the total RTT time



Using Traceroute



Thank You


