Physical Layer



Lecture Progression

ABottom-up through the layers:

Application

Transport

Network

Link

Physical

-HTTP, DNS, CDNs
-TCP, UDP
- IP, NAT, BGP
- Ethernet, 802.11
- wires, fiber, wireless

AFollowed by more detail on:
AQuality of service, Security (VPN, SSL)



Where we are In the Course

ABeginning to work our way up starting with the
Physical layer

Application A

Transport

Network

Link

Physical




Scope of the Physical Layer

AConcerns how signals are used to transfer message
bits over a link
AWires etc. carranalog signals N

AWe want to sendligital bits %10110

Signar'



Topics

1. Coding and Modulation schemes
ARepresenting bits, noise

2. Properties of media
AWires, fiber optics, wireless, propagation
ABandwidth, attenuation, noise

3. Fundamental limits
ANyquist, Shannon



Coding and Modulation



Topic

AHow can we send information across a link?
AThis is the topic of coding amdodulation
AModem (from modulatocdemodulator)

Signal_
MMM X X10110

®



A Simple Coding

ALet a high voltage (+V) represent a 1, and low voltagerépresent a 0
AThis is called NRZ (N&eturn to Zero)

Bits 0010111101 000010




A Simple Modulation (2)

ALet a high voltage (+V) represent a 1, and low voltagerépresent a 0
AThis is called NRZ (N&eturn to Zero)

Bits 0010111101 000010

+V l“




A Simple Modulation (3)

AProblems?



Many Other Schemes

ACan use more signal levels

AE.g., 4 leve

APractical schemes are driver

S IS 2 bits pgrmbo

considerations
AE.qg., clock recovery

by engineering



Clock Recovery

AUm, how many zeros was that?
AReceiver needs frequent signal transitions to decode bits

M J1 J1 J1 J1 J1 J1 J1 J1

ASeveral possible designs
AE.g., Manchester coding and scrambli§g.6.1)



|deas?



Answer 1: A Simple Coding

ALet a high voltage (+V) represent a 1, and low voltagerépresent a 0
ACKSY 3I2 o601 02 nx F2NIJ I awSasSicé
AThis is called RZ (Return to Zero)

Bits 0 1 1 1‘ 0 0 0 1‘
o] | L] L]

RZ O
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Answer 2. Clock RecovergB/5B

AMap every 4 data bits into 5 code bits without long
runs of zeros

AO000A 11110, 00013 01001, 1MW mvMMmmMmnans D
1111A 11101

AHas at most 3 zeros in a row

AAlso invert signal level on a 1 to break up long runs of 1s
(called NRZB2.5.1)



Answer 2: Clock RecovergB/5B (2)

A4B/5B code for reference:

A00O0MA 11110, 000A 01001, 111 MMM A N Z X
1111A 11101

AMessage bits: 1111 0000 0001
Coded Bits:

Signal:




Clock Recovery4B/5B (3)

A4B/5B code for reference:

A00O0MA 11110, 000A 01001, 111 MMM A N Z X
1111A 11101

AMessage bits: 1111 0000 0001
CodedBits1 1 1 0 1 11 11 00 1O0O0

Signal:




Modulation vs Coding

AWhat we have seen so far is callgmting
ASignal is sent directly on a wire

AThese signals do not propagate well as RF
ANeed to send at higher frequencies

AModulationcarries a signal by modulating a carrier
ABaseband is signal praodulation

AKeying is theligital form of modulation (equivalent to
coding but using modulation)




Passband Modulation (2)

ACarrier is simply a signal oscillating at a desired
frequency:

AWe can modulate it by changing:
AAmplitude, frequency, or phase



Comparisons

NRZ signal of bits

Amplitude shift keying

Frequency shift keying

Phase shift keying



Philosophical Takeaways

OEverything is analog, even digital signals

0 Digital information is @iscreteconcept
represented In an analog physical medium
3 A printed book (analog) vs.
3 Words conveyed in the book (digital)



Simple Link Model

A2 SQff SYR 6AGK |y Fo&aUNOGAZY 2°
ARate(or bandwidth, capacity, speed) in bits/second
ADelayin seconds, related to length

Message >

Delay D, Rate R

AOther important properties:
AWhether the channel is broadcast, and its error rate



Message Latency

ALatencyis the delay to send a message over a link
ATransmission delayimetoputMo A 0 Y Saal 3S a2

APropagation delaytime for bits to propagate across the wire

ACombining the two terms we have:



Message Latency (2)

ALatencyis the delay to send a message over a link
ATransmission delayimetoputMo A 0 Y Saal 3S a2

T-delay = M (bits) / Rate (bits/sec) = M/R seconds

APropagation delaytime for bits to propagate across the wire

PRSfFe I [Sy3dK k &LISSR 2F &A-:=

ACombining the two terms we haveL = M/R + D



Latency Examples Remembering L = M/R + D

AGSALfdzLX GAGK | St SLIK2YS Y2Z2ZRSY
AD =5 ms, R =56 kbps, M = 1250 bytes

ABroadband crossountry link:
AD =50 ms, R = 10 Mbps, M = 1250 bytes



Latency Examples (2)

AGSALfdzLX GAGK | St SLIK2YS Y2Z2ZRSY
AD =5 ms, R =56 kbps, M = 1250 bytes
AL = (1250x8)/(56 x $Psec + 5ms = 184 ms!

ABroadband crossountry link:
AD =50 ms, R = 10 Mbps, M = 1250 bytes
AL = (1250x8) / (10 x 90sec + 50ms = 51 ms

AA long link or a slow rate means high latency: One component
dominates



BandwidthRDelay Product

AVessages take space on the wire!

2

AThe amount of data in flight is tHeandwidth-delay
(BD) product
BD=RxD
AMeasure in bits, or in messages
ANYLFEf F2NI[!'bas oA3T FT2NJ Gf




BandwidthkDelay Example

AFiber at home, crossountry
R=40 Mbps, D=50 ms

110101000010111010101001011



BandwidthkDelay Example (2)

AFiber at home, crossountry
R=40 Mbps, D=50 ms
BD = 40 x 1% 50 x 10 bits

= 2000 Kbit

= 250 KB ) 1101010000101 110101010010 1
At KI GQa ljdzauS) | 2T/ RI
UKS YySUg62NJ ¢€H



Media



‘media

noun, often attributive

Definition of MEDIA

plural medias

1 :a medium of cultivation, conveyance, or expression « Air is a media that conveys sound.;
especially : MEDIUM 2b

https://www.merriam-webster.com/dictionary/media



Types of Media

AMediapropagatesignalghat carrybits of
iInformation

RSQff 221 G a2YS 0O2YY:
AWires
AFiber (fiber optic cables)
AWireless




Wiresc Twisted Pair

AVery common; used in LANs and telephone lines
ATwists reduce radiated signal

Category 5 UTP cable / /
with four twisted pairS/ - o~
_/,/

—

_\-—-——'z_—-—- —
\\‘
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Wiresc Coaxial Cable

AAlso common. Better shielding for better performance

Copper Insulating Braided Protective
core material outer plastic
\ conductor covering
— 1 ! I ) 1 i i 1

AOther kinds of wires too: e.g., electrical powgf(2.4)




Fiber

ALong, thin, pure strands of glass
AEnormous bandwidth (high speed) over long distances

Optical fiber
[
=\ =
Light source Light tJapped by PhToto

(LED, laser) total internal reflection  detector



Fiber (2)

ATwo varieties: multmode (shorter links, cheaper)
and singlemode (up to ~100 km)

Sheath . Jacket
gasﬁ? é §

Cladding Jacket Core Cladding
(glass) (plastic)

One fib
ne foer Fiber bundle in a cable
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Fiber (3)

AActual cables

UNDERWATER FIBER CABLE
Owned by tw telecom and active since June 1997,
the cable serves 144 firms on Maui.

Polycarbonate

Copper or
aluminum tube

Petroleum \" \
jelly

Optical “ )
fibers (LK
a8

Aluminum water barrier «

Stranded metal (steel) wires
“Mylar” tape

Polyethylene



Signhals over Fiber

ALight propagates with very low loss in three very
wide frequency bands
AUse a carrier to send information

Attenuation
(dB/km) or

By SV@: Sa pp o Ra $t AIQ wn@](E}Z\SO ka edia Commo
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Wireless

ASender radiates signal over a region

Aln many directions, unlike a wire, to potentially many
receivers

ANearby signals (same frednterfere at a receiver; need to
coordinate use

(((<l>))) - (((cr)))




What Is the difference between
light, radio waves, and gamma
radiation?






They are all the same thing
(electromagnetic radiation) at
RATFSNBY U FNBI d:



UNITED

STATES
FREQUENCY e =
ALLOCATIONS L Hn HLL

THE RADIO SPECTRUM B = g T i

RADIO SERVICES COLOR LEGEND

S u |

i l‘ll

ACTMVITY CODE i 3 8 EIEREEERE i3 §5s2 3 33 133
[ LT [rre— | n' i ! 'gﬂﬂi 1
1 1
e [ EE . 3
] ﬂﬂﬂ,. o . |1H
ALOCATION USAGE DESIGNATION m n u] Bi |

wve nawie Desarnm

Py neEe

43




~ ~ >~ >~

NN NN
VAV VA VA VAV

Different frequencies have
different properties!

Not all frequencies are created equal...
wikimedia



Wireless (2)

AUnlicensed (ISM) frequencies, e.g., WiFi, are widely
used for computer networking

ISM band ISM band ISM band
Fog ! 100 255 100"
MHz MHz MHz MHz
802.11a/g/n
902 928 24 24835 525 5.35 547 5725 5.825
MHz MHz GHz GHz GHz GHz GH=z GHz GHz

%/—J

U-NIl bands



Wireless Interference

VAV
NN\ N\

NSNS\




Multipath (3)

ASignals bounce off objects and take multiple paths
ASome frequencies attenuated at receiver, varies with

/ Multiple paths i
— | Non-faded signal
+
Wireless
transmitter
=
Reflector || . Faded signal
T ere!ess
Ei recejver




Wireless (4)

AVarious other effects too!

AWireless propagation is complex, depends on
environment

ASome key effects are highly frequency dependent,
AE.g. multipath at microwave frequencies




Theoretical Limits
GLYF2NXYIUAZ2Y ¢K



Real World Limits

How rapidly can we send information over a link?
_ Nyquistlimit (~1924)
Shannorcapacity (1948)

Practical systems (l.E. your cellphone) approach
these limits! Pretty cool : )



Analog Vocabulary Again

0 Often easier to think abougignalsin frequency

P{ﬂ WWMWMN\/M,Q\W\MM

time

P(v)

i bchem aten.wikipedia freq Len CY ot


http://en.wikipedia.org/

Important Analog Vocabulary (2)

OEvery analogignalhas a givefandwidth

[\ .

ﬁ \
l l
l l
l |
:( Bandi&Nidth S
/| | \
I ] I
fi fe f2
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Attribution: Henrikb4at en.wikipedia



https://en.wikipedia.org/wiki/User:Henrikb4
http://en.wikipedia.org/

Key Channel Properties

The bandwidth (B), signal power (S), and noise
power (N)
_ B (in hertz) limits the rate of transitions

S and N (in watts) limit how many signal levels we can
distinguish

Bandwidth B Signal S,
Noise N




Nyquist Limit

The maximunsymbolrate is 2*Bandwidth

1010101010101010101

AVAVAVAVAVAVAVAVAVA

Thus If there are V signal levels, ignoring noise, the
maximum bit rate Is:
R = 2B logy bits/sec



Claude Shannon (1944901)

wFather of information theory
! aldGdKSYIl OAOl
| 2YYdzy A Ol OA2Y €

w-undamental contributions |
to digital computers, security
and communications

Electromechanical mouse
UKIFU0O agazft gSascs
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Shannon Capacity

AHow many levels we can distinguish depends on S/N
AOr SNR, th&ignalto-Noise Ratio @~ StN
ANote noise is random, hence some errors (

ASNR given on a lesgale in deciBels:
ASNRg= 10log(S/N)







