
Physical Layer



Lecture Progression

ÅBottom-up through the layers:

ÅFollowed by more detail on:
ÅQuality of service, Security (VPN, SSL) 

Computer Networks 2

Application      - HTTP, DNS, CDNs

Transport         - TCP, UDP

Network           - IP, NAT, BGP

Link - Ethernet, 802.11

Physical - wires, fiber, wireless



Where we are in the Course

ÅBeginning to work our way up starting with the 
Physical layer
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Scope of the Physical Layer

ÅConcerns how signals are used to transfer message 
bits over a link
ÅWires etc. carry analog signals
ÅWe want to send digital bits
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Topics

1. Coding and Modulation schemes
ÅRepresenting bits, noise

2. Properties of media
ÅWires, fiber optics, wireless, propagation

ÅBandwidth, attenuation, noise

3. Fundamental limits
ÅNyquist, Shannon
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Coding and Modulation



Topic

ÅHow can we send information across a link?
ÅThis is the topic of coding and modulation
ÅModem (from modulatorςdemodulator)
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A Simple Coding

ÅLet a high voltage (+V) represent a 1, and low voltage (-V) represent a 0
ÅThis is called NRZ (Non-Return to Zero)
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Bits

NRZ

0 0 1 0 1 1 1 1 0 1 0 0 0 0 1 0

+V

-V



A Simple Modulation (2)

ÅLet a high voltage (+V) represent a 1, and low voltage (-V) represent a 0
ÅThis is called NRZ (Non-Return to Zero)
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Bits

NRZ

0 0 1 0 1 1 1 1 0 1 0 0 0 0 1 0

+V

-V



A Simple Modulation (3)

ÅProblems?



Many Other Schemes

ÅCan use more signal levels
ÅE.g., 4 levels is 2 bits per symbol

ÅPractical schemes are driven by engineering 
considerations
ÅE.g., clock recovery
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Clock Recovery

ÅUm, how many zeros was that?
ÅReceiver needs frequent signal transitions to decode bits

ÅSeveral possible designs
ÅE.g., Manchester coding and scrambling (§2.5.1)
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Ideas?



Answer 1: A Simple Coding

ÅLet a high voltage (+V) represent a 1, and low voltage (-V) represent a 0

Å¢ƘŜƴ Ǝƻ ōŀŎƪ ǘƻ л± ŦƻǊ ŀ άwŜǎŜǘέ
ÅThis is called RZ (Return to Zero)
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Bits

RZ

0 1 1 1 0 0 0 1

-V

+V

0



Answer 2: Clock Recovery ς4B/5B

ÅMap every 4 data bits into 5 code bits without long 
runs of zeros
Å0000 Ą 11110, 0001 Ą 01001,           1110 ĄмммллΣ Χ 

1111 Ą 11101
ÅHas at most 3 zeros in a row
ÅAlso invert signal level on a 1 to break up long runs of 1s 

(called NRZI, §2.5.1) 
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Answer 2: Clock Recovery ς4B/5B (2)

Å4B/5B code for reference:
Å0000Ą11110, 0001Ą01001, 1110ĄмммллΣ Χ 

1111Ą11101

ÅMessage bits:  1 1 1 1  0 0 0 0  0 0 0 1
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Coded Bits:

Signal:



Clock Recovery ς4B/5B (3)

Å4B/5B code for reference:
Å0000Ą11110, 0001Ą01001, 1110ĄмммллΣ Χ 

1111Ą11101

ÅMessage bits:  1 1 1 1  0 0 0 0  0 0 0 1
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Coded Bits:

Signal:

1   1   1   0   1   1   1   1   1   0   0   1   0   0   1 



Modulation vs Coding

ÅWhat we have seen so far is called coding
ÅSignal is sent directly on a wire

ÅThese signals do not propagate well as RF
ÅNeed to send at higher frequencies

ÅModulationcarries a signal by modulating a carrier
ÅBaseband is signal pre-modulation
ÅKeying is the digital form of modulation (equivalent to 
coding but using modulation)
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Passband Modulation (2)

ÅCarrier is simply a signal oscillating at a desired 
frequency:

ÅWe can modulate it by changing:
ÅAmplitude, frequency, or phase
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Comparisons
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NRZ signal of bits

Amplitude shift keying

Frequency shift keying

Phase shift keying



Philosophical Takeaways

ǒEverything is analog, even digital signals

ǒDigital information is a discreteconcept 
represented in an analog physical medium
ƺA printed book (analog) vs.
ƺWords conveyed in the book (digital)
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Simple Link Model

Å²ŜΩƭƭ ŜƴŘ ǿƛǘƘ ŀƴ ŀōǎǘǊŀŎǘƛƻƴ ƻŦ ŀ ǇƘȅǎƛŎŀƭ ŎƘŀƴƴŜƭ
ÅRate(or bandwidth, capacity, speed) in bits/second

ÅDelayin seconds, related to length

ÅOther important properties:
ÅWhether the channel is broadcast, and its error rate
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Delay D, Rate R 

Message



Message Latency

ÅLatencyis the delay to send a message over a link
ÅTransmission delay: time to put M-ōƛǘ ƳŜǎǎŀƎŜ άƻƴ ǘƘŜ ǿƛǊŜέ

ÅPropagation delay: time for bits to propagate across the wire

ÅCombining the two terms we have: 
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Message Latency (2)

ÅLatencyis the delay to send a message over a link
ÅTransmission delay: time to put M-ōƛǘ ƳŜǎǎŀƎŜ άƻƴ ǘƘŜ ǿƛǊŜέ

T-delay = M (bits) / Rate (bits/sec) = M/R seconds

ÅPropagation delay: time for bits to propagate across the wire

P-ŘŜƭŀȅ Ґ [ŜƴƎǘƘ κ ǎǇŜŜŘ ƻŦ ǎƛƎƴŀƭǎ Ґ [ŜƴƎǘƘ κ ѿŎ Ґ 5 ǎŜŎƻƴŘǎ

ÅCombining the two terms we have:    L = M/R + D
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Latency Examples

Åά5ƛŀƭǳǇέ ǿƛǘƘ ŀ ǘŜƭŜǇƘƻƴŜ ƳƻŘŜƳΥ
ÅD = 5 ms, R = 56 kbps, M = 1250 bytes

ÅBroadband cross-country link:
ÅD = 50 ms, R = 10 Mbps, M = 1250 bytes
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Remembering L = M/R + D



Latency Examples (2)

Åά5ƛŀƭǳǇέ ǿƛǘƘ ŀ ǘŜƭŜǇƘƻƴŜ ƳƻŘŜƳΥ
ÅD = 5 ms, R = 56 kbps, M = 1250 bytes

ÅL = (1250x8)/(56 x 103) sec + 5ms = 184 ms!

ÅBroadband cross-country link:
ÅD = 50 ms, R = 10 Mbps, M = 1250 bytes

ÅL = (1250x8) / (10 x 106) sec + 50ms = 51 ms

ÅA long link or a slow rate means high latency: One component 
dominates
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Bandwidth-Delay Product

ÅMessages take space on the wire! 

ÅThe amount of data in flight is the bandwidth-delay 
(BD) product

BD = R x D
ÅMeasure in bits, or in messages
Å{Ƴŀƭƭ ŦƻǊ [!bǎΣ ōƛƎ ŦƻǊ άƭƻƴƎ Ŧŀǘέ ǇƛǇŜǎ
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Bandwidth-Delay Example

ÅFiber at home, cross-country 
R=40 Mbps, D=50 ms

110101000010111010101001011
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Bandwidth-Delay Example (2)

ÅFiber at home, cross-country 
R=40 Mbps, D=50 ms
BD = 40 x 106x 50 x 10-3 bits 

= 2000 Kbit
= 250 KB

Å¢ƘŀǘΩǎ ǉǳƛǘŜ ŀ ƭƻǘ ƻŦ Řŀǘŀ ƛƴ 
ǘƘŜ ƴŜǘǿƻǊƪέΗ

110101000010111010101001011



Media



https://www.merriam-webster.com/dictionary/media



Types of Media

ÅMediapropagate signalsthat carry bits of 
information

Å²ŜΩƭƭ ƭƻƻƪ ŀǘ ǎƻƳŜ ŎƻƳƳƻƴ ǘȅǇŜǎΥ
ÅWires
ÅFiber (fiber optic cables)
ÅWireless
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Wires ςTwisted Pair

ÅVery common; used in LANs and telephone lines
ÅTwists reduce radiated signal
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Category 5 UTP cable 
with four twisted pairs



Wires ςCoaxial Cable

ÅAlso common. Better shielding for better performance 

ÅOther kinds of wires too: e.g., electrical power (§2.2.4)
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Fiber

ÅLong, thin, pure strands of glass
ÅEnormous bandwidth (high speed) over long distances
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Light source
(LED, laser)

Photo-
detector

Light trapped by
total internal reflection

Optical fiber



Fiber (2)

ÅTwo varieties: multi-mode (shorter links, cheaper) 
and single-mode (up to ~100 km)
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Fiber bundle in a cable
One fiber



Fiber (3)

ÅActual cables
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Signals over Fiber

ÅLight propagates with very low loss in three very 
wide frequency bands
ÅUse a carrier to send information
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Attenuation
(dB/km)

By SVG: Sassospicco Raster: Alexwind, CC-BY-SA-3.0, via Wikimedia Commons



Wireless

ÅSender radiates signal over a region
ÅIn many directions, unlike a wire, to potentially many 

receivers
ÅNearby signals (same freq.) interfere at a receiver; need to 

coordinate use
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What is the difference between 
light, radio waves, and gamma 
radiation?



²ŜƭƭΧ ƻƴƭȅ ƻƴŜ ƳŀƪŜǎ ǘƘŜ Iǳƭƪ

Photo credit 
Marvel via 
topmovieclips.co



They are all the same thing 
(electromagnetic radiation) at 
ŘƛŦŦŜǊŜƴǘ ŦǊŜǉǳŜƴŎƛŜǎΧ
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WiFi

WiFi

Warning! Brief Review!



Different frequencies have 
different properties!
Not all frequencies are created equal...

wikimedia 
commons



Wireless (2)

ÅUnlicensed (ISM) frequencies, e.g., WiFi, are widely 
used for computer networking

802.11
b/g/n

802.11a/g/n



Wireless Interference



Multipath (3)

ÅSignals bounce off objects and take multiple paths
ÅSome frequencies attenuated at receiver, varies with 

location
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Wireless (4)

ÅVarious other effects too!
ÅWireless propagation is complex, depends on 

environment

ÅSome key effects are highly frequency dependent, 
ÅE.g., multipath at microwave frequencies
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Theoretical Limits
άLƴŦƻǊƳŀǘƛƻƴ ¢ƘŜƻǊȅέ



Real World Limits

How rapidly can we send information over a link?
N֙yquistlimit (~1924)
S֙hannoncapacity (1948)

Practical systems (I.E. your cellphone) approach 
these limits! Pretty cool : )
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Analog Vocabulary Again

ǒOften easier to think about signalsin frequency

51

Warning! Brief EE Moment!

Attribution: Pbchem at en.wikipedia

http://en.wikipedia.org/


Important Analog Vocabulary (2)

ǒEvery analog signalhas a given bandwidth
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Warning! Brief EE Moment!

Attribution: Henrikb4at en.wikipedia

https://en.wikipedia.org/wiki/User:Henrikb4
http://en.wikipedia.org/


Key Channel Properties

The bandwidth (B), signal power (S), and noise 
power (N)

B֙ (in hertz) limits the rate of transitions
S֙ and N (in watts) limit how many signal levels we can 
distinguish
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Bandwidth B Signal S,
Noise N



Nyquist Limit

The maximum symbolrate is 2*Bandwidth

Thus if there are V signal levels, ignoring noise, the 
maximum bit rate is:
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R = 2B log2V bits/sec

1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1



Claude Shannon (1916-2001)

ωFather of information theory
ωά! aŀǘƘŜƳŀǘƛŎŀƭ ¢ƘŜƻǊȅ ƻŦ 
/ƻƳƳǳƴƛŎŀǘƛƻƴέΣ мфпу

ωFundamental contributions 
to digital computers, security,          
and communications
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Credit: Courtesy MIT Museum

Electromechanical mouse 
ǘƘŀǘ άǎƻƭǾŜǎέ ƳŀȊŜǎΗ



Shannon Capacity

ÅHow many levels we can distinguish depends on S/N
ÅOr SNR, the Signal-to-Noise Ratio
ÅNote noise is random, hence some errors

ÅSNR given on a log-scale in deciBels:
ÅSNRdB=  10log10(S/N)
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