
Border Gateway Protocol (BGP)



Structure of the Internet

•Networks (ISPs, CDNs, etc.) group with IP prefixes
•Networks are richly interconnected, often using IXPs 
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Internet-wide Routing Issues

•Two problems beyond routing within a network

1. Scaling to very large networks
• Techniques of IP prefixes, hierarchy, prefix aggregation

2. Incorporating policy decisions
• Letting different parties choose their routes to suit their 

own needs
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Yikes!
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Effects of Independent Parties

•Each party selects routes to 
suit its own interests
• e.g, shortest path in ISP

•What path will be chosen 
for A2àB1 and B1àA2?
•What is the best path? Prefix B2
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Effects of Independent Parties (2)

•Selected paths are longer 
than overall shortest path
• And asymmetric too!

•Consequence of 
independent goals and 
decisions, not hierarchy Prefix B2
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Routing Policies

•Capture the goals of different parties
• Could be anything
• E.g., Internet2 only carries non-commercial traffic

•Common policies we’ll look at:
• ISPs give TRANSIT service to customers
• ISPs give PEER service to each other

CSE 461 University of Washington 6



CSE 461 University of Washington 7

Routing Policies – Transit
•One party (customer) gets TRANSIT

service from another party (ISP)
• ISP accepts traffic for customer from 

the rest of Internet
• ISP sends traffic from customer to the 

rest of Internet
• Customer pays ISP for the privilege
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Routing Policies – Peer
•Both party (ISPs in example) get 

PEER service from each other
• Each ISP accepts traffic from the other 

ISP only for their customers
• ISPs do not carry traffic to the rest  of 

the Internet for each other
• ISPs don’t pay each other
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Routing with BGP

• iBGP is for internal routing
•eBGP is interdomain routing for the Internet
• Path vector, a kind of distance vector
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Routing with BGP (2)

• Parties like ISPs are called AS (Autonomous Systems)
• AS numbers are unique identifiers 

• AS’s configure their internal BGP routes

• External routes go through complicated filters

• Intra-AS BGP routers communicate to keep consistent 
routing information
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Routing with BGP (3)

•Border routers of ASes announce BGP routes
•Route announcements have IP prefix, path 
vector, next hop
• Path vector is list of ASes on the way to the prefix
• List is to find loops

•Route announcements move in the opposite 
direction to traffic
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Routing with BGP (4)
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Prefix



Routing with BGP (5)

Policy is implemented in two ways:

1. Border routers of ISP announce paths only to 
other parties who may use those paths
• Filter out paths others can’t use

2. Border routers select the best path of the ones 
they hear in any way (not necessarily shortest)
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Routing with BGP (6)

• TRANSIT: AS1 says [B, (AS1, AS3)], [C, (AS1, AS4)] to AS2
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Routing with BGP (7)

• CUSTOMER (other side of TRANSIT): AS2 says [A, (AS2)] to AS1
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Routing with BGP (8)

• PEER: AS2 says [A, (AS2)] to AS3, AS3 says [B, (AS3)] to AS2
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Routing with BGP (9)

• AS2 has two routes to B (AS1, AS3) and chooses AS3 (Free!) 
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BGP Thoughts

•Much more beyond basics to explore!
•Policy is a substantial factor
• Can independent decisions be sensible overall?

•Other important factors:
• Convergence effects
• Security
• Integration with intradomain routing
•…
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BGP convergence

Path vector protocols have a version of count to infinity problem
• Explore many non-existent paths

Worse, uncoordinated policies can lead to never converging



BGP slow convergence
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BGP slow convergence
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BGP slow convergence
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BGP “bad gadget”: Non-convergence

[3, 0] > [0] > [3, 1, 0]  [2, 0] > [0] > [2, 3, 0]  

[1, 0] > [0] > [1, 2, 0]  



BGP security

Anyone can announce anything
• By accident
• By malice







BGP security mechanisms

Validate who can originate what prefix
• Major push for origin validation
• RPKI: https://en.wikipedia.org/wiki/Resource_Public_Key_Infrastructure

Helpful but not enough

https://en.wikipedia.org/wiki/Resource_Public_Key_Infrastructure
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Cellular Routing



Addressing in Cellular

• Everyone has a unique physical 
identifier: SIM Card
• IMSI: International Mobile Subscriber 

Identity
• Has associated mobile provider
• Phone number not present

• Known as “msisdn”



Cellular Core Networks



In-network routing

1. User dials phone number
2. Number is “looked up” in some database
3. If local, we get the associated IMSI
4. Check that sender can send and receiver can receive
5. Look up tower group of IMSIs last registration
6. Page the receiver
7. Bill them both



Out-of-network Routing

•Signaling System No. 7 (SS7)
• Performs number translation, local number portability, 

prepaid billing, Short Message Service (SMS), roaming, 
and other stuff
• Either directly connected or connected through 

aggregators such as Cybase
• Business vs Protocols


