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!"#$%

! !"#$%"$&"'()&*$+"&#,&%-,./)(*0
! We’ll look at how IP does it
! (We’ll cover routing later)

!"#$%#&'
!"#$%&
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&'%(#

! 1)$#,2($(3)$2)(#"&/$4,5)&$("6
! Scale to large networks

! ()*+,-%&&#.)).)-$*/0-0*.#%#102

! Support diverse technologies
! 3+/.#+./$"#4*+,-$*/0-35

! Use link bandwidth well
! 6"$.)/ 71")/-#"8/*+,

9.:/
/*;.

<"#.
=%/.#

>0*)
=.1/8#.
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! 789:$'*)*$;<=>?($,%%&)**)*

! Later we’ll see IPv6, which uses 128-bit addresses

! 1&?(()2$?2$@%"(()%$A',%B$2"(,(?"2
! Four 8-bit numbers separated by dots

!"#$%&'$()*+,-.*/0$12$34.5*)6/1) 8

aaaaaaaabbbbbbbbccccccccdddddddd ! A.B.C.D

?-@*/) ?-@*/) ?-@*/) ?-@*/)

00010010000111110000000000000001  !



)*+*.'0$1'/
! C%%&)**)*$,&)$,44".,()%$?2$>4"./*$.,44)%$-&)+?D)*

! Addresses in an L-bit prefix have the same top L bits
! There are 2!" #$ addresses aligned on 2!" #$ boundary

!"#$%&'$()*+,-.*/0$12$34.5*)6/1) %



)*+*.'0$1'/+234
! 1&?(()2$?2$@78$,%%&)**E4)2F(3B$2"(,(?"2

! Address is lowest address in the prefix, length is prefix bits
! E.g., 128.13.0.0/16 is 128.13.0.0 to 128.13.255.255
! So a /24 (“slash 24”) is 256 addresses, and a /32 is one address

!"#$%&'$()*+,-.*/0$12$34.5*)6/1) 9

000100100001111100000000xxxxxxxx !

! 128.13.0.0/16



56(//076)*+,--.'//$89
! G&?F?2,445H$78$,%%&)**)*$.,I)$?2$+?D)%$*?J)$>4"./*$#?(3$(3)$

.4,**E*?J)$)2."%)%$?2$(3)$3?F3="&%)&$>?(*
! They still do, but the classes are now ignored

!"#$%&'$()*+,-.*/0$12$34.5*)6/1) &

0

10      

110     

A BC DE FD-@*/)?
G=%))-HI-D!" %&&#.)).)

G=%))-JI-D#$%&&#.)).)

G=%))-GI-D% %&&#.)).)

9./$"#4-K"#/*"+ L")/-K"#/*"+



)*+:".;(.-$89
! C44$,%%&)**)*$"2$"2)$2)(#"&/$>)4"2F$("$(3)$*,I)$-&)+?D
! K"%)$'*)*$,$(,>4)$(3,($4?*(*$(3)$2)D($3"-$+"&$-&)+?D)*

!"#$%&'$()*+,-.*/0$12$34.5*)6/1) :

D
CB

A

Prefix Next Hop
'()*)+*,*,-'( .

'()*)+*')*,-)) /
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! 8&)+?D)*$?2$(3)$(,>4)$I?F3($"9)&4,-L

! Combines hierarchy with flexibility

! M"2F)*($I,(.3?2F$-&)+?D+"&#,&%?2F$&'4)6
! For each packet, find the longest prefix that contains the 

destination address, i.e., the most specific entry
! Forward the packet to the next hop router for that prefix

!"#$%&'$()*+,-.*/0$12$34.5*)6/1) ;



<"89'/=+>(=%?$89+*.'0$1+234

!"#$%&'$()*+,-.*/0$12$34.5*)6/1) <

Prefix Next Hop
'()*)+*,*,-'( .

'()*)+*')*,-)) /

'()*)+*,*,

'()*)+*01*)22

-'(

-))
'()*)+*')*,

'()*)+*'2*)22

345"667%88

192.24.6.0      !
192.24.14.32  !
192.24.54.0    !

<"#.-
)K.1*M*1



<"89'/=+>(=%?$89+*.'0$1+234

!"#$%&'$()*+,-.*/0$12$34.5*)6/1) '=

Prefix Next Hop
'()*)+*,*,-'( .

'()*)+*')*,-)) /

'()*)+*,*,

'()*)+*01*)22

-'(

-))
'()*)+*')*,

'()*)+*'2*)22

345"667%88

192.24.6.0      ! D 
192.24.14.32  ! B
192.24.54.0    ! D

<"#.-
)K.1*M*1
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! 72$(3)$72()&2)(6

! Routers do the routing, know which way to all destinations
! Hosts send remote traffic (out of prefix) to nearest router

!"#$%&'$()*+,-.*/0$12$34.5*)6/1) ''

3/N)-;2-O"@-/"-4+"$-
$0*10-$%2-/"-,"-P

9"/-M"#-;2-+./$"#4Q-
R.+&-*/-/"-/0.-#"8/.#
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@"/=+:".;(.-$89+!(C6'
! N?9)$'*?2F$4"2F)*($I,(.3?2F$-&)+?D

! 0.0.0.0/0 is a default route that 
catches all IP addresses

Prefix Next Hop
9:5;%&<=7$5!7%>?@A%;65&=5&B"&534

,*,*,*,-, A%;65&=5C:57=D&%7
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:6'1$C$6$=D+"0+<"89'/=+>(=%?$89+*.'0$1
! !"#$%&'()*+$*+,"-./$0+1"()'&2$$$$$$$

3)/1$.+44$4%+5),)54
! To send traffic going outside an 

organization to a border router

! !"#$4%+5)".$5"4+$0+1"()'&2$3)/1$$$
6'&+$4%+5),)54
! For performance, economics,   

security, …



!"#$%&'$()*+,-.*/0$12$34.5*)6/1) '%

!"#$%#&'()"*%$*+%(,"-.*/'.)01(,*!#"$12

! O*)*$3?)&,&.35$+"&$,$."I-,.($(,>4)
! Relies on use of large prefixes

! M""/'-$I"&)$."I-4)D$(3,2$(,>4)
! Used to be a concern for fast routers
! Not an issue in practice these days
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!"#$%
! P?44?2F$?2$(3)$F,-*$#)$2))%$("$I,/)$

+"&$78$+"&#,&%?2F$#"&/$?2$-&,.(?.)
! Getting IP addresses (DHCP) !
! Mapping IP to link addresses (ARP) !

S0%/-=*+4-=%2.#-
%&&#.))-&"-3-8).Q

S0%/N)-;2-35Q



!"#$%&'$()*+,-.*/0$12$34.5*)6/1) '&

E'==$89+)*+,--.'//'/
! 8&">4)I6

! A node wakes up for the first time …
! What is its IP address? What’s the IP 

address of its router? Etc.
! At least Ethernet address is on NIC

L.2I-$0.#.-%;-3Q



!"#$%&'$()*+,-.*/0$12$34.5*)6/1) ':

E'==$89+)*+,--.'//'/+234
QRS,2',4$."2+?F'&,(?"2$T"4%$%,5*U

! Can’t be factory set, depends on use
<R C$-&"("."4$+"&$,'("I,(?.,445$

."2+?F'&?2F$,%%&)**)*$TV!W8U$!
! Shifts burden from users to IT folk

().-HTJTGTUS0%/N)-;2-35Q



!"#$%&'$()*+,-.*/0$12$34.5*)6/1) ';

B@5*
! !"#$%&!'()*+,%"-./%#-(0+123)/+-(%

$3-/-,-456%03-*%78896%:+;<4'%2.<;

! =/%4<).<.%=$%);;3<..%/-%(-;<.
! $3->+;<.%-/?<3%@)3)*</<3.%/--

! !"#$%&'()&"*+,
! -..&"//(%*(0%120(&%3#"&
! 4!5(/"&6"&7(#+8"(/"&6"&7("#19



!"#$%&'$()*+,-.*/0$12$34.5*)6/1) '<

B@5*+*."="%"6+F=(%G

! V!W8$?*$,$.4?)2(=*)&9)&$,--4?.,(?"2
! Uses UDP ports 67, 68

V/0.#+./

35

(U5

ULG5



!"#$%&'$()*+,-.*/0$12$34.5*)6/1) 7=

B@5*+,--.'//$89
! 7''/4/&"%$)44-+8

! How does node send a message to 
DHCP server before it is configured?

! 9#43+&8
! Node sends broadcast messages that 

delivered to all nodes on the network
! Broadcast address is all 1s
! IP (32 bit): 255.255.255.255
! Ethernet (48 bit): ff:ff:ff:ff:ff:ff
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B@5*+>'//(9'/
G=*.+/ R.#W.#

X+.-=*+4
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B@5*+>'//(9'/+234
G=*.+/ R.#W.#

!"#$%&'(

(')*'#+

%,,'(

-$.

J#"%&1%)/
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B@5*+>'//(9'/+ 2H4

! X"$&)2)#$,2$)D?*(?2F$4),*)H$,2$
,>>&)9?,()%$*)A')2.)$?*$'*)%6
! (')*'#+ , followed by -$.

! 8&"("."4$,4*"$*'--"&(*$&)-4?.,()%$
*)&9)&*$+"&$&)4?,>?4?(5



!"#$%&'$()*+,-.*/0$12$34.5*)6/1) 7%

F'8-$89+(8+)*+*(%G'=
! 8&">4)I6

! A node needs Link layer addresses to 
send a frame over the local link

! How does it get the destination link 
address from a destination IP address?

(0-"0-P <2-35-*)-BTDTFTE
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,&*+2,--.'//+&'/"67=$"8+*."="%"64

! K"%)$'*)*$("$I,-$,$4".,4$78$,%%&)**$
("$?(*$M?2/$4,5)&$,%%&)**)*

A=D7#%
E&B%7;%&

.%8&*
E&B%7;%&

A=D7#%5
34

.%8&*
34 4":F="65G

6*+4-=%2.#

!#";
ULG5

!#";
93G

!#";-HY5
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,&*+*."="%"6+F=(%G

! CY8$*?(*$&?F3($"2$("-$"+$4?2/$4,5)&
! No servers, just asks node with target 

IP to identify itself
! Uses broadcast to reach all nodes

V/0.#+./

HY5
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,&*+>'//(9'/
9"&. >%#,./

X+.-=*+4-
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,&*+>'//(9'/+234
9"&. >%#,./

( ')*'#+ J#"%&1%)/
S0"-0%)-35-BTDTFTEQ

('/01

3-&"-%/-BZDZFZEZ[ZC
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B$/%"I'.D+*."="%"6/

! !"#$%&'(")%*+&(%",-.%'/."0
" X3)&)$,&)$I"&)$"+$(3)IL

" E.g., zeroconf, Bonjour

! 1*/"&%+&2'#2"%30',(-,)/
" Z?2.)$2"%)*$,&)2[($?2(&"%'.)%
" \)&5$3,2%5$F4')$



/?H5!"#$%&

!"#$%&'$()*+,-.*/0$12$34.5*)6/1) 8=

!"#$%
! !"#$%"$#)$."22).($2)(#"&/*$#?(3$

%?++)&)2($I,D?I'I$-,./)($*?J)*0
! Need to split up packets, or discover 

the largest size to use

3/N)-/""-@*,'>%4.-/0%/
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*(%G'=+F$J'+*."C6'K
! V?++)&)2($2)(#"&/*$3,9)$%?++)&)2($

I,D?I'I$-,./)($*?J)*
! Or MTU (Maximum Transmission Unit)
! E.g., Ethernet 1.5K, WiFi 2.3K

! 8&)+)&$4,&F)$-,./)(*$+"&$)++?.?)2.5
! But what size is too large?
! Difficult because node does not know 

complete network path
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*(%G'=+F$J'+F"67=$"8/
! P&,FI)2(,(?"2$T2"#U

! Split up large packets in the network  if 
they are too big to send

! Classic method, dated

! V?*."9)&5$T2)D(U
! Find the largest packet that fits on the 

network path and use it
! IP uses today instead of fragmentation



)*IL+:.(9K'8=(=$"8
! Y"'()&*$+&,FI)2($-,./)(*$(3,($,&)$(""$4,&F)$("$+"&#,&%

! Y).)?9?2F$3"*($&),**)I>4)*$("$&)%'.)$4",%$"2$&"'()&*$

!"#$%&'$()*+,-.*/0$12$34.5*)6/1) 88

!#%,;.+/' Y.%)).;@=.'

!*/)-"+-M*#)/-=*+4



)*IL+:.(9K'8=(=$"8+:$'6-/
! !),%)&$+?)4%*$'*)%$("$3,2%4)$-,./)($*?J)$%?++)&)2.)*

! Identification, Fragment offset, MF/DF control bits

!"#$%&'$()*+,-.*/0$12$34.5*)6/1) 8%

%&'()&*+,-./.0+12%+3-/4-567
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)*IL+:.(9K'8=(=$"8+*."%'-7.'
• Routers split a packet that is too large:

! !"#$%&''"()*+&,($-./('&*0+(#$+%+1
! 2/#"(34(5+&6+*(./(#$+%+1
! 76891.('+-0.5(/-(#$+%+1
! :+.(/;;1+.(./($-6$%&.+(#/1$.$/-
! :+.(<=(></*+(=*&0?+-.1@(/-(&''(#$+%+1(

+A%+#.('&1.

• Receiving hosts reassembles the pieces:
! 36+-.$;$%&.$/-(;$+'6('$-,1(#$+%+1(./0+.5+*B(

<=(.+''1(*+%+$C+*(D5+-($.(5&1(&''(#$+%+1



)*IL+:.(9K'8=(=$"8+234

!"#$%&'$()*+,-.*/0$12$34.5*)6/1) 8&

3.5I5,@')%>
."&"5J%;5I5)1,,
K>>8%&5I5,
9L5I5,

3.5I
."&"5J%;5I5
K>>8%&5I
9L5I

3.5I5
."&"5J%;5I
K>>8%&5I5
9L5I

J.M"#.
<>(-\-DFAA

HM/.#
<>(-\-B[AA

]3,+"#.-=.+,/0-
"M-0.%&.#)^
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!"#$%&'$()*+,-.*/0$12$34.5*)6/1) 8:

3.5I5,@')%>
."&"5J%;5I5)1,,
K>>8%&5I5,
9L5I5,

3.5I5,@')%>
."&"5J%;5I5'2,,
K>>8%&5I5,
9L5I5'

3.5I5,@')%>
."&"5J%;5I5M,,
K>>8%&5I5'2,,
9L5I5,

J.M"#.
<>(-\-DFAA

HM/.#
<>(-\-B[AA



!"#$%&'$()*+,-.*/0$12$34.5*)6/1) 8;

)*IL+:.(9K'8=(=$"8+2L4

! 7($#"&/*L
! Allows repeated fragmentation

! ]'($+&,FI)2(,(?"2$?*$'2%)*?&,>4)
! More work for routers, hosts
! Tends to magnify loss rate
! Security vulnerabilities too
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*(=?+>!M+B$/%"I'.D

! V?*."9)&$(3)$SXO$(3,($#?44$+?(
! So we can avoid fragmentation
! The method in use today

! !"*($()*(*$-,(3$#?(3$4,&F)$-,./)(
! Routers provide feedback if too large; 

they tell host what size would have fit
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!"#$%&'$()*+,-.*/0$12$34.5*)6/1) %=

18'+9":: 18'+;::++

9NOI'),,5P:&%8 9NOI(,,9NOI'+,,



*(=?+>!M+B$/%"I'.D+2H4

!"#$%&'$()*+,-.*/0$12$34.5*)6/1) %'

18'+9":: 18'+;::++

N%8&5Q) N%8&5Q1N%8&5Q'5

9NOI'),,5P:&%8 9NOI(,,9NOI'+,,
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*(=?+>!M+B$/%"I'.D+2L4
! :&'5+44$6";$4++6$)#('.(+*

! But usually quick to find right size

! :"/1$<=>$*+%+#*4$'#$/1+$%"/1$"#*$
4'$5"#$51"#?+$'(+&$/)6+
! Search is ongoing

! @6%.+6+#/+*$3)/1$@!<:$A#+B/C
! Set DF (Don’t Fragment) bit in IP 

header to get feedback messages
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!"#$%
! 13,($3,--)2*$#3)2$*"I)(3?2F$

F")*$#&"2F$%'&?2F$+"&#,&%?2F0
! Need to be able to find the problem

_*4.)'S0%/-0%KK.+.&Q
RRRRRRR



!"#$%&'$()*+,-.*/0$12$34.5*)6/1) %%

)8='.8'=+5"8=."6+>'//(9'+*."="%"6

! 7WS8$?*$,$."I-,2?"2$-&"("."4$("$78
! They are implemented together
! Sits on top of IP (IP Protocol=1)

! 8&"9?%)*$)&&"&$&)-"&($,2%$()*(?2F
! Error is at router while forwarding
! Also testing that hosts can use



)5>*+N.."./
! 13)2$&"'()&$)2."'2()&*$,2$)&&"&$#3?4)$+"&#,&%?2F6

! It sends an ICMP error report back to the IP source address
! It discards the problematic packet; host needs to rectify

!"#$%&'$()*+,-.*/0$12$34.5*)6/1) %9

Y.K"#/-/0.+-/"))-*/'X0I-+"$-3-)..-P
RRRRRRR

3S9457%!=7&



)5>*+>'//(9'+:".K(=
! ^,.3$7WS8$I)**,F)$3,*$,$X5-)H$W"%)H$,2%$W3)./*'I

! G+()2$.,&&5$(3)$*(,&($"+$(3)$"++)2%?2F$-,./)($,*$-,54",%
! ^,.3$I)**,F)$?*$.,&&?)%$?2$,2$78$-,./)(

!"#$%&'$()*+,-.*/0$12$34.5*)6/1) %&



)5>*+>'//(9'+:".K(=+234
! ^,.3$7WS8$I)**,F)$3,*$,$X5-)H$W"%)H$,2%$W3)./*'I

! G+()2$.,&&5$(3)$*(,&($"+$(3)$"++)2%?2F$-,./)($,*$-,54",%
! ^,.3$I)**,F)$?*$.,&&?)%$?2$,2$78$-,./)(

!"#$%&'$()*+,-.*/0$12$34.5*)6/1) %:

A7#I7=D&%7T5.8&IU
47=&=#=F5I5'

N:!%IRT5S=6%IV
A7#IUT5.8&I/

RRRRRRRRRRRRRRR

5"#/*"+-"M-"MM.+&*+,-K%14./I
)/%#/*+,-$*/0-*/)-35-0.%&.#

3G<5-0.%&.#35-0.%&.# 3G<5-&%/%
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!"#$%&'$()*+,-.*/0$12$34.5*)6/1) %;

!"#$
%&'$()(
*+,$

-."/$

#$%&' ()*$+,-+./$012$&0
3*043%&5

6070803*09!"#$%&'%#&(()#*+,+*-

#$%&' ()*$+,-+./$0
1:*+;<$)&5

607= ."*/%012 3+4#&,)5-

>?<$ @A,$$B$B01>*+)%?&5990708015"#)5&6*)

@,-30C$DE$%&03*0C$F/GH03*080708.+(7

>.)/*+,I-+"/-%-M"#$%#&*+,-.##"#Z-L")/-).+&)-V10"-Y.`8.)/I-
%+&-&.)/*+%/*"+-#.)K"+&)-$*/0-%+-V10"-Y.K=2



!.(%'."7='
! 78$3),%)&$."2(,?2*$XXM$TX?I)$("$4?9)U$+?)4%

! Decremented every router hop, with ICMP error if it hits zero
! Protects against forwarding loops

!"#$%&'$()*+,-.*/0$12$34.5*)6/1) %<



!.(%'."7=' 234
! X&,.)&"'() &)-'&-"*)*$XXM$,2%$7WS8$+'2.(?"2,4?(5

! Sends probe packets increasing TTL starting from 1
! ICMP errors identify routers on the path

!"#$%&'$()*+,-.*/0$12$34.5*)6/1) 9=

*5*5*5J=#"F
W=8&

X%C=&%
W=8&'5B=! )5B=!8 15B=!8 YZ'5B=!8

Y5B=!8


